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EXECUTIVE SUMMARY 
 
This Global Data Alliance Update provides information on recent cross-border data policy 
developments from around the world.  
 
Africa 

• Several economies are advancing data protection frameworks with cross-border data 
provisions, including Namibia, Nigeria, and Tanzania. New rules are also expected to 
go into effect in 2023 in Botswana and Rwanda.   

 
Asia-Pacific  

• Countries such as Australia, Singapore, and Japan are advancing advance international 
norms favoring data transfers – in the World Trade Organization (WTO), in regional 
settings like the Indo-Pacific Economic Framework (IPEF), and in digital economy 
agreements.  

• As it looks to advance its Data Free Flow with Trust initiative in its G7 Host Year, Japan 
will aim to support an environment conducive to data transfers and digital trust.   

• Some regional economies – including Korea – continue to demand data localization 
particularly in connection with services procured by government entities.  

• China continues to elaborate on its complex framework of cross-border data restrictions 
and data localization requirements. This augurs both increasing isolation for China and 
increasing difficulty in doing business in China. To the extent that Chinese data 
measures are emulated by other regional economies – for example, in Pakistan or 
Bangladesh, which is contemplating a restrictive draft Data Protection Bill covering both 
personal and non-personal data – there will be continued spillover effects.   

• Vietnam is another economy that has embraced stringent cross-border data provisions, 
as reflected in the GDA’s half-dozen submissions over a short period of time.  

• As India embarks on its 2023 G20 Host Year, it remains to be seen how new Indian 
cross-border data policy proposals will unfold. It will be important to monitor exactly how 
India will advance its draft Digital Personal Data Protection Bill – with its as yet undefined 
“White List” approach to data transfers. 

• At the WTO, Indonesia, India, and several other economies are advocating for a new 
system of customs duties and restrictions applicable to electronic transmissions – 
including media, software, and data – that move across transnational digital networks.  
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European Union  
• It is hoped that the recent draft EU Adequacy Decision regarding the United States will 

ameliorate conditions for trans-Atlantic data transfers and business operations, once 
that decision goes into effect.  

• Until that time and perhaps beyond, there may be further national Data Protection 
Authority rulings regarding data transfers under the Schrems II decision. Even after the 
EU Adequacy Decision goes into effect, a further legal challenge to the new EU-US Data 
Privacy Framework may be possible.  

• Cross-border data policies also appear in the European Cybersecurity Certification 
Scheme for Cloud Services (EUCS), the EU Data Act, and the Proposal for a European 
Health Data Space, among others.  

• EU authorities continue to work with counterparts in other countries on both data 
protection laws and free trade agreements. Working closely with the EU and trading 
partners on these important issues should be a priority.  

 
United Kingdom  

• The United Kingdom (UK) has begun issuing adequacy decisions that reflect a different 
treatment of cross-border data transfers (see e.g., the UK-Korea Data Bridge) than that 
reflected in EU adequacy decisions.  

• The UK also continues to advance a robust trade negotiating agenda. UK trade 
agreements – with Australia, Singapore, Japan, and others – contain provisions 
safeguarding the ability to transfer data across transnational digital networks.  

 
Middle East  

• Saudi Arabia’s draft Personal Data Protection Bill has become less restrictive of data 
transfers over successive draft iterations. However, continued engagement remains 
important. 

• Outreach on cross-border data policy from the US and the UK to the United Arab 
Emirates and other countries may help set a new direction.  

 
Western Hemisphere  

• Western Hemisphere economies, including Argentina, Brazil, Canada, Chile, Mexico, 
and Peru have not historically favored an overly restrictive approach to data transfers.  
Some of these countries have also been leading voices in the WTO digital trade 
negotiations. Ongoing engagement should be a priority.  

• The United States deserves particular attention, as concerns regarding China – 
including the treatment of personal data by Chinese authorities – continue to grow.  
Likewise, it remains to be seen whether the United States will maintain its past approach 
to data transfers and data localization in its ongoing trade negotiations, such as the IPEF 
negotiations or the Americas Partnership for Prosperity (APEP) negotiations.  
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A. Kenya 

 
Kenya – Strategic Trade and Investment Partnership with the US: On December 12, Kenya and the 
United States met to discuss plans relating to the US-Kenya Strategic Trade & Investment Partnership, which 
was launched in July 2022.  The Partnership includes a pillar focused on digital trade. Negotiations are 
expected to accelerate in 2023. The GDA submitted comments in September 2022 regarding US-Kenya 
cross-border data negotiating priorities.  
 

B. Namibia 
 
Namibia – Draft Data Protection Bill:  On November 25, Namibia’s Ministry of Information and 
Communication Technology (MICT) reportedly commenced stakeholder engagement on the draft Data 
Protection Bill, which contains a chapter on “Transborder Flows of Personal Information.” Article 53 of the Bill 
prohibits data transfers to another country unless: 
 

• The transferee is subject to a law that provides an "adequate level of protection” that is substantially 
similar to Namibian law;  

• The data subject consents to the transfer;  
• The transfer is necessary to the performance of a contract or pre-contractual measures agreed to by 

the data subject; or  
• The transfer is for the benefit of the data subject (where it is not reasonably practicable to obtain the 

consent of the data subject to that transfer; and the data subject would likely grant such consent). 
 
The bill establishes a default rule that personal data may not be transferred from Namibia to any other country 
absent either an adequacy determination or the existence of other specified circumstances.  
 

C. Nigeria 
 
Nigeria – National Data Strategy: On November 10, the National Information Technology Development 
Agency released the draft National Data Strategy (NDS) of Nigeria. The NDS is organized around seven 
pillars, including a pillar devoted to Digital Sovereignty, which states as follows (emphasis added):  
 

The objective of this pillar is to address data ownership, classification, control and access 
as related to residency and data localization according to the national laws and regulations 
of Nigeria. This implies that data collected in Nigeria and from Nigerians within or outside 
the country is subject to all relevant laws, rules and regulations governing the use of data 
in Nigeria. Data Sovereignty ensures that any data generated is subjected to the laws and 
governance of the geographic location in which the data is collected and processed. Data 
Sovereignty is a key aspect of international data privacy that enables a country or any entity 
to regulate entities that can access sensitive data. Data Sovereignty is an important 
requirement that supports and strengthens data residency and compliance with national 
laws and regulations. 

 
This pillar contains metrics, including “develop[ing] guidelines to monitor cross-border data flows and ensure 
the protection of Nigerian data while in motion, in use and at rest.”  
 
Nigeria – Draft Data Protection Bill:  On October 5, Nigeria published a draft Data Protection Bill, which 
contains a section on the “Cross-Border Transfers of Personal Data.” Article 43-45 of the Bill prohibits 
transfers of personal data unless:  
 

• The recipient of the personal data is “subject to a law, binding corporate rules, contractual clauses, 
code of conduct or certification mechanism that affords an adequate level of protection with respect 
to the personal data” that is “substantially similar” to the standards in Nigerian law, including in 
relation to: (1) enforceable subject rights; (2) availability of judicial/administrative redress to data 
subjects; (3) binding agreements with other countries; (4) access of a public authority to personal 
data; and (5) the existence of a data protection law, and an independent data protection authority.   

https://ustr.gov/about-us/policy-offices/press-office/press-releases/2022/december/readout-ambassador-katherine-tais-meeting-kenyas-ministry-investments-trade-and-industry-cabinet
https://ustr.gov/about-us/policy-offices/press-office/press-releases/2022/december/readout-ambassador-katherine-tais-meeting-kenyas-ministry-investments-trade-and-industry-cabinet
https://ustr.gov/about-us/policy-offices/press-office/press-releases/2022/july/united-states-and-kenya-announce-launch-us-kenya-strategic-trade-and-investment-partnership
https://globaldataalliance.org/wp-content/uploads/2022/09/09162022gdakenyatrade.pdf
https://globaldataalliance.org/wp-content/uploads/2022/09/09162022gdakenyatrade.pdf
https://namibia.fyi.africa/stakeholders-meet-on-data-protection-bill/
https://mict.gov.na/documents/32978/1376285/Data+Protection+Draft+Bill++March+2022....pdf/7c91ff30-2ec4-4ed2-99de-e09ac46466d8
https://mict.gov.na/documents/32978/1376285/Data+Protection+Draft+Bill++March+2022....pdf/7c91ff30-2ec4-4ed2-99de-e09ac46466d8
https://nitda.gov.ng/wp-content/uploads/2022/11/Final-Draft-National-Data-Strategy.pdf
https://nitda.gov.ng/wp-content/uploads/2022/11/Final-Draft-National-Data-Strategy.pdf
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The Nigerian draft law also provides that Nigeria may:  
 

• Make rules “requiring data controllers and data processors … explain [the] adequacy” of measures;  
• Designate “categories of personal data that are subject to additional specified restrictions on transfer 

to another country based on the nature of such personal data and risks to data subjects”;  
• Issue “guidelines as to adequacy assessments and may list out which countries afford adequate or 

inadequate levels of protection”;  
• Approve binding corporate rules, codes of conduct or certification mechanisms; and  
• Make adequacy determinations for other jurisdictions 

 
The Global Data Alliance filed comments with Nigeria’s Data Protection Bureau regarding the draft Nigerian 
Data Protection Bill. The GDA recommended as follows:  
 

• Clarify that – in the absence of an adequacy determination – transfers are legally permitted on 
the basis of appropriate safeguards, such as standard contractual clauses (SCCs); 

• Revise Article 44 to ensure that all internationally accepted data transfer mechanisms are 
available under the Bill and to include provisions that would accommodate other future data 
transfer interoperability mechanisms; 

• Revise Article 45 to permit transfers in situations in which: (a) the transfer is necessary for 
important reasons of public interest; (b) the transfer is necessary for the establishment, exercise 
or defense of legal claims; (c) the transfer is necessary in order to protect the vital interests of the 
data subject or of other persons, among other circumstances;  

• Specify a grace period for enforcement the Bill’s data transfer provisions that is 24 months from 
the date of enactment of any implementing regulations.  

 

Nigeria – Interest in Cross-Border Privacy Rules Forum: Nigerian authorities met with counterparts from 
the United States to learn more about potential participation in the Global Cross-Border Privacy Rules 
(CBPR) Forum, which Australia, Canada, Japan, Korea, the Philippines, Singapore, Taiwan, and the United 
States established in the first half of 2022.  The idea of converting CBPR from a regional to a global framework 
is rooted in a simple theory, foundational to the CBPR system: Baseline data protection standards across 
jurisdictions can be interoperable without being equivalent. In addition to Nigeria, countries that have 
expressed interested in the Global CBPR Forum include the UK, Bermuda, and others.  

 
D. Tanzania 

 
Tanzania – Personal Data Protection Bill: On November 1, the Parliament unanimously passed the 
Personal Data Protection Bill 2022. The was gazetted in December 2022.  Part Five of the Bill contains two 
articles on data transfers, namely Article 31 (“Exporting personal information to a country with adequate 
protection of personal information”) and Article 32 (“Exporting to a country without adequate protection of 
personal information”).  Article 32 stipulates that data transfers may be permitted on the basis of: (a) consent; 
(b) necessity for fulfillment of certain legal contracts; (c) the public interest; (d) defense of legal claims; (e) to 
protect the interests of the data subject; and (f) a range of other objectives.  For more information, see Round 
up of data protection Africa (licdn.com)  
 

E. Other  
 
Other Economies: On December 14, the National Assembly of Niger adopted a revised draft Personal 
Data Protection Law. Furthermore, several revised data protection laws are expected to go into effect in 
2023, including in Botswana in September 2023 (additional details here) and in Rwanda in October 2023.  

 

APAC 
 

https://globaldataalliance.org/wp-content/uploads/2022/12/12012022gdangpdp.pdf
https://www.commerce.gov/global-cross-border-privacy-rules-declaration
https://www.commerce.gov/global-cross-border-privacy-rules-declaration
https://www.trademinister.gov.au/minister/don-farrell/media-release/australia-joins-global-cross-border-privacy-rules-forum#.Yv4it-OIiAA.twitter
https://iapp.org/news/a/bermuda-privacy-commissioner-recognizes-apec-cbpr-system-for-data-transfers/
http://www.parliament.go.tz/polis/uploads/bills/1664436755-document%20(38).pdf
https://media.licdn.com/dms/document/C4E1FAQGmll44dc83Nw/feedshare-document-pdf-analyzed/0/1672741634407?e=1673481600&v=beta&t=znLiP67aUKKwmWKHIRzNzJnuFnGaaGenmYPbDJhcd-8
https://media.licdn.com/dms/document/C4E1FAQGmll44dc83Nw/feedshare-document-pdf-analyzed/0/1672741634407?e=1673481600&v=beta&t=znLiP67aUKKwmWKHIRzNzJnuFnGaaGenmYPbDJhcd-8
https://www.hapdp.ne/le-nouveau-projet-de-loi-sur-les-donnees-a-caractere-personnel-vient-detre-examine-et-adopte-a-lunanimite-par-les-honorables-deputes-presents-a-lhemicycle-de-lassemblee-nationale-du-niger-ce-mercredi-14-decembre-2022
https://www.hapdp.ne/le-nouveau-projet-de-loi-sur-les-donnees-a-caractere-personnel-vient-detre-examine-et-adopte-a-lunanimite-par-les-honorables-deputes-presents-a-lhemicycle-de-lassemblee-nationale-du-niger-ce-mercredi-14-decembre-2022
https://www.bwtechzone.com/2022/10/opinion-what-data-protection-act.html
https://itweb.africa/content/LPp6V7rB1Kg7DKQz
https://www.minict.gov.rw/news-detail/rwanda-passes-new-law-protecting-personal-data
https://media.licdn.com/dms/document/C4E1FAQGmll44dc83Nw/feedshare-document-pdf-analyzed/0/1672741634407?e=1673481600&v=beta&t=znLiP67aUKKwmWKHIRzNzJnuFnGaaGenmYPbDJhcd-8
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A. Australia 
 
Australia – Economic Cooperation and Trade Agreement with India: On December 29, the Australia-
India Economic Cooperation and Trade Agreement (ECTA) came into force. The ECTA offers “greater 
certainty and transparency regarding the rules that will apply when providing services” on a cross-border 
basis. ECTA is a described as stepping-stone towards a full Australia-India Comprehensive Economic 
Cooperation Agreement.  
 
Australia – Ministerial Consultations with the US: On December 7, Australia and the United States held 
the 32nd annual Australia-US Ministerial (AUSMIN) consultations. Among other things, both sides discussed 
the following:  

• IPEF: The principals are committed to ensuring that IPEF delivers for everyone, especially workers, 
consumers, and under-represented groups such as Indigenous Peoples and women.   

• Digital Connectivity: The principals identified additional areas for collaboration and financing 
opportunities to support trusted ICT infrastructure, including promoting supplier diversity and 
innovation to build more resilient supply chains in the Indo-Pacific region and globally.  They also 
discussed how additional public-private partnerships on topics such as 5G/Open RAN, standards, 
and supply chains could augment our work to support critical and emerging technology among Quad 
governments. 

• Emerging Technology: They highlighted how the bilateral partnership in critical and emerging 
technologies helps to provide a model for the entire Indo-Pacific region.  This includes joint capacity 
building and outreach to Southeast Asia and other Indo-Pacific partners on responsible deployment 
of new technologies like artificial intelligence and facial recognition. 

 
B. Bangladesh 

 
Bangladesh – On December 6, the United States and Bangladesh convened the Sixth meeting of the US-
Bangladesh Trade and Investment Cooperation Forum Agreement Council this week. The two sides 
discussed a number of topics, including digital trade. The United States reportedly “advocated for the 
development of digital trade policies that support MSME’s participation in the digital economy, increase trust 
for consumers, businesses, and workers, and facilitate secure cross-border data flows.  The United States 
emphasized that new digital policies should be developed in an open and transparent manner with 
opportunities for public stakeholder engagement.  Participants discussed ways to ensure that digital policies 
do not disadvantage foreign and domestic suppliers, disclose proprietary data, or increase cybersecurity 
risks,” according to the USTR statement. The GDA has previously submitted comments on cross-border data 
policies under Bangladesh’ draft Cloud Computing Policy and Bangladesh’ draft Data Protection Act of 2022.  
 

C. China 
 
China – Measures for Data Security Management in the Fields of Industry and Information Technology 
(Trial): On January 1, 2023, China’s Measures for Data Security Management in the Fields of Industry and 
Information Technology went into effect. This final version of the Measures was released on December 13, 
2022, and includes data localization mandates and cross-border data transfer restrictions of varying degrees 
of severity for “general data,” “key data,” and “core data,” which are defined in Articles 9-11, respectively. 
Potentially with scope are: (1) Industrial data generated and collected in the process of R&D and design, 
production and manufacturing, operation management, maintenance, etc.; (2) Telecommunications data; (3) 
Radio data, including radio frequency, station, other radio wave parameter data generated and collected 
during radio business activities. Affected entities include: (1) industrial enterprises; (2) Software and IT 
service enterprises; (3) Telecommunication business operations; (4) Station operators holding a 
telecommunication business license.  Relevant cross-border data provisions are specified below (emphasis 
added).   
 

• Article 12: Data handlers in the fields of industry and information technology shall file their own 
catalogs of key data and core data with the sector-specific regulatory department in their own 
regions. The contents of filing shall include but not limited to the basic information of data such 
as sources, categories, levels, size, carriers, handling purposes and methods, use scope, 

https://www.dfat.gov.au/trade/agreements/negotiations/aifta/australia-india-ecta-outcomes
https://www.dfat.gov.au/trade/agreements/negotiations/aifta/australia-india-ecta-outcomes
https://www.state.gov/joint-statement-on-australia-u-s-ministerial-consultations-ausmin-2022/
https://ustr.gov/about-us/policy-offices/press-office/press-releases/2022/december/united-states-and-bangladesh-convene-6th-meeting-us-bangladesh-trade-and-investment-cooperation
https://globaldataalliance.org/wp-content/uploads/2021/07/05122021gdabdcloudpol.pdf
https://globaldataalliance.org/wp-content/uploads/2022/09/09072022gdabgdpa.pdf
http://www.gov.cn/zhengce/zhengceku/2022-12/14/content_5731918.htm
http://www.gov.cn/zhengce/zhengceku/2022-12/14/content_5731918.htm
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responsible subjects, outbound sharing, cross-border transfer, and security protection 
measures, exclusive of the data content itself. 

 
• Article 21: The key data and core data generated and collected by the data handlers in the 

fields of industry and information technology within the territory of the People’s Republic of 
China shall be stored within the territory of the People’s Republic of China if laws or 
administrative regulations have such requirements. Should the data need to be provided 
abroad, a data cross-border transfer security assessment shall be carried out according to 
laws and regulations. ... Without the approval of the Ministry of Industry and Information 
Technology, the data handlers in the fields of industry and information technology shall not 
provide foreign industrial, telecommunication and radio law enforcement agencies with data in 
the fields of industry and information technology that is stored within the territory of the People's 
Republic of China. 

 
• Article 24: In case of cross-entity provision, transfer or entrusted handling of core data, the 

data handler in the fields of industry and information technology shall assess security risks, 
and take necessary security protection measures; the case shall be reviewed by the sector-
specific regulatory department in the region and reported to the Ministry of Industry and 
Information Technology. The Ministry of Industry and Information Technology shall conduct 
review according to the relevant regulations. 

 
• Article 31: The Ministry of Industry and Information Technology shall develop a sector-specific 

data security assessment management system to manage the assessment institutions; 
develop a specification for assessment of sector-specific data security, to guide the 
assessment institutions to carry out data security risk assessment, cross-border transfer 
security assessment and other work. The local sector-specific regulatory departments shall be 
responsible for carrying out the data security assessment work in their own regions 
respectively. The key data and core data handlers in the fields of industry and information 
technology shall conduct risk assessment on the data handling activities at least once a year 
on their own or by entrusting a third-party assessment institution, make timely rectifications 
over risk issues, and send a risk assessment report to the sector-specific regulatory 
department in their own regions. 

 
China – Technical Specification for Cross-Border Processing of Personal Information: On December 
16, China released the Specification for Security Certification of Personal Information Cross-Border 
Processing (V2.0-202212). The Specification is a “standards-related technical document developed and 
issued by the Secretariat of the National Information Security Standardization Technical Committee 
(TC260).” The Specification applies to personal information handlers carrying out cross-border handling 
activities of personal information, and it serves as the certification basis for certification bodies to conduct 
personal information protection certification for cross-border handling activities of personal information (Art. 
1). It defines “personal information handler” as an organization or individual who independently decides the 
purpose and method of handling in the handling of personal information, and it defines “overseas recipient” 
as an organization or individual located outside China and receiving personal information from personal 
information handlers. It states in relevant part as follows (emphasis added): 

In carrying out cross-border processing activities, personal information handlers applying for 
personal information protection certification shall comply with the requirements of GB/T 35273 
Information security technology – Personal information security specification and this 
document. This document … provides a basis for certification bodies to conduct an 
assessment over personal information cross-border processing activities of personal 
information handlers, and providing reference for personal information handlers to lawfully 
carry out personal information cross-border processing activities as well. 
… 
Personal information handlers who apply for certification shall obtain a lawfully issued legal 
person certificate, operate normally and have a good reputation and goodwill. Where a 
personal information cross-border processing activity takes place between subsidiaries or 

https://www.tc260.org.cn/front/postDetail.html?id=20221216161852
https://www.tc260.org.cn/front/postDetail.html?id=20221216161852
https://www.tc260.org.cn/upload/2022-12-16/1671179931039025340.pdf
https://www.tc260.org.cn/upload/2020-09-18/1600432872689070371.pdf
https://www.tc260.org.cn/upload/2020-09-18/1600432872689070371.pdf
https://www.tc260.org.cn/front/postDetail.html?id=20221216161852
https://www.tc260.org.cn/front/postDetail.html?id=20221216161852
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affiliates of a multinational or an economic or noneconomic entity, the party located in China 
may apply for certification, and assumes legal liability. For an overseas personal information 
processor specified in the second paragraph of Article 3 of the Personal Information 
Protection Law of the People’s Republic of China, its China-based office or its designated 
representative may apply for certification, and assumes legal liability. 
 
A legally binding and enforceable document shall be entered into between the personal 
information handler and the overseas recipient in a personal information cross-border 
processing activity, to ensure the rights and interests of personal information subjects are 
fully protected. The document shall at least specify the following contents: 
 
a) Basic information of the personal information handler and the overseas recipient, including 

but not limited to name, address, contact person’s name, contact information, etc.; 
b) Purpose of the cross-border processing of personal information, and the scope, types, 

sensitivity, volume, processing method, retention period, storage location and the like of 
personal information; 

c) Responsibilities and obligations of the personal information handler and the overseas 
recipient for personal information protection, technical and management measures taken 
to prevent possible security risks caused by the cross-border processing of personal 
information, etc.; 

d) Rights of personal information subjects, and the ways and methods to protect the rights 
of the personal information subjects; 

e) Remedy, cancellation of contract, liability for breach of contract, dispute settlement, etc.; 
f) The overseas recipient undertakes to honor the same personal information cross-border 

processing rules, and ensures that the protection of personal information is not lower than 
the standard specified in the laws and administrative regulations of the People’s Republic 
of China on personal information protection; 

g) The overseas recipient undertakes to subject itself/himself to the continuous supervision 
of the personal information cross-border processing activities by the certification body; 

h) The overseas recipient undertakes to accept the jurisdiction of the laws and administrative 
regulations of the People’s Republic of China on personal information protection; 

i) Clarifying the organization assuming legal liability within the territory of the People’s 
Republic of China, and undertaking to fulfill the obligation of personal information 
protection; 

j) Both the personal information handler and the overseas recipient undertake to assume 
civil legal liability for the infringement of the personal information rights and interests, and 
explicitly agree on the civil legal liability to be borne by both parties; 

k) Other obligations that are specified by laws and administrative regulations and shall be 
fulfilled. 

 
 
China – National Technical Standard re Cybersecurity Requirements for Critical Information 
Infrastructure Protection: On November 7, the TC260 National Information Security Standardization 
Technical Committee announced that the State Administration for Market Regulation and National 
Standardization Administration had issued (on October 28), a technical standard entitled Information security 
technology - Cybersecurity Requirements for Critical Information Infrastructure Protection (GB/T 39204-
2022). This is reportedly China’s first national standard for critical information infrastructure (“CII”) security 
protection. It establishes cybersecurity requirements for CII protection in areas such as analysis and 
identification, security protection, testing and evaluation, monitoring and early warning, active defense, 
incident disposal, etc., aiming to take necessary measures to protect the continuous operation of CII business 
and its important data from damage. The technical standard includes the following “data security” 
requirements (emphasis added):  
 

Requirements for data security protection include: 
 
a) Shall establish data security management responsibilities and appraisal and assessment 

system, prepare data cybersecurity plan, implement data security technology protection, 

https://www.tc260.org.cn/front/postDetail.html?id=20221101083706
https://openstd.samr.gov.cn/bzgk/gb/newGbInfo?hcno=1D986D9DCCC518D19DAD9431DD76053E
https://openstd.samr.gov.cn/bzgk/gb/newGbInfo?hcno=1D986D9DCCC518D19DAD9431DD76053E
https://openstd.samr.gov.cn/bzgk/gb/newGbInfo?hcno=1D986D9DCCC518D19DAD9431DD76053E
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carry out data security risk assessment, develop data security incident emergency plans, 
dispose of security incidents in a timely manner, and organize data security education and 
training. 

b) Shall establish data cybersecurity policies based on data categorization and classification, 
and specify the corresponding measures for the protection of important data and personal 
information. 

c) Personal information and important data collected and generated during operations in China 
will be stored within the territory of China. If, due to business needs, it is necessary to 
provide data abroad, security assessment shall be conducted in accordance with the 
relevant national regulations and standards. Where there are other provisions in laws or 
administrative regulations, such provisions shall prevail. 

d) Shall strictly control the use, processing, transmission, provision and disclosure and other 
key aspects of important data, and adopt encryption, desensitization, de-identification and 
other technical means to protect the security of sensitive data. 

e) Business continuity management and disaster recovery backup mechanisms shall be 
established, and important systems and databases shall be backed up off-site. 

f) If the data availability requirement is high, the database remote real-time backup measures 
shall be taken, and if the business continuity requirement is high, the system remote real-
time backup measures shall be taken to ensure that once the critical information 
infrastructure is damaged, it can be restored and remedied in a timely manner. 

g) When the critical information infrastructure is decommissioned, the stored data shall be 
processed in accordance with the data security protection policies. 

h) The security capability of the whole process of data processing activities shall be 
established, which shall comply with the requirements of relevant national standards on 
data cybersecurity protection  

 
China – Implementation Rules for Personal Information Protection Certification (PI Certification 
Rules): On November 18, 2022, the Cyberspace Administration of China (CAC) and the State Administration 
of Market Regulation (SAMR) announced the publication (with immediate effect)  of the Personal Information 
Certification Rules. These rules are intended to support the Personal Information Protection Law (PIPL), 
outlining requirements for the certification of personal information processors to carry out personal 
information collection, storage, use, processing, transmission, provision, disclosure, deletion, cross-border, 
and other processing activities. As a procedural matter, the rules provide for a Certification Implementation 
Process, which includes: (1) a certification application process, (2) a technical verification of the application 
by the technical verification body, (3) an on-site audit, (4) the certification body's certification decision (based 
on an assessment and approval of certification results), and (5) post-certification supervision. As a 
substantive matter, the Rules mandate compliance with the GB/T 35273 Information Security Technology 
Personal Information Security Specification, for personal information processors conducting cross-border 
processing activities, they should also comply with the requirements of TC260-PG-20222A Specification for 
Security Certification of Personal Information Cross-Border Processing Activities. Additional coverage here: 
Reed Smith, ODP, Han Kun, Bird & Bird.  
 
China – Beijing Municipal Regulations on the Promotion of Digital Economy: On November 25, the City 
of Beijing published Municipal Regulations on the Promotion of Digital Economy in order to “turn Beijing into 
a global benchmark city in practicing digital economy.” Relevant provisions include:  
 

• Article 29: The commerce department shall, in conjunction with relevant departments, promote the 
high-quality development of digital trade, ...support the development of cross-border trade, cross-
border logistics and cross-border payments, boost the international mutual recognition of digital 
certificates and electronic signatures, construct international Internet data dedicated channels, 
international data and information dedicated channels and application support platforms based on 
advanced technologies such as blockchain so as to provide facilitation for the product delivery and 
settlement in digital trade.  

 
• Article 48: In carrying out data processing activities, an entity shall establish a data governance and 

compliance operation system, fulfill data security protection obligations, strictly implement relevant 
systems such as those regarding legal use of personal information, the commitment to the safe use 

http://www.cac.gov.cn/2022-11/18/c_1670399936658129.htm
http://www.cac.gov.cn/2022-11/18/c_1670399936983876.htm
http://www.cac.gov.cn/2022-11/18/c_1670399936983876.htm
https://www.tc260.org.cn/upload/2020-09-18/1600432872689070371.pdf
https://www.tc260.org.cn/upload/2020-09-18/1600432872689070371.pdf
https://www.tc260.org.cn/upload/2022-12-16/1671179931039025340.pdf
https://www.tc260.org.cn/upload/2022-12-16/1671179931039025340.pdf
https://www.reedsmith.com/en/perspectives/2022/11/china-issues-new-implementation-rules-for-personal-information#:%7E:text=The%20Implementation%20Rules%20for%20Personal%20Information%20Protection%20Certification,disclosure%2C%20deletion%20and%20cross-border%20transfer%20of%20personal%20data.
https://www.osservatorio-dataprotection.it/data-protection/china-cac-announces-implementation-of-personal-information-protection-certification/
https://www.hankunlaw.com/en/portal/article/index/cid/8/id/12518.html
https://www.twobirds.com/en/insights/2022/china/china-released-certification-specification-for-personal-information-export
http://www.bjrd.gov.cn/xwzx/cwhgg/202211/t20221128_2867338.html
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of data and the security management over cross-border transfer of key data, and based on 
application scenarios, conduct a security assessment over anonymization and de-identification 
technologies, and take necessary technical measures to strengthen the protection of personal 
information security, to prevent illegal abuse. 

 
• Article 56: Work to encourage the expansion of international cooperation in the field of digital 

economy, support participation in the development of international rules, standards and agreements, 
set up cooperation platforms such as international exhibitions, forums, commerce & trade fairs, 
competitions and training, and achieve mutual benefit and win-win cooperation in the fields of cross-
border flow of data, opening up of the digital service market, and digital product security certification. 

 
China – Technology Import Prohibition/Restriction Catalogue:  On November 5, China’s Ministry of 
Commerce (MOFCOM) released the finalized Technologies Import Prohibition/Restriction Catalogue with 
immediate effect. The Catalogue imposes significant cross-border restrictions on import and export of certain 
key technologies, especially encryption technologies, predictive algorithms for push services, and artificial 
intelligence services.  
 
 

D. India 
 
India – Trade Policy Forum with the United States: The next US-India Trade Policy Forum (TPF) is 
scheduled for January 11, 2023. GDA staff has communicated with both US and Indian negotiators over the 
last several years to underscore the importance to both economies of ensuring that US-India cross-border 
data transfers and technology access is not unduly interrupted. Along with other industry groups, the GDA 
has also supported the establishment of a US-India bilateral focus group dedicated to trade-related digital 
governance issues. Such a focus group could supplement the existing five TPF focus groups covering: (1) 
Services, (2) Agriculture, (3) Investment, (4) Innovation and Creativity, and (5) Tariff and Non-Tariff Barriers. 
The TPF meeting will be co-chaired by Commerce and Industry Minister Piyush Goyal and US Trade 
Representative Katherine Tai. The previous TPF meeting was held on November 23, 2021, after a gap of 
four years here. See BSA Nov. 2021 letter.  
 
India – Trade Negotiations with the EU: On December 2, India and the EU concluded their third round of 
negotiations towards an EU-India trade agreement. This round was also the first formal negotiation over 
digital trade and cross-border data transfer matters. The EU has proposed cross-border data transfer and 
data localization provisions reportedly in line with its negotiating positions at the WTO and with New Zealand, 
Chile and other trading partners.  
 
India – Digital Personal Data Protection Bill: On December 16, the GDA filed comments in response to 
the November 18 publication by the Ministry of Electronics and Information Technology (MeitY) of the Digital 
Personal Data Protection Bill, 2022. The Bill allows transfer personal data outside India but only to a so-
called “White List” of jurisdictions identified by the central government. The Bill does not address other 
grounds for transfers, such as contractual mechanisms or certifications. GDA recommended that the Bill be 
revised: 
 

• To support cross-border data transfers while ensuring organizations remain accountable for 
protecting the privacy and security of personal data after transfer, and more specifically, that Section 
17 be revised to reflect the accountability model under which entities that collect personal data 
remain responsible for its protection, regardless of where the data is processed.  

• To state that international transfers are permitted when a Data Fiduciary or Data Processor uses a 
data transfer mechanism that is able to provide a comparable level of protection, regardless of where 
the data is processed. 

• To recognize other transfer mechanisms, in addition to any white-list, so that the Bill would permit 
transfers made with consent of the data principal and transfers based on interoperable mechanisms 
such as model contracts, intra-group schemes, and certifications like the APEC-CBPR & PRP 
systems.  

 
India – 2023 G20 Host Year: See entry under G20.  

https://www.ndrc.gov.cn/xxgk/zcfb/fzggwl/202210/t20221028_1339662.html?code=&state=123
https://www.telegraphindia.com/business/indo-united-states-of-america-trade-policy-forum-to-meet-on-january-11-in-washington/cid/1908586
https://www.telegraphindia.com/business/indo-united-states-of-america-trade-policy-forum-to-meet-on-january-11-in-washington/cid/1908586
https://www.bsa.org/files/policy-filings/11182021usindiadigtrade.pdf
https://circabc.europa.eu/ui/
https://circabc.europa.eu/ui/
https://globaldataalliance.org/wp-content/uploads/2022/12/12162022gdacmtsdpd.pdf
https://www.meity.gov.in/writereaddata/files/The%20Digital%20Personal%20Data%20Protection%20Bill%2C%202022.pdf
https://www.meity.gov.in/writereaddata/files/The%20Digital%20Personal%20Data%20Protection%20Bill%2C%202022.pdf
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E. Indonesia 
 
Indonesia – 2022 G20 Host Year:  See entry under G20. 

 
F. Japan 

 
Japan – Meetings with the US on Digital Issues: On January 5, 2023, Commerce Secretary Gina 
Raimondo met with Japan’s Minister of Economy Trade and Industry, Yasutoshi Nishimura, to discuss shared 
US-Japan technology priorities – some with cross-border data implications. Among other things, both sides 
discussed the US-Japan collaboration relating to critical and emerging technologies, such as quantum 
computing, including through R&D and export controls. 
 
Japan – Digital Partnership with the UK: On December 7, Japan and the UK agreed to establish a digital 
partnership aiming to elevate bilateral cooperation on digital and data policies. The initial focus of this 
Partnership focuses on four pillars: (1) digital infrastructure and technologies; (2) data; (3) digital regulation 
and standards; and (4) digital transformation. Under the Data Pillar, the two sides have committed to address 
the following:  
 

a. Championing Data Flows: Maintain, expand and promote the safe international flow 
of data and operationalise Data Free Flow with Trust initiatives. 
 
b. Regulatory Cooperation: Support collaboration between both Participants’ data 
protection regulators to provide regulatory certainty for UK and Japanese businesses 
and citizens, and explore further opportunities for both Participants to promote 
regulatory cooperation both bilaterally and within multilateral fora. 
 
c. Data Innovation: Explore opportunities for joint collaboration on data innovation (for 
example on Privacy Enhancing Technologies (PETs), sharing information on distributed 
data managing systems such as Japan’s Trusted Web initiative, and compare 
approaches on improving data sharing and international standards). 

 
Under this partnership, the two sides are also planning to coordinate digital policy development aimed at 
fostering competition, promoting human-centric application of artificial intelligence, and ensuring a reliable 
supply of semiconductors and a diversity of vendors in the 5G telecom supply chain. 
 
Japan – Economic Partnership Negotiations with the EU: On October 24, the EU and Japan launched 
negotiations relating to rules on cross-border data flows under the EU-Japan Economic Partnership 
Agreement. According to DG Trade, the negotiations demonstrated that Japan and the EU have the same 
goals in balancing the importance of data transfers and ensuring data security and data privacy, although 
both countries have adopted different approaches to achieve that outcome.   
 
Japan – Supplementary Rules re EU-Japan and UK-Japan Data Transfers: Japan’s Personal Information 
Protection Commission has launched a public consultation (Japanese link) on the draft partial amendment 
of Supplementary Rules under the Act on the Protection of Personal Information (“APPI”) for the Handling of 
Personal Data Transferred from the EU and the United Kingdom based on an Adequacy Decision (Japanese 
link).  

• Following the Japan-EU mutual adequacy decision which came into force in January 2019, with 
Supplementary Rules to APPI adopted to bridge differences to ensure high level of protection, and 
the adequacy decision remaining in effect with the UK after UK’s exit from the EU in 2020, this 
mechanism has been under review since 2021.    
 

• The discussion has proceeded with the only issue remaining on the “pseudonymously processed 
information” which was introduced in the 2020 amendment of APPI.* To resolve the difference, 
following has been added to the Supplementary Rules: “Pseudonymously processed Information 

https://www.commerce.gov/news/press-releases/2023/01/readout-secretary-raimondos-meeting-japans-minister-economy-trade-and
https://www.commerce.gov/news/press-releases/2023/01/readout-secretary-raimondos-meeting-japans-minister-economy-trade-and
https://www.gov.uk/government/publications/uk-japan-digital-partnership/uk-japan-digital-partnership
https://www.gov.uk/government/publications/uk-japan-digital-partnership/uk-japan-digital-partnership
https://policy.trade.ec.europa.eu/news/eu-and-japan-start-negotiations-include-rules-cross-border-data-flows-their-economic-partnership-2022-10-07_en#:%7E:text=The%20EU%20and%20Japan%20are%20likeminded%20democracies%20with,kick%20off%20on%2024%20October%202022%20in%20Brussels.
https://public-comment.e-gov.go.jp/servlet/Public?CLASSNAME=PCMMSTDETAIL&id=240000086&Mode=0
https://public-comment.e-gov.go.jp/servlet/PcmFileDownload?seqNo=0000245501
https://public-comment.e-gov.go.jp/servlet/PcmFileDownload?seqNo=0000245501
https://public-comment.e-gov.go.jp/servlet/PcmFileDownload?seqNo=0000245501
https://www.ppc.go.jp/en/aboutus/roles/international/cooperation/20190123/
https://www.ppc.go.jp/files/pdf/supplementary_rules_eu_uk.pdf
https://www.ppc.go.jp/files/pdf/APPI_english.pdf
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obtained by processing personal information provided from within the EU or the UK based on 
adequacy decision shall be handled in accordance with Article 41 of the Act.** In addition, such 
pseudonymously processed information shall be handled only for statistical purposes. In this case, 
statistical purposes mean the purposes of statistical surveys or any other processing to produce 
statistical results, and the statistical results produced by such processing are aggregate data and 
shall not be used to support any action or decision with respect to a specific individual.” 

 
Japan – 2023 G7 Host Year / DFFT:  See entry under G7. 
 
 

G. Korea 
 
Korea – Digital Partnership Agreement with Singapore: On December 21, 2022, the Korea-Singapore 
Digital Partnership Agreement (KSDPA) entered into force. The KSDPA contains several important provisions 
on data transfers. While the KSDPA contains helpful language on financial data transfers, consistent with GDA’s 
prior submission on the same topic, the final agreement regrettably does not prohibit data localization mandates 
relating to financial services data, in contrast to several other regional agreements. Cf, AU-SG DEA (Art. 25), 
AU-HK FTA (Art. 11.15), SG-UK DEA (Art. 8.54), AU-UK FTA, and UK-JP CEPA. Relevant provisions include 
the following:  
 

• Article 14.14: Neither Party shall prohibit or restrict the cross-border transfer of information by electronic 
means, including personal information, if this activity is for the conduct of business of a covered person. 
However, a Party may - to achieve a legitimate public policy objective - adopt measures inconsistent 
with this obligation, provided that such measures are not discriminatory or more restrictive of data 
transfers than required.  
 

• Article 14.15: Neither Party shall require a covered person to use or locate computing facilities in that 
Party’s territory as a condition for conducting business in that territory. However, a Party may derogate 
from this obligation on the same terms as outlined in Art. 14.14.  
 

• Article 14.16: Location of Computing Facilities for Financial Services:  The Parties recognise that the 
ability of covered financial persons to aggregate, store, process and transmit data across borders is 
critical to the development of the Parties’ financial sectors. The Parties further recognise that the ability 
of covered financial persons to use data and technology comprehensively across borders to supply 
financial services offers a range of benefits, including enhanced risk management capabilities, 
increased efficiency and operational effectiveness, insights that support innovation, improved 
consumer welfare, and others.  … [T]he Parties shall endeavour to share information regarding: (a) 
cross-border access to financial information by financial regulatory authorities on an “immediate, direct, 
complete and ongoing” basis; (b) joint initiatives to facilitate covered financial persons to use or locate 
computing facilities outside of a Party’s territory… provided that financial regulatory authorities have 
necessary access to financial regulatory information.  
 

• Article 14.17: Personal Information Protection: Each Party shall adopt or maintain a legal framework 
that provides for the protection of the personal information of persons who conduct or engage in 
electronic transactions...  [E]ach Party shall take into account [inter alia] principles reflected in the 
OECD Guidelines Governing the Protection of Privacy and Trans-border Flows of Personal Data, 
[including]: limitation on collection; data quality; purpose specification; use limitation; security 
safeguards; transparency; individual participation; and accountability… Each Party shall encourage the 
development of mechanisms to promote compatibility and interoperability between these different 
approaches.  
 

• Article 14.25: Data Innovation: … To support the cross-border transfer of information by electronic 
means and promote data-driven innovation in the digital economy, the Parties … recognise the need 
to create an environment that enables and supports, and is conducive to, experimentation and 
innovation [including through] collaborating on data-sharing projects, including projects involving 
researchers, academics and industry… 

 

https://www.fta.go.kr/webmodule/_PSD_FTA/ksdpa/1/DPA_eng.pdf
https://www.fta.go.kr/webmodule/_PSD_FTA/ksdpa/1/DPA_eng.pdf
https://globaldataalliance.org/wp-content/uploads/2022/04/en04252022gdaksdpa.pdf
https://globaldataalliance.org/wp-content/uploads/2022/04/en04252022gdaksdpa.pdf
https://www.dfat.gov.au/sites/default/files/australia-singapore-digital-economy-agreement.pdf
https://www.dfat.gov.au/sites/default/files/a-hkfta-chapter-11-electronic-commerce.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1060050/CS_Singapore_1.2002_UK_Singapore_Digital_Economy_Agreement.pdf
https://www.dfat.gov.au/trade/agreements/not-yet-in-force/aukfta/official-text/australia-uk-fta-chapter-14-digital-trade
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/929181/CS_Japan_1.2020_UK_Japan_Agreement_Comprehensive_Economic_Partnership__v1.pdf
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Korea – UK-Korea Data Bridge: On November 23, 2022, the United Kingdom issued an adequacy decision 
vis-à-vis the Republic of Korea, its first independent adequacy decision since its department from the EU. 
This final decision follows a July 2022 agreement in principle.  Notably, the UK’s adequacy decision is broader 
than the EU’s adequacy for South Korea. For example, UK organizations will be able to share personal data 
related to credit information with Korea to help identify customers and verify payments – credit information is 
excluded from EU adequacy. The UK estimates that its adequacy decision will generate an estimated £14.8 
million in annual business savings and increased exports. The UK is working on several other adequacy 
decisions, including the adequacy between the UK and the US, which is expected soon. 
 
Korea – Digital Partnership with the EU: On November 29, the Republic of Korea signed a Digital 
Partnership with the European Union. The EU-ROK Digital Partnership sets out a framework for cooperation 
across various issues including infrastructures, skills, digital transformation of businesses, and digitalisation 
of public services, as well as digital economy and trade. The Digital Partnership is not a binding agreement, 
but sets out an agreed initial set of joint activities both parties will collaborate on. Notable collaborations 
include the following: 
 

• Data related Laws and Systems: Both sides recognise that ensuring the free and trusted flow of 
data across borders in compliance with data protection rules and other public policy objectives, 
including public security and public order, is fundamental to unlock the benefits of digitalisation. Both 
sides agree to cooperate on supporting international data flows with trust including for instance by 
promoting the convergence of data protection rules, building upon the existing adequacy decision 
for the transfer of personal data, and to explore ways to develop and implement data policies aiming 
to foster the data economy. 

• Digital Trade:  Both sides should deepen their understanding of digital trade to be reflected in a set 
of digital trade principles building on the ROK-EU FTA and covering issues relevant for digital trade 
such as, inter alia, paperless trading, electronic invoicing, electronic transactions framework and 
digital identities, online consumer protection, the protection of source code, and cryptography. Both 
sides intend to discuss and, when relevant, share information, with a view to coordinating their 
approaches regarding digital protectionist measures adopted by third countries 

 
 

H. Singapore 
 
Singapore – Digital Partnership with EU: On December 15, the EU and Singapore announced the 
conclusion of a new EU-Singapore Digital Partnership Agreement. A joint statement by European 
Commission’s President von der Leyen and Singapore’s Prime Minister Lee states: “Partnership will advance 
cooperation on the full range of digital issues, including trade facilitation, trusted data flows and data 
innovation, digital trust, standards, digital skills for workers, and the digital transformation of businesses and 
public services.” The EU and Singapore have also agreed on a set of Digital Trade Principles, as a first 
deliverable of their Digital Partnership. These principles reflect joint commitment to an open digital economy 
and provide a common framework to boost digital trade between the two parties and globally. “We aim to 
build on these principles to enact a set of bilateral digital trade rules. We believe that the forward-looking 
digital trade engagements between the EU and Singapore will complement and support ongoing WTO 
negotiations to put in place global rules on electronic commerce,” – reads the statement.  
 
Singapore – International Cyber Week:  From October 18-20, Singapore held its annual International Cyber 
Week. The Cybersecurity Agency of Singapore (CSA) made announcements including the appointment of a 
Global Forum on Cyber Expertise (GFCE) Southeast Asia liaison position to grow existing cyber capacity 
building efforts in ASEAN and launch of an Internet Hygiene portal (IHP) to serve as a one-stop platform, 
providing SMEs with easy access to resources and self-assessment tools for enterprises to adopt internet 
security best practices. CSA has plans to expand the IHP to sectors prone to cyber attacks, including banking, 
finance and healthcare. Also announced was ASEAN Regional Computer Emergency Response Team 
(CERT), which will operate as a virtual center comprising incident responders from across member states, 
each sharing information during security incidents that occur in any of the respective nation. 
 
Singapore – Revised PDPA Financial Penalty Limits: On October 1, the Personal Data Protection Act’s 
revised financial penalty caps came into effect. Penalties are now set at up to SG$1 million or 10% of an 

https://www.gov.uk/government/publications/uk-data-adequacy-for-the-republic-of-korea-supporting-documents
https://www.gov.uk/government/publications/uk-data-adequacy-for-the-republic-of-korea-supporting-documents
https://www.legislation.gov.uk/uksi/2022/1213/contents/made
https://www.gov.uk/government/publications/new-data-adequacy-agreement-in-principle-between-the-uk-and-republic-of-korea/data-adequacy-agreement-in-principle-between-the-uk-and-republic-of-korea
https://ec.europa.eu/newsroom/dae/redirection/document/91875
https://ec.europa.eu/commission/presscorner/detail/en/statement_22_7743
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entity’s annual turnover in Singapore (whichever is higher). More information here and here. These penalties 
would potentially apply to breaches of PDPA provisions relating to data transfers, including Article 26 relating 
to the “Transfers of personal data outside of Singapore.”  
 
 

I. Taiwan 
 
Taiwan – Initiative on 21st Century Trade: January 14-17, 2023 will are the dates for the next negotiating 
round of the US-Taiwan Initiative on 21st-Century Trade. Office of Trade Negotiations Chief of Staff Hsiao 
Chen-Jung has said that the trade office “expects to sign some of the 11 components of the U.S.-Taiwan 
Initiative on 21st-Century Trade over the next two and a half months after talks began in mid-August,” and 
that Taiwan hopes for the initiative to be finalized by the end of next year, according to the South China 
Morning Post. The GDA’s negotiating recommendations are linked here. 
 
Taiwan – Economic Prosperity Partnership Dialogue: On December 14, the US and Taiwan held 
discussions under the US-Taiwan Economic Prosperity Partnership Dialogue (EPPD) - an economic initiative 
being led by the State Department. This initiative complements ongoing negotiations under the US-Taiwan 
21st Century Trade Initiative, which are being led by USTR.  The GDA continues to highlight the importance 
of ambitious cross-border data commitments by both sides in those negotiations, following GDA comments 
to Taiwan and the United States earlier this year. 
 
 

J. Thailand 
 
Thailand – Draft Notification of Appropriate Personal Data Protection for International Transfer under 
the Personal Data Protection Act 2019: On October 24, the GDA submitted comments to Thailand’s 
Personal Data Protection Committee Office (PDPC Office) on its draft notification on international transfers. 
The GDA asked Thailand to adopt approaches that are interoperable with prevailing international norms in 
relation to standard contractual clauses, binding corporate rules, and other data transfer mechanisms in 
Thailand. The draft notification includes two Appendices with standard contractual clauses. Our comments 
are based on the unofficial English translation of the draft notification provided by PDPC Office. 
 
 

K. Vietnam 
 
Vietnam – On December 23, the GDA filed comments with Vietnam’s Ministry of Information and 
Communication (MIC) regarding a proposal to update the 2009 Law on Telecommunications. Within the draft 
law is the inclusion of a new Chapter X that governs data center and cloud computing services. Among other 
requirements, such services must register with the MIC and comply with Vietnam-specific standards and 
technical regulations. Within Article 75.1 of the draft law is a possible requirement for data localization: 
“Enterprises engaged in data center service and cloud computing service business are responsible for storing 
data in Vietnam in accordance with relevant laws.”   
 
The GDA urges Vietnam to remove Article 75(1), which reaffirms Vietnam's data localization requirements, 
from the draft Law. The GDA observes that Vietnam's various data localization requirements:  
 

• Present challenges to Vietnam’s efforts to harness digital transformation for the benefit of its 
economy and citizens; 

• Restrict domestic enterprises, both small and medium-sized enterprises (SMEs) and larger 
organizations such as hospitals and banks, from using world leading information technology and 
cloud computing solutions from service providers that offer their services from outside of Vietnam; 

• Expose domestic enterprises to greater data security risks, while noting that the GDA supports efforts 
to ensure data is protected commensurate with the risk its compromise poses; 

• Increase legal uncertainty because Vietnam's various laws and draft regulations - including the Law 
on Cyber Security, the draft Personal Data Protection Bill, Decree 72, and Decree 53 - require local 
storage to different, and possibly contradictory, extents;  

https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Other-Guides/Active-Enforcement/Guide-on-Active-Enforcement_Oct2022.ashx?la=en
https://www.pdpc.gov.sg/news-and-events/announcements/2022/09/amendments-to-enforcement-under-the-personal-data-protection-act-in-updated-advisory-guidelines-and-guide
https://sso.agc.gov.sg/Act/PDPA2012?ProvIds=P16-#pr26-
https://ustr.gov/about-us/policy-offices/press-office/press-releases/2023/january/united-states-and-taiwan-hold-negotiating-round-us-taiwan-initiative-21st-century-trade
https://www.scmp.com/economy/china-economy/article/3196370/taiwan-signals-us-trade-talks-breakthrough-hopeful-early-harvest-amid-china-tensions
https://www.scmp.com/economy/china-economy/article/3196370/taiwan-signals-us-trade-talks-breakthrough-hopeful-early-harvest-amid-china-tensions
https://globaldataalliance.org/wp-content/uploads/2022/07/07082022gdaustaiwantrade.pdf
https://globaldataalliance.org/wp-content/uploads/2022/07/07082022gdaustaiwantrade.pdf
https://globaldataalliance.org/wp-content/uploads/2022/07/07082022gdaustaiwantrade.pdf
https://globaldataalliance.org/wp-content/uploads/2022/10/10242022gdathint.pdf
https://www.mdes.go.th/uploads/tinymce/source/%E0%B8%AA%E0%B8%84%E0%B8%AA/Draft-Notification%20on%20BCR.pdf
https://globaldataalliance.org/wp-content/uploads/2022/12/en12232022gdavtdfttelecom.pdf
https://globaldataalliance.org/wp-content/uploads/2022/12/en12232022gdavtdfttelecom.pdf
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• Raise concerns regarding Vietnam’s compliance with its existing international commitments, 
including under the CPTPP and the WTO General Agreement on Trade in Services; and 

• Complicate Vietnam’s ability to participate in and benefit from regional trade initiatives, such as the 
IPEF. 

 
 
Vietnam – Multi-Industry Statement on Vietnam’s Data Localization Mandates and Data Transfer 
Restrictions: The GDA continues to engage with Vietnam on the continuing proliferation of cross-border 
data restrictions and data localization requirements in Vietnamese law and practice. In the past 16 months, 
the GDA has submitted comments on data localization and related data restrictions in Vietnam in April 2021, 
September 2021, November 2021, December 2021, September 2022, and December 2022.   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

EUROPE 
 

A. European Union 
 
EU – European Commission released draft adequacy decision for the EU-US Data Privacy Framework. 
On December 13, the European Commission released its draft adequacy decision on EU-US data transfers, 

https://globaldataalliance.org/wp-content/uploads/2021/07/en04092021gdavnpdpd.pdf
https://globaldataalliance.org/wp-content/uploads/2021/09/en09062021vtdrftdecree72.pdf
https://globaldataalliance.org/wp-content/uploads/2021/11/en11182021gdaadminviocybersec.pdf
https://globaldataalliance.org/wp-content/uploads/2022/01/en123021gdacmtsdrfde72.pdf
https://globaldataalliance.org/wp-content/uploads/2022/09/en09302022gdavtde53.pdf
https://globaldataalliance.org/wp-content/uploads/2022/12/en12232022gdavtdfttelecom.pdf
https://commission.europa.eu/system/files/2022-12/Draft%20adequacy%20decision%20on%20EU-US%20Data%20Privacy%20Framework_0.pdf
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paving the way for the adoption of the EU-US Data Privacy Framework. This framework will be built similarly 
to the EU-US Privacy Shield, whereby US entities will be able to benefit from the Framework by committing 
to comply with a detailed set of privacy obligations. EU citizens will benefit from several redress avenues if 
their personal data is handled in violation of the Framework, including free of charge independent data 
protection review court.  
 
The formal approval will involve obtaining a non-binding opinion from the European Data Protection Board 
(EDPB) and the approval from a committee composed of representatives of the EU Member States. Once 
this procedure is completed, the Commission will adopt the adequacy decision for the US. The formal 
approval is expected to happen before the summer of 2023. The EDPB is expected to release a draft opinion 
on the US adequacy decision in February and adopt their final opinion in April. The Commission is expected 
to socialize the draft adequacy decision with the “article 93 Committee” of the Council in the coming weeks 
and hold periodic talks with the Member States to ensure a swift adoption of the decision by mid-2023.  
 
Bruno Gencarelli (Head of “International data flows and protection” Unit at DG Justice) has explained that 
before the final adoption of the adequacy decision, the European Commission expects the US government 
to take a number of steps to fully operationalize the new agreement, including: 
 

- The adoption of new policies and procedures by intelligence agencies to ensure that their activities 
are: (1) meeting specified legislative objectives; (2) proportionate to address a specific risk; (3) 
subject to a process to validate collection priorities; (4) subject to oversight re how data is collected; 
and (5) subject to processes for reporting non-compliance with the foregoing requirements; 

- The setting up of the new redress process, centered on a new data protection review court. 
 
The functioning of the EU-U.S. Data Privacy Framework will be subject to periodic reviews, which will be 
carried out by the European Commission, together with European data protection authorities, and the 
competent US authorities. The first review will take place within one year after the entry into force of the 
adequacy decision, to verify whether all relevant elements of the US legal framework have been fully 
implemented and are functioning effectively in practice. 
 
The GDA has actively advocated on this issue since mid-2019, including through an EU Industry Report on 
Transatlantic Data Transfers; a US Industry Position Paper; a Letter to Presidents Biden and von der Leyen, 
a GDA White Paper, a Report on Strengthening Transatlantic Data Flows, a Privacy Shield Report, and 
numerous press statements and other materials. The GDA also hosted a panel event in October 2022 to 
build support for the new framework.  
 
For more information on US Executive Order and related procedures, please see entry under United States 
 
 
EU – Schrems II Enforcement by DPAs:  On December 15, the Spanish Data Protection Agency (“AEPD”) 
issued the latest in a long line of decisions by European DPAs regarding the transfer of data to the United 
States via the Google Analytics tool from the European Economic Area (EEA). In contrast to earlier DPA 
decisions, the AEPD concluded that the use of the Google Analytics tool by the Royal Spanish Academy 
(RAE), a government organization, did not breach the GDPR. Specifically, RAE ensured that only aggregated 
information was processed – not information that could be used to identify persons. AEPD also noted that 
RAE stopped using Google Analytics after the Schrems II decision. This decision follows decisions or 
statements by DPAs in: 

• Denmark (September 21 decision; September 8 Aarhus decision; August 8 Helsingør decision; July 
2022 statement, Jan. 2022 statement)   

• Austria (Oct. 2021, April 2022),  
• Germany (Berlin DPA)  
• France (CNIL ruling)  
• Guernsey (DPA ruling)  
• Italy (Garante June 23 ruling), and  
• The Netherlands (Dutch DPA statement).   

 
 

https://globaldataalliance.org/wp-content/uploads/2022/04/04072022gdaglltr.pdf
https://globaldataalliance.org/wp-content/uploads/2022/04/04072022gdaglltr.pdf
https://globaldataalliance.org/wp-content/uploads/2022/04/04262022gdaindusltrnta.pdf
https://globaldataalliance.org/wp-content/uploads/2021/07/06092021gdapresprivshield.pdf
https://globaldataalliance.org/wp-content/uploads/2021/09/09232021gdaprivacyshield.pdf
https://www.bsa.org/files/policy-filings/bsa_transatlanticdataflows.pdf
https://software.org/wp-content/uploads/softwareorgPrivacyShield101.pdf
https://www.engage.hoganlovells.com/knowledgeservices/news/spanish-data-protection-agencys-first-direct-decision-on-google-analytics_1
https://www.engage.hoganlovells.com/knowledgeservices/news/spanish-data-protection-agencys-first-direct-decision-on-google-analytics_1
https://www.engage.hoganlovells.com/knowledgeservices/news/spanish-data-protection-agencys-first-direct-decision-on-google-analytics_1
https://www.linkedin.com/feed/update/urn:li:activity:6978310540842442752/
https://www.datatilsynet.dk/afgoerelser/afgoerelser/2022/sep/vedroerende-aarhus-kommunes-behandling-af-personoplysninger
https://www.datatilsynet.dk/afgoerelser/afgoerelser/2022/aug/datatilsynet-fastholder-forbud-i-chromebook-sag
https://www.datatilsynet.dk/afgoerelser/afgoerelser/2022/jul/datatilsynet-nedlaegger-behandlingsforbud-i-chromebook-sag-
https://www.datatilsynet.dk/afgoerelser/afgoerelser/2022/jul/datatilsynet-nedlaegger-behandlingsforbud-i-chromebook-sag-
https://www.datatilsynet.dk/presse-og-nyheder/nyhedsarkiv/2022/jan/afgoerelse-om-brug-af-google-analytics-fra-det-oestrigske-datatilsyn
https://www.datatilsynet.no/contentassets/2a3cb6bc3b3b4cfe92c0ab056db6f410/d155.027-ga.pdf
https://noyb.eu/sites/default/files/2022-04/Bescheid%20geschw%C3%A4rzt%20EN.pdf
https://www.datenschutz-berlin.de/infothek-und-service/themen-a-bis-z/datenexporte
https://www.cnil.fr/en/use-google-analytics-and-data-transfers-united-states-cnil-orders-website-manageroperator-comply
https://www.odpa.gg/news/news-article/?id=9687d013-bb7a-ec11-8d21-6045bd8e013b
https://www.gpdp.it/web/guest/home/docweb/-/docweb-display/docweb/9782874
https://ploum.nl/en/knowledge-center/news/will-the-use-of-google-analytics-no-longer-be-permitted
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EU – Hamburg DPA Statement on EU-US Data Transfers. On November 29, a Hamburg Commissioner 
for Data Protection and Freedom of Information has published an analysis of the US President Joseph 
Biden's Executive Order on Enhancing safeguards for US signals intelligence activities. The analysis 
identifies certain challenges, such as “it is not clear from the text of the Executive Order to what extent the 
new proportionality requirement specifically influences the bulk surveillance,” or regarding judicial review that 
it lacks the provisions on “information in the [court’s] judgments about whether and what measures have 
been taken”. However, it seems that the analysis is overall rather positive regarding the proportionality criteria 
applied to national surveillance and a new Data Protection Review Court. At the same time, the conclusion 
of the Hamburg Commissioner is clear – “the Executive Order deserves a reasoned, open-ended review” 
and the European Commission in its adequacy decision has to “thoroughly examine the legal guarantees” 
and “keep an eye on future developments”. 
 
 
EU – Cybersecurity Certification Requirements. On November 29, at the American Chamber of 
Commerce Conference on Transatlantic Digital Economy a former European Commissioner, Andrus Ansip, 
who is now a Member of European Parliament’s center-right Renew Europe political group, warned the EU 
about its plans on data localization and protectionist technology standards and cybersecurity schemes. He 
said that data localization “would be a mistake because Europe won't be able to boost its artificial intelligence 
sector if it doesn't have access to non-EU data” and protectionist technology standards “are creating a mess”, 
stressing that a free-market economy is of key importance.  
 
Relatedly, a group of eight EU governments – Denmark, Estonia, Greece, Ireland, Lithuania, Poland, Sweden 
and the Netherlands – have expressed concerns regarding the EU’s proposed cloud certification 
requirements, warning that the cloud certification rules proposed by the EU cybersecurity agency, ENISA, 
could breach the EU’s international trade commitments. The draft rules suggest that non-EU cloud providing 
companies have to move their headquarters to the bloc, limit the non-EU stakes to less than 39 percent and 
demonstrate they are out of reach of data-access rules in non-EU countries. “Any possible measures should 
not breach existing or hamper future (bilateral, plurilateral or multilateral) trade agreements between the EU 
and third countries,” states the position paper issued at the end of September. Similar concerns are 
expressed by digital industry associations from central and eastern European countries – Lithuania, Czech 
Republic, Slovakia and Poland, which have warned that the certification process as proposed could “override” 
WTO rules and be “considered protectionist” by trade partners.  
 
 
EU – EDPB Recommendations on BCRs: On November 16, the European Data Protection Board (EDPB) 
has issued its draft Recommendations 1/2022 on Controller Binding Corporate Rules under Art. 47 GDPR (C-
BCR). The draft Recommendations 1/2022 apply to C-BCR, which can be used as legal mechanism for 
transfers of personal data from controllers subject to the GDPR to other entities of the same company group 
established outside the EEA also acting in the role of controllers or “group-internal” processors. Amendments 
include the following:  

 
• Amendments to transparency obligations regarding the appointment of processors (Sec. 5.3) and to 

obligation to list all applicable legal basis of processing (including local laws) and applicable exemptions 
for processing special categories of personal data (Sec. 5.1.2); 
 

• Introduction of additional mandatory content for the C-BCR text, which was formerly only required to 
be provided in the application form, such as details on the audit programme covering the C-BCR (Sec. 
3.3). 
 

• Expansion of data subject rights, including provisions on legal remedies, compensation (Sec. 1.3.2) 
and new rights concerning government access requests (Sec. 1.3.1). 
 

• Strict requirements on the publication of the C-BCR, similar to a privacy notice (Sec. 1.7), as well as 
the obligation to notify all data subjects of any changes of the C-BCR text and its member list (Sec. 
1.3.1), although it is not specified how such update notices shall be provided. 
 

https://content.mlex.com/Attachments/2022-11-29_T14NR8TI6A3TQ4B2%2F2022-11-29_Information_Executive_Order%20(1).pdf
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• New safeguards to avoid conflict of interests of the data protection officer competent for the C-BCR, 
e.g., the prohibition for the DPO to conduct data protection impact assessments or audits related to the 
C-BCR (Sec. 3.4). 

 
 
EU – Sweden’s Government Reveals Trade Priorities For 2023 Council Chairmanship: After a general 
election in September 2022, a new government was formed in Sweden with Ulf Kristersson as the Prime 
Minister, leading a right-wing minority three-party coalition government with his Moderate party (liberal-
conservatives) joined by the Christian Democrats and Liberals. Johan Forssell (Moderate party) was 
appointed as the country’s trade minister. The new trade minister revealed Sweden’s priorities for the 
European Council Presidency as the country prepares to take over the chairmanship of the European Council 
for six months in January 2023. Sweden will aim “to do what they can to improve the relationships between 
the EU and the US.” Sweden will also aim to bring progress in the digital trade chapters in free trade 
agreement negotiations with Australia, New Zealand, India and Indonesia.  
 
 
EU – Stronger emphasis on trade negotiations: In the conclusions published on October 17, the European 
Foreign Affairs ministers (Trade) put a stronger emphasis on concluding trade deals in order to support a 
green and just economic growth. “The Council considers that new policy orientations for sustainable trade 
agreements, coupled with the new drive for engagement with partners, against the backdrop of a new 
geopolitical situation caused by Russia's war of aggression against Ukraine, are necessary to build broad 
support for the advancement of the proactive and balanced EU's trade agenda based on sustainability, 
fairness and open market. … “The Council looks forward to the new approach ensuring the EU’s capability 
to negotiate, conclude and implement new trade agreements swiftly.”  
 
EU – Digital Partnership with Singapore: See entry under Singapore.  
 
EU – Digital Partnership with Korea: See entry under Korea.  
 
 
 

B. France 
 
France – CNIL Announcement re Standard Contractual Clauses: On December 21, France's data 
protection authority, the Commission nationale de l'informatique et des libertés (CNIL), issued an issued an 
announcement noting that "[d]ata exporters and importers will no longer be able to use the old European 
Commission standard contractual clauses and will either have to use the clauses updated in 2021 or use 
another transfer tool."  
 

C. Ukraine 
 
Ukraine – Digital Economy Agreement with the United Kingdom: On November 30, the UK and Ukraine 
announced the conclusion of digital economy agreement negotiations. The agreement includes outcomes on 
data transfers and personal data protection, described as follows by the UK:   
 

Guaranteed cross-border data flows: The agreement will enable the free flow of trusted data 
between the UK and Ukraine for business purposes by preventing unjustified restrictions to 
cross-border data transfer. This means that trade can flourish between both countries. This 
does not prevent the UK or Ukraine placing restrictions on cross-border data transfers if these 
are introduced to achieve a legitimate public policy objective; for example, the protection of 
personal data. This exemption requires that any restrictions are no more restrictive than 
required to achieve the stated public policy objective. Such restrictions also cannot be applied 
in a way that would represent an arbitrary or unjustifiable discrimination or a disguised 
restriction on trade. 
 
Personal data protection: The deal safeguards the UK’s high standards on personal data 
protection and locks in a requirement for personal data to be protected in both countries. The 

https://www.consilium.europa.eu/en/press/press-releases/2022/10/17/council-conclusions-on-the-trade-and-sustainability-review/
https://www.cnil.fr/fr/transfert-de-donnees-hors-ue-les-anciennes-clauses-contractuelles-types-cct-ne-sont-plus-valables
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deal ensures that both the UK and Ukraine maintain domestic data protection regimes and 
draw on world-leading international principles and guidelines in their design.   

 
 

D. United Kingdom 
 
United Kingdom – Free Trade Agreement / Digital Economy Agreement Negotiations: On November 4, 
the GDA engaged with the UK and its trading partners re cross-border data policies in ongoing UK trade 
negotiations with Canada, India, Israel, Mexico, Switzerland, Ukraine, as well as the CPTPP Parties and the 
Gulf Cooperation Council. The GDA made submissions to the UK government and UK trading partners 
including Israel, Mexico, Switzerland, and the Gulf Cooperation Council.   
 
United Kingdom – Data Protection Reforms: On October 3, the UK government announced a goal of 
reforming inter alia the cross-border aspects of UK data protection laws, given the “disproportionate burden to 
small businesses” from a “one-size-fits-all” approach reflected in the GDPR. Relatedly, on November 2-4, 
Members of the European Parliament Civil Liberties, Justice, and Home Affairs Committee visited the UK to 
“to better understand the direction the UK’s data protection reform is heading and whether these changes 
impact the UK’s adequacy status under the GDPR.”  
 
United Kingdom - US-UK Data Agreement: On October 3 the US-UK Data Access Agreement entered into 
force. According to a US-UK Joint Statement, the Agreement reflects a renewed bilateral commitment to 
tackling the threat of serious crime, and is "the first agreement of its kind, allowing each country’s 
investigators to gain better access to vital data to combat serious crime in a way that is consistent with our 
shared values and mission of protecting our citizens and safeguarding our national security." Such 
agreements can help address one of the purported policy rationales for data localization measures.   
 
United Kingdom – Transfer Risk Assessment Tool: The UK Information Commissioners’ Office (ICO) has 
published a new Transfer Risk Assessment tool (TRA).  The TRA enables organizations to make a restricted 
transfer when they plan to rely on one of article 46 transfer tools, such as the International Data Transfer 
Agreement (#IDTA). The TRA helps organizations to ensure that the article 46 transfer tool provides 
appropriate safeguards in the particular circumstances of your restricted transfer. The tool also contains: (a) 
a list of UK GDPR special categories of data; (b) a list of typical categories of PD with an initial risk score; 
and (c) examples of extra steps and protection to consider for transfers. 
 
United Kingdom – UK-Korea Data Bridge: See entry under Korea.  
United Kingdom – UK-Ukraine Digital Economy Agreement: See entry under Ukraine.  
United Kingdom – UK-Japan Digital Partnership: See entry under Japan. 
 

 
 

 

 
 
 
 
 
 
 
 
 

MIDDLE EAST 
 

A. Israel 
 

https://researchbriefings.files.parliament.uk/documents/CBP-9314/CBP-9314.pdf
https://researchbriefings.files.parliament.uk/documents/CBP-9314/CBP-9314.pdf
https://researchbriefings.files.parliament.uk/documents/CBP-9314/CBP-9314.pdf
https://globaldataalliance.org/wp-content/uploads/2022/11/11042022gdaukannexes.pdf
https://globaldataalliance.org/wp-content/uploads/2022/11/11042022gdaisannexes.pdf
https://globaldataalliance.org/wp-content/uploads/2022/10/en10132022gdamxukfta.pdf
https://globaldataalliance.org/wp-content/uploads/2022/11/11042022gdaswzannexes.pdf
https://globaldataalliance.org/wp-content/uploads/2022/11/11042022gdagccannexes.pdf
https://www.justice.gov/opa/pr/joint-statement-united-states-and-united-kingdom-data-access-agreement
https://www.justice.gov/opa/pr/joint-statement-united-states-and-united-kingdom-data-access-agreement
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/international-data-transfer-agreement-and-guidance/transfer-risk-assessments/#TRA-tool
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Israel – Proposed Regulations re Data Transfers from the European Economic Area (EEA): On 
November 29, in conjunction with the EU’s review under GDPR Art. 45 of the adequacy of Israel’s system of 
personal data protection, Israel has proposed new regulations re certain data transfers from the EEA. 
According to the Israeli authorities, maintaining adequacy “has broad economic significance for the Israeli 
economy, as well as great importance in terms of the foreign relations of the State of Israel.” The proposed 
regulations establish four obligations that will apply to database owners in Israel, in relation to information 
transferred to Israel from EEA: the obligation to delete information, the restriction on the possession of 
unnecessary information, the obligation to accurately provide information, and the obligation to inform. 
 
Israel – Trade Negotiations with the United Kingdom:  See entry under United Kingdom. 
 
 

B. Saudi Arabia 
 
Saudi Arabia – Personal Data Protection Law:  On December 15, the GDA filed comments in response to 
a public solicitation for input from the Saudi Authority for Data and Artificial Intelligence regarding proposed 
amendments to the Personal Data Protection Law issued by Royal Decree No. (M/19) dated 9/2/1443 AH. 
The GDA’s recommended that Saudi Arabia:  
 

• Adopt the so-called “Accountability Principle,” and remove the presumption in draft Article 28.1.a that 
personal data transfers are to be prohibited to all or most other countries; 

• Replace the requirement for “no less” standards of protection with a requirement for “broadly 
equivalent” standards of protection;  

• Explore approaches in Article 28 to ensure that appropriate transfer mechanisms are available under 
Saudi law and interoperable with other global frameworks, including through cross-border data 
transfer mechanisms such as contractual arrangements, binding corporate rules, codes of conduct, 
certification mechanisms, mutual recognition frameworks, adequacy arrangements, or other means 
of protecting data that is being transferred; 

• Revise and clarify the statutory exceptions in Article 28.2 relating to the public interest, international 
commitments, and contract obligations to ensure that they can operate as intended.  

 
 

C. United Arab Emirates 
 
UAE – DIFC Data Transfer Risk Matrix: On October 5, the Commissioner of Data Protection at the Dubai 
International Financial Centre (DIFC) issued an Ethical Data Management Risk Index (EDMRI) to:  
 

[P]rovide an exporting organization with a way of knowing quickly, efficiently, and with 
regulatory certainty, what may be expected of a company or other importing organization 
in any given jurisdiction. The EDMRI is akin to a regulatory compliance and risk 
assessment... [along with] … the EDMRI+ [which contains] … a set of questions that 
can be used as a 
• basis for a more detailed Transfer Impact Assessment (TIA); 
• way to determine whether additional contractual obligations should be factored into 

a services agreement or transaction; 
• general compliance management tool within an organization, as a part of a technical 

or organizational policy or procedure, to add to a compliance program arsenal of 
safeguards… 

 
Each country’s risk index is hyperlinked to the research narrative, detailing the 
compliance indicators and responses as assessed by an independent third party.  
 
What is also interesting to note is that many of the countries on the index below have 
data protection laws, some of which are deemed “adequate”, yet when it comes to risk 
of non-compliance by the importing organizations in that jurisdiction, it can still be quite 
high. This is what exporters need to ascertain and mitigate before transfers, direct or 
onward, occur. Please review the EDMRI FAQs, available here, for more details. 

https://www.tazkirim.gov.il/s/law-item/a093Y00001ddg3TQAQ/%D7%98%D7%99%D7%95%D7%98%D7%AA-%D7%AA%D7%A7%D7%A0%D7%95%D7%AA-%D7%94%D7%92%D7%A0%D7%AA-%D7%94%D7%A4%D7%A8%D7%98%D7%99%D7%95%D7%AA-%D7%94%D7%95%D7%A8%D7%90%D7%95%D7%AA-%D7%9C%D7%A2%D7%A0%D7%99%D7%99%D7%9F-%D7%9E%D7%99%D7%93%D7%A2-%D7%A9%D7%94%D7%95%D7%A2%D7%91%D7%A8-%D7%9C%D7%99%D7%A9%D7%A8%D7%90%D7%9C-%D7%9E%D7%94%D7%90%D7%96%D7%95%D7%A8-%D7%94%D7%9B%D7%9C%D7%9B%D7%9C%D7%99-%D7%94%D7%90%D7%99%D7%A8%D7%95%D7%A4%D7%99?language=iw
https://istitlaa.ncc.gov.sa/en/transportation/ndmo/pdpl22/Documents/Personal%20Data%20Protection%20Law%20-%20SUGGESTED%20AMENDMENTS.pdf
https://istitlaa.ncc.gov.sa/en/transportation/ndmo/pdpl22/Documents/Personal%20Data%20Protection%20Law%20-%20SUGGESTED%20AMENDMENTS.pdf
https://www.difc.ae/application/files/3116/6511/9808/DIFC-DP-GL-17_Rev._02_EDMRI_Guidance.pdf
https://survey.alchemer.com/s3/6932685/DIFC-EDMRI-plus
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The DIFC's Index treats as "low risk" data transfers to Australia, Canada, Japan, Korea, Malaysia, Mexico, 
New Zealand, South Africa, the United Kingdom, and many EU jurisdictions. It treats as "medium risk" data 
transfers to Brazil, China, Germany, Indonesia, Kenya, Nigeria, Russia, and the United States (among 
others). It treats as "high risk" data transfers to Bangladesh, India, Pakistan, and Vietnam (among others).  
 
UAE – Joint Statement on Cross-Border Data Flows with the US:  On November 22, the United Arab 
Emirates and the United States issued a Joint Statement on Cross-Border Data Flows. USG Press Statement 
here.  UAE Press Statement here. The Joint Statement provides as follows:  
 

The United States and the United Arab Emirates recognize that the ability to aggregate, 
store, process and safely transmit data across borders is critical to the development of the 
digital economy, digital trade and innovation.  
 
The accelerating digitization of the modern global economy and the increasing use of 
technology to supply services can offer a range of benefits, including empowering workers 
and consumers, enhancing risk management capabilities and increasing innovation and 
economic growth. These developments also pose new challenges for policymakers and 
regulators. The United States and the United Arab Emirates are committed to working 
together and with other countries to promote a digital economy that empowers individuals, 
including through strong and effective privacy protections, and fosters connectivity and 
development. 
 
The United States and the United Arab Emirates recognize the economic and social 
benefits of ensuring robust data protections, and enforcement of those protections, while 
promoting interoperable mechanisms that facilitate cross-border data transfers across 
economies with different regulatory regimes. Recognizing that our governments may take 
different regulatory approaches to protecting personal data, we intend to pursue innovative 
mechanisms to bridge our regulatory differences, promote compatibility and explore 
interoperability, including through mechanisms modeled after the Cross Border Privacy 
Rules system. We intend to continue to share information on international frameworks and 
mechanisms that facilitate the transfer of personal data, and data privacy best practices to 
promote interoperability between our two privacy regimes.  
 
Based on this shared understanding, the United States and the United Arab Emirates intend 
to promote adoption and implementation of policies and rules in our bilateral and multilateral 
economic relationships to help ensure that mechanisms such as certifications are available 
for cross-border data transfers when necessary or appropriate. The United States and the 
United Arab Emirates also intend to share information on developments related to these 
issues.  

 
UAE – Joint Statement on Cross-Border Data Flows with the UK:  On December 15, the UK government 
and the Dubai International Financial Centre Authority (DIFC) issued the following Joint Statement on 
deepening the UK-DIFC data partnership. The DIFC is a financial free zone which acts as a financial hub for 
the Middle East, Africa, and South Asia (MEASA) markets: 
 

We have made significant progress, including obtaining feedback from the UAE 
government, towards building a robust data bridge: a framework which will facilitate the free 
and secure flow of personal data following an assessment of the laws and practices that 
protect data to high standards. Since August 2021, there have been numerous positive, 
productive, and enlightening technical discussions on how our respective jurisdictions 
value, protect, and promote the protection of personal data, including when personal data 
is accessed by government authorities. We also note the issuance of the recent Public 
Authority Personal Data Sharing Presidential Directive, which lays down requirements for 
the provision of personal data by DIFC entities to public authorities. The DIFC has already 
recognised the UK’s strong data protections and the UK is now in the advanced stages of 
its technical data protection assessment of the DIFC. 

https://www.difc.ae/application/files/2416/5840/4116/DIFC_Country_Risk_Rating_Assessment_for_Data_Protection_-_Australia.pdf
https://www.difc.ae/application/files/2216/5823/5693/DIFC_Country_Risk_Rating_Assessment_for_Data_Protection_-_Canada.pdf
https://www.difc.ae/application/files/2416/5900/7476/DIFC_Country_Risk_Rating_Assessment_for_Data_Protection_-_Japan.pdf
https://www.difc.ae/application/files/7816/5823/5709/DIFC_Country_Risk_Rating_Assessment_for_Data_Protection_-_South_Korea.pdf
https://www.difc.ae/application/files/6516/5840/4118/DIFC_Country_Risk_Rating_Assessment_for_Data_Protection_-_Malaysia.pdf
https://www.difc.ae/application/files/6116/5823/5702/DIFC_Country_Risk_Rating_Assessment_for_Data_Protection_-_Mexico.pdf
https://www.difc.ae/application/files/9916/5823/5703/DIFC_Country_Risk_Rating_Assessment_for_Data_Protection_-_New_Zealand.pdf
https://www.difc.ae/application/files/5916/5823/5707/DIFC_Country_Risk_Rating_Assessment_for_Data_Protection_-_South_Africa.pdf
https://www.difc.ae/application/files/9816/5891/5530/DIFC_Country_Risk_Rating_Assessment_for_Data_Protection_-_UK.pdf
https://www.difc.ae/application/files/3116/6511/9808/DIFC-DP-GL-17_Rev._02_EDMRI_Guidance.pdf
https://www.difc.ae/application/files/7816/5823/5716/DIFC_Country_Risk_Rating_Assessment_for_Data_Protection_-_Brazil.pdf
https://www.difc.ae/application/files/9916/5823/5692/DIFC_Country_Risk_Rating_Assessment_for_Data_Protection_-_China.pdf
https://www.difc.ae/application/files/1616/6487/4307/DIFC_Country_Risk_Rating_Assessment_for_Data_Protection_-_Germany_Oct_2022.pdf
https://www.difc.ae/application/files/1516/5840/4117/DIFC_Country_Risk_Rating_Assessment_for_Data_Protection_-_Indonesia.pdf
https://www.difc.ae/application/files/4616/5823/5701/DIFC_Country_Risk_Rating_Assessment_for_Data_Protection_-_Kenya.pdf
https://www.difc.ae/application/files/8716/5823/5703/DIFC_Country_Risk_Rating_Assessment_for_Data_Protection_-_Nigeria.pdf
https://www.difc.ae/application/files/1616/5823/5706/DIFC_Country_Risk_Rating_Assessment_for_Data_Protection_-_Russia.pdf
https://www.difc.ae/application/files/9916/6123/2233/DIFC_Country_Risk_Rating_Assessment_for_Data_Protection_-_USA.pdf
https://www.difc.ae/application/files/6016/5823/5715/DIFC_Country_Risk_Rating_Assessment_for_Data_Protection_-_Bangladesh.pdf
https://www.difc.ae/application/files/8416/5823/5699/DIFC_Country_Risk_Rating_Assessment_for_Data_Protection_-_India.pdf
https://www.difc.ae/application/files/1316/5823/5704/DIFC_Country_Risk_Rating_Assessment_for_Data_Protection_-_Pakistan.pdf
https://www.difc.ae/application/files/4516/6123/0263/DIFC_Country_Risk_Rating_Assessment_for_Data_Protection_-_Vietnam.pdf
https://ai.gov.ae/wp-content/uploads/2022/11/US-UAE-Joint-Statement-Data-Connectivity-FINAL-NSC-CLEARED-AS-Arun.pdf
https://www.trade.gov/press-release/united-states-and-united-arab-emirates-intend-deepen-collaboration-digital-economy
https://wam.ae/en/details/1395303104239
https://www.gov.uk/government/publications/joint-statement-on-the-data-bridge-between-the-uk-government-and-the-dubai-international-financial-centre-authority/joint-statement-on-the-data-bridge-between-the-uk-and-the-dubai-international-financial-centre
https://www.gov.uk/government/publications/joint-statement-on-the-data-bridge-between-the-uk-government-and-the-dubai-international-financial-centre-authority/joint-statement-on-the-data-bridge-between-the-uk-and-the-dubai-international-financial-centre


   
 

23 
 

 
We agree that the protection of personal data and free flow of personal data across borders 
can be mutually reinforcing priorities. We are committed to working together to realise the 
benefits of the important role that the trustworthy use of data across borders plays in 
international commerce, responsible innovation, and research as well as in empowering, 
protecting, and delivering better outcomes for individuals, and in sustaining peaceful and 
prosperous societies. 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

WESTERN HEMISPHERE 
 

A. Argentina 
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Argentina – Trade & Investment Framework with the US: On December 1, the US and Argentina held the 
US-Argentina Trade & Investment Framework Agreement negotiations. According to USTR’s announcement, 
both sides “explored emerging investment opportunities and areas for engagement, including energy 
transition and digital economy, as well as development finance.” The GDA previously highlighted the 
importance of data transfers in comments on Argentina’s draft amendments to the Personal Data Protection 
bill.  
 
 

B. Brazil 
 
Brazil – ANPD Leadership: On November 23, Director Miriam Wimmer was reappointed to the National 
Data Protection Agency (ANPD) for a four-year term.  
 
 

C. Canada 
 
Canada – Privacy Law Reform: On November 4, the House of Commons raised Bill C-27, the Digital Charter 
Implementation Act, 2022, for a second reading. The bill would enact the Consumer Privacy Protection Act 
(CPPA), the Personal Information and Data Protection Tribunal Act (PIDPTA), and the Artificial Intelligence 
and Data Act (AIDA). Although C-27 does not contain many provisions on cross-border data transfers, it does 
include a requirement, at Article 62, for organizations to “make readily available, in plain language, 
information that explains the organization’s policies and practices put in place to fulfill its obligations under 
this Act,” including “(d) whether or not the organization carries out any international or interprovincial transfer 
or disclosure of personal information that may have reasonably foreseeable privacy implications.” The 
organization must also make available information re: (a) types of personal information under its control; (b) 
how it uses that information; (c) circumstances in which it may not seek individual consent; (d) data retention 
periods; (e) contact information for complaints, and so forth.   
 
Canada – Model Digital Trade Agreement:  Following on the GDA comments provided to Global Affairs 
Canada on the subject of a new model Canadian Digital Trade Agreement, GDA staff will be participating in 
roundtable “workshops” hosted by Canada as it develops a new model text.  Those workshops will focus on 
Artificial Intelligence, Barriers to Digital Trade (including localization mandates and data transfer restrictions), 
and Confidence and Trust in the Digital Economy (including trade provisions on cybersecurity, privacy, 
consumer protection, and so forth).  
 
 

D. Chile  
 
Chile – Interim Data Transfers Agreement with the EU: On December 21, the EU and Chile finalized an 
Interim Trade Agreement, which includes a new Digital Trade Chapter containing new provisions on cross-
border data transfers and data localization. Article 19.4 provides as follows:  
 

A Party shall not restrict cross-border data flows taking place between the Parties in the 
context of activity that is within the scope of this Chapter, by: 
 

(a) requiring the use of computing facilities or network elements in its territory for data 
processing, including by requiring the use of computing facilities or network 
elements that are certified or approved in the territory of the Party; 

(b) requiring the localisation of data in its territory; 
(c) prohibiting storage or processing of data in the territory of the other Party; or 
(d) making the cross-border transfer of data contingent upon the use of computing 

facilities or network elements in its territory or upon localisation requirements in its 
territory. 

 
Because this article contains a closed list, it does not place any limits on data transfer restrictions or 
localization measures beyond those specifically enumerated. Furthermore, the EU-Chile Interim Agreement 

https://ustr.gov/about-us/policy-offices/press-office/press-releases/2022/december/joint-statement-third-meeting-united-states-argentina-council-trade-and-investment
https://globaldataalliance.org/wp-content/uploads/2022/09/en09302022gdaargppd.pdf
https://www.parl.ca/DocumentViewer/en/44-1/bill/C-27/first-reading
https://www.parl.ca/DocumentViewer/en/44-1/bill/C-27/first-reading
https://www.justice.gc.ca/eng/csj-sjc/pl/charter-charte/c27_1.html
https://www.parl.ca/Content/Bills/441/Government/C-27/C-27_1/C-27_1.PDF
https://www.parl.ca/Content/Bills/441/Government/C-27/C-27_1/C-27_1.PDF
https://www.parl.ca/Content/Bills/441/Government/C-27/C-27_1/C-27_1.PDF
https://globaldataalliance.org/wp-content/uploads/2022/09/09132022gdacndta.pdf
https://globaldataalliance.org/wp-content/uploads/2022/09/09132022gdacndta.pdf
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also contains broad exceptions for putative privacy-related measures. Specifically, Article 19.5 provides as 
follows: “Each Party may adopt and maintain the measures it deems appropriate to ensure the protection of 
personal data and privacy, including the adoption and application of rules for the cross-border transfer of 
personal data. Nothing in this agreement shall affect the protection of personal data and privacy afforded by 
the Parties’ respective measures.” 
 
 

E. Mexico 
 
Mexico – Free Trade Agreement Negotiations with the UK: Please see entry under WTO for more detail 
on GDA Comments to Mexico re UK-Mexico FTA Negotiations.  
 
Mexico – WTO JSI Negotiations on Cross-Border Data Policies: Please see entry under WTO for more 
detail on GDA Comments to Mexico re WTO JSI Negotiations.  
 

F. United States 
 
US – Transatlantic Data Privacy Framework:  On October 7, 2022, the Biden Administration issued an 
Executive Order (EO) on the Transatlantic Data Privacy Framework, which was first announced in March 
2022.  
 
The EO creates new safeguards on US signals intelligence activities, establishes a new redress mechanism, 
and enhances US oversight of signals intelligence. The EO will form the basis of an adequacy decision by 
the European Commission, which would create a successor agreement to the Privacy Shield and facilitate 
data transfers across the Atlantic. The EO follows a political agreement announced in March by President 
Biden and European Commission President Ursula von der Leyen. Attorney General Merrick Garland also 
issued new regulations today establishing a data protection review court, which is central to the new redress 
process. The EO has two parts: 
 

• First, the EO replaces most of PPD-28 and provides additional safeguards on the collection of signals 
intelligence. This part of the EO sets out principles pursuant to which US intelligence agencies will 
collect signals intelligence, including setting out objectives for which agencies may pursue signals 
intelligence collection and objectives for which intelligence collection is prohibited. It also requires 
intelligence agencies to draft new policies and procedures, and empowers the Privacy and Civil 
Liberties Oversight Board (PCLOB) to play an oversight role in those processes. 

o Among other requirements, US intelligence agencies’ signals intelligence activities must: (1) 
meet specified legislative objectives; (2) be proportionate to address a specific risk; (3) be 
subject to a process to validate collection priorities; (4) be subject to oversight re how data 
is collected; and (5) be subject to processes for reporting non-compliance with the foregoing 
requirements.   

 
• Second, the EO creates a new redress process, centered on a new data protection review court. The 

redress process will begin when the ODNI’s civil liberties protection office receives a complaint from 
a “qualifying state” (filed by the data protection authority in that state on behalf of an individual); the 
office then must determine if there is a “covered violation” and if so whether there was appropriate 
remediation of the violation. ODNI will then prepare an administrative record of that determination for 
review by a new Article II court, which will be established through regulations issued today by the 
Attorney General. The new court will consist of at least six individuals from outside government who 
will hear cases in panels; the court will also have the authority to appoint a special advocate to 
represent views of a complainant and will have binding authority to take corrective action. A few 
additional details follow.  

o Data Protection Review Court (DPRC): This new tribunal will be established by the Attorney 
General under Article II of the US Constitution. The DPRC will be staffed by at least six 
experts in national security law and privacy law who will serve on panels on a part time basis. 
To help guarantee its independence from the US Executive Branch, DPRC appointees must 
not be US government employees. Furthermore, DPRC appointees may only be removed 
from the court for misconduct or neglect of their duties.  

https://globaldataalliance.org/wp-content/uploads/2022/10/en10132022gdamxukfta.pdf
https://globaldataalliance.org/wp-content/uploads/2022/10/10142022gdamxwto.pdf
https://www.whitehouse.gov/briefing-room/statements-releases/2022/03/25/fact-sheet-united-states-and-european-commission-announce-trans-atlantic-data-privacy-framework/
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o Special Advocate: The DPRC will also appoint a special advocate to represent the interests 
of the complainant. Special advocates will be drawn from a roster of individuals who have 
appropriate security clearances. Special advocates will have no legal relationship with the 
complainant, nor will they serve as attorneys for the complainant. However, they will 
advocate on behalf of the privacy interests presented by the complainant’s position.  

o Qualifying State: Claims to the DPRC can only be submitted by “Qualifying States.”  These 
may include countries and regional economic organizations, such as the European Union. 
The Attorney General will designate a country as a Qualifying State on the following grounds. 
A Qualifying State must: (1) have appropriate privacy protections in its laws for US persons 
relative to that country’s own signals intelligence activities; and (2) allow the free flow of data 
to the United States (i.e., in the EU context, adequacy would be an important factor). 
Additionally, the Attorney General must determine that it is in the national security of the 
United States to designate a country as a Qualifying State.  Countries that are designated 
as Qualifying States will be authorized to forward claims to the DPRC from a complainant in 
its jurisdiction.   

 
On December 14, the US Office of the Director of National Intelligence released to the 
public Intelligence Community Directive 126: Implementation Procedures for the Signals Intelligence 
Redress Mechanism under Executive Order 14086. This Directive governs the handling of redress 
complaints regarding certain signals intelligence activities, as required by Sections 3(b) and 3(c)(i) 
of Executive Order 14086. It specifies the process by which qualifying complaints may be transmitted 
by an appropriate public authority in a qualifying state pursuant to Executive Order 14086. 
Additionally, and pursuant to the same Executive Order, this Directive authorizes and sets forth the 
process through which the ODNI Civil Liberties Protection Officer shall investigate, review, and, as 
necessary, order appropriate remediation for a covered violation regarding qualifying complaints; 
communicate the conclusion of such investigation to the complainant through the appropriate public 
authority in a qualifying state and in a manner that protects classified or otherwise privileged or 
protected information; and provide necessary support to the U.S. Data Protection Review Court. 
 
The EO also renames the relevant agreements, as the EU-US Data Privacy Framework (formerly 
the Trans-Atlantic Data Privacy Framework) and the EU-US Data Privacy Framework Principles 
(formerly the Privacy Shield Principles).   Program requirements for private sector participants are 
not expected to change in any material way, so as to ensure that current Privacy Shield participants 
can continue to benefit from the program on the basis of their original application.  

 
On the EU side, the European Commission to begin its process for making an adequacy determination, now 
that the EO has been published. The process for approving an adequacy recommendation includes: (1) a 
proposal from the European Commission; (2) obtaining a non-binding opinion from the European Data 
Protection Board (EDPB); (3) approval from a committee composed of representatives of the EU Member 
States (in a comitology procedure, which requires 55% of EU countries that comprise 65% of the EU 
population approving). Once this procedure is completed, the Commission can adopt the adequacy decision.  
 
 
US – USTR National Trade Estimate of Foreign Trade Barriers: The GDA submitted comments to the 
Office of the US Trade Representative (USTR) for the 2023 National Trade Estimate (NTE) report.  
The GDA submission noted that “[t]he global economy faces an increasingly challenging environment, which 
includes the ongoing effects of the COVID-19 pandemic and the war in Ukraine. Among like-minded 
countries, cross-border digital trade and data transfers hold the potential to ameliorate these effects. 
Unfortunately, some governments continue to advance policies of data mercantilism and digital protectionism 
that undermine this potential. Proponents of such policies have cited to broad concepts of “digital sovereignty” 
or “Internet sovereignty” to justify blocking the cross-border transfer of information, mandating data 
localization, closing digital markets, interfering with the free flow of information and ideas, and undermining 
online economic opportunities to the detriment of domestic and foreign citizens, consumers, and companies 
alike. These trends underscore the critical importance of USTR and counterpart trade authorities sustaining 
and increasing their collaboration to reduce barriers to cross-border data transfers and digital trade.” The 
GDA submission includes the following major sections:  
 

https://www.dni.gov/index.php/newsroom/press-releases/press-releases-2022/item/2345-issuance-of-intelligence-community-directive-126-implementation-procedures-for-the-signals-intelligence-redress-mechanism-under-executive-order-14086
https://www.dni.gov/files/documents/ICD/ICD_126-Implementation-Procedures-for-SIGINT-Redress-Mechanism.pdf
https://www.dni.gov/files/documents/ICD/ICD_126-Implementation-Procedures-for-SIGINT-Redress-Mechanism.pdf
https://www.federalregister.gov/d/2022-22531
https://www.federalregister.gov/d/2022-22531/p-170
https://www.federalregister.gov/d/2022-22531/p-141
https://www.federalregister.gov/d/2022-22531/p-151
https://www.federalregister.gov/d/2022-22531/p-154
https://www.justice.gov/opcl/redress-data-protection-review-court
https://globaldataalliance.org/wp-content/uploads/2022/10/10282022gdanteustr.pdf
https://www.federalregister.gov/documents/2022/09/15/2022-19896/request-for-comments-on-significant-foreign-trade-barriers-for-the-2023-national-trade-estimate
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I. Executive Summary  
A. Cross-Border Data Policy and Emerging Global Challenges 
B. Cross-Border Data Policy — Statistical Overview 
C. NTE Statutory Criteria Relevant to Cross-Border Data Policy 
D. Economic Benefits of Cross-Border Data Transfers  
E. Economic Costs of Data Transfer Restrictions and Data Localization Mandates 
F. Policy Arguments Relating to Data Transfer Restrictions and Data Localization Mandates 
G. Cross-Border Data Policies in International Agreements 
H. The GDA Cross-Border Data Policy Principles 
 

II. Country-by-Country Analysis 
A. Bangladesh 
B. Brazil 
C. China  
D. European Union 
E. India 
F. Indonesia 
G. Republic of Korea 
H. Saudi Arabia 
I. South Africa 
J. Vietnam 

 
 
US – Annual Special 301 Process on IP and Innovation: On December 15, USTR has announced the 
launch of the 2023 annual Special 301 cycle. USTR is soliciting input on inter alia “acts, policies, or practices 
of which deny adequate and effective protection for IP rights or deny fair and equitable market access to U.S. 
persons who rely on IP protection.”  The GDA filed responsive comments in January 2022, and intends to do 
so again in 2023.  
 

G. Uruguay 
 
Uruguay – Personal Data Protection Act: On November 3, Uruguay published an updated Personal Data 
Protection Act (Law No. 20075), which was enacted on October 20. Article 62 includes a new obligation, 
“[w]hen personal data is collected to inform the owners [of the data] in advance, accurately and unequivocally: 
of the [t]he existence or not of international data transfers.” 
 
Article 62 supplements existing Article 23, which prohibits “[t]he transfer of personal data of any kind with 
countries or international organizations that do not provide adequate levels of protection,” and which allows 
for special exemptions in the case of (1) international judicial cooperation, (2) exchange of medical data, (3) 
bank or stock exchange transfers, (4) certain international treaties, and (5) international agreements relating 
to organized crime, terrorism and drug trafficking. Article 23 also permits data transfers on the basis of (1) 
consent, (2) performance of a contract requested by or in the interest of the data subject, (3) safeguarding 
the public interest, rights in a judicial proceeding, or the vital interests of the data subject, or (4) information 
found in a public registry. Additionally, Uruguayan authorities may authorize cross-border data transfers "to 
a third country which does not ensure an adequate level of protection, where the controller offers [adequate] 
guarantees," which "may be derived from appropriate contractual clauses.", 
 
 

 
 
 

GLOBAL 
 

A. AANZFTA 
 
AANZFTA – Updated ASEAN-Australia-New Zealand Free Trade Agreement: On November 22, 
Australia, New Zealand and the ASEAN member states substantially concluded negotiations to upgrade the 

https://www.federalregister.gov/documents/2022/12/15/2022-27195/request-for-comments-and-notice-of-a-public-hearing-regarding-the-2023-special-301-review
https://www.federalregister.gov/documents/2022/12/15/2022-27195/request-for-comments-and-notice-of-a-public-hearing-regarding-the-2023-special-301-review
https://globaldataalliance.org/wp-content/uploads/2022/01/01312022gdas2022special301.pdf
https://www.impo.com.uy/bases/leyes/20075-2022/62
https://www.impo.com.uy/bases/leyes/18331-2008
https://www.impo.com.uy/bases/leyes/18331-2008
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ASEAN-Australia-New Zealand Free Trade Agreement (AANZFTA). The updated AANZFTA contains new 
chapters and provisions, including on micro, small, and medium sized enterprises, trade and sustainable 
development and education services. The upgraded agreement will also include enhanced provisions on 
electronic commerce, competition, customs procedures and trade facilitation, trade in goods, rules of origin, 
trade in services and investment. See media release here.  
 

B. AfCFTA 
 
AfCFTA – MOU on Trade Cooperation with the United States: On December 14, the Secretary General 
of the African Continental Free Trade Area (AfCFTA), Wamkele Mene, signed a Memorandum of 
Understanding on Trade and Investment Between the United States and the African Continental Free Trade 
Area (AfCFTA). Formal announcement here. Among other things, the MOU prioritizes cooperation on:  
 

• The development of relevant AfCFTA instruments to facilitate responsible digital trade to ensure 
movement of vital goods and services to households; 

• The promotion of the overall implementation of the AfCFTA Agreement, its annexes, and appendices, 
including its protocols on trade in goods and services, women and youth in trade, intellectual 
property, and digital trade; and 

• The promotion of the overall implementation of the AfCFTA Agreement, its annexes, and appendices, 
including its protocols on trade in goods and services, women and youth in trade, intellectual 
property, and digital trade. 

 
Related resources: Coalition for Healthcare Infrastructure, Partnership in Supporting Conservation, 
Climate Adaptation and a Just Energy Transition, Remarks by Deputy Secretary of the Treasury. US 
government engagement with AfCFTA is important as the AfCFTA continues in its efforts to create a 
continent-wide digital market to enable data transfers. See e.g., AfCFTA Decision of Feb. 10, 2020; An 
AfCFTA Protocol on E-Commerce ; E-commerce_in_Preferential Trade_Agreements; Digitalising Trade 
Finance under the African Continental Free Trade Agreement.  Maintaining digital connectivity with 
countries outside of Africa, as well as the ability to transfer data transnational digital networks and cross-
border access to technology, will continue to be important. 

 
C. APEC 

 
APEC – 2023 US Host Year: On December 13, the United States hosted an informal Senior Officials Meeting 
(SOM), identifying its broad goals for the 2023 US APEC Host Year. Under the theme “Creating a Resilient 
and Sustainable Future for All,” the United States emphasized its “commitment to drive forward work on key 
issues such supply chain resilience, digital trade, connectivity, opportunities for small and medium-sized 
enterprises, climate change and environmental sustainability. APEC Senior Officials will convene next in 
Palm Springs for their first meeting in February and again in Detroit, Michigan, in May for the Ministers 
Responsible for Trade Meeting and other related meetings. Their final preparatory meeting will take place in 
Seattle in September. Finally, APEC Economic Leaders’ Week will be held in San Francisco in November 
2023. 
 
APEC – 2022 Thailand Host Year: On November 19, The APEC leaders’ Summit concluded. APEC Leaders 
endorsed a consensus declaration  that included commitments to “cooperate on facilitating the flow of data, 
and strengthening business and consumer trust.” The relevant section of the statement is excerpted below.  
 

Digital technology and innovation have a greater role to play in advancing inclusive and 
sustainable growth, improving access to services as well as opportunities to generate income 
and better the livelihoods of our people, including by encouraging the transition of economic 
actors from the informal to the formal economy. We will deepen cooperation to bridge digital 
divides between and within economies, including on facilitating access to digital infrastructure 
and supporting development of digital skills and digital literacy. We will cooperate on facilitating 
the flow of data, and strengthening business and consumer trust in digital transactions. 
 
We recognise the power of digital transformation in facilitating and reducing barriers to trade 
and unlocking exponential growth, including through nurturing the interoperability of digital 

https://www.trademinister.gov.au/minister/don-farrell/media-release/australia-strengthens-trade-agreement-asean-and-new-zealand
https://ustr.gov/sites/default/files/2022-12/United%20States%20AfCFTA%20Secretariat%20MOU%20December%2014%202022.pdf
https://ustr.gov/sites/default/files/2022-12/United%20States%20AfCFTA%20Secretariat%20MOU%20December%2014%202022.pdf
https://ustr.gov/sites/default/files/2022-12/United%20States%20AfCFTA%20Secretariat%20MOU%20December%2014%202022.pdf
https://ustr.gov/about-us/policy-offices/press-office/press-releases/2022/december/statement-ambassador-katherine-tai-signing-memorandum-understanding-cooperation-trade-and-investment
https://ustda.gov/ustda-launches-coalition-for-healthcare-infrastructure-in-africa/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/12/13/fact-sheet-u-s-africa-partnership-in-supporting-conservation-climate-adaptation-and-a-just-energy-transition/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/12/13/fact-sheet-u-s-africa-partnership-in-supporting-conservation-climate-adaptation-and-a-just-energy-transition/
https://home.treasury.gov/news/press-releases/jy1157
https://www.tralac.org/documents/resources/cfta/3176-au-assembly-decision-on-the-afcfta-february-2020/file.html
https://www.tralac.org/news/article/14692#:%7E:text=E-commerce%20has%20been%20included%20in%20the%20African%20Continental,market%20space%20for%20e-commerce%20players%20on%20the%20continent.
https://www.tralac.org/news/article/14692#:%7E:text=E-commerce%20has%20been%20included%20in%20the%20African%20Continental,market%20space%20for%20e-commerce%20players%20on%20the%20continent.
https://cdn.odi.org/media/documents/e-commerce_in_preferential_trade_agreements_report.pdf
https://www.afronomicslaw.org/category/analysis/digitalising-trade-finance-under-african-continental-free-trade-agreement-lessons
https://www.afronomicslaw.org/category/analysis/digitalising-trade-finance-under-african-continental-free-trade-agreement-lessons
https://www.apec.org/press/news-releases/2022/apec-rolls-out-priorities-for-2023
https://www.apec.org/meeting-papers/leaders-declarations/2022/2022-leaders-declaration#_blank
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systems and tools across the region. We encourage APEC to incubate more cutting-edge and 
comprehensive cooperation initiatives on digital economy. We will, therefore, accelerate the 
implementation of the APEC Internet and Digital Economy Roadmap (AIDER) to harness new 
and emerging technologies and the full potential of our society as well as create an enabling, 
inclusive, open, fair and non-discriminatory digital ecosystem for businesses and consumers. 

 
Vice President Harris held meetings with Vietnamese President Nguyen Phuc, Thai Prime Minister Prayut 
Chan-o-cha, and President Ferdinand Marcos, Jr. Katherine Tai met with Thailand’s Minister of Commerce, 
Jurin Laksanawisit.  
 
 
 

D. APEP 
 
APEP: Following the Biden Administration’s June 2022 announcement of the Americas Partnership for 
Economic Prosperity, the State and Commerce Departments were expected to issue a December 2022 
Declaration identifying negotiating partners and providing additional detail on the five negotiating pillars: (1) 
investment, (2) supply chain resilience, (3) “updating the basic bargain,” (4) decarbonization and (5) 
sustainable and inclusive trade. That Declaration is now expected in the first quarter of 2023.  

 
E. ASEAN 

 
ASEAN: At the East Asia Summit and US-ASEAN Summit, President Biden recommitted the United States 
to working with ASEAN to tackle issues like climate change and health security, protect a rules-based order 
and “build an Indo-Pacific that is free and open, stable and prosperous, resilient and secure.” During the 
Summit, the U.S.-ASEAN partnership was elevated to a comprehensive strategic partnership and new 
initiatives were announced covering digital connectivity, among other issues. This included: 

o Digital Economy & Digital Trade Standards: To strengthen ASEAN’s digital trade ecosystem and 
enhance regional connectivity, the Commerce department will partner with the ASEAN 
Consultative Committee on Standards and Quality (ACCSQ) to co-develop programs on digital 
trust and cybersecurity standards. Commerce will convene U.S. industry leaders and the ASEAN 
Digital Trade Standards and Conformance Working Group to promote good regulatory practices, 
address cyber risks, and pursue best practices for regional harmonization and stronger 
interoperability.   

o U.S.-ASEAN Platform for Infrastructure and Connectivity: the U.S.-ASEAN Platform for 
Infrastructure and Connectivity was launched, a demand-driven co-development mechanism 
through which the United States will support ASEAN initiatives that enhance connectivity across 
Southeast Asia and facilitate high-quality investment in regional infrastructure projects, under the 
auspices of the Partnership for Global Infrastructure and Investment (PGII).  

 
F. CPTPP 

 
CPTPP – Ratification and Accession Process:  On December 22, Chile’s Ministry of Foreign Affairs 
announced that Chile had deposited its instrument of ratification to join the Comprehensive and 
Progressive Trans-Pacific Partnership (CPTPP). With Chile’s ratification, all eleven economies have now 
ratified the Agreement with the exception of Brunei.  As has been widely reported, the UK, China, Taiwan, 
Costa Rica, and Ecuador have all formally applied to join the CPTPP. Additionally, Indonesia, the 
Philippines, South Korea, and Thailand have expressed an interest in joining the CPTPP. New Zealand and 
other CPTPP members continue to welcome input on prospective candidate members.  
 
Relatedly, on November 14, Singapore Prime Minister Lee Hsien Loong and Chinese Premier Li Keqiang 
met on the sidelines of the 40th and 41st Asean summits in Phnom Penh, Cambodia. On China’s application 
to join the Comprehensive and Progressive Agreement for Trans-Pacific Partnership (CPTPP), Prime 
Minister Lee told reporters that the outcome of the country's application is "not known", and that while 
Singapore supports China’s interest in joining, China “will have to meet the high standards which are 
expected of all the members”. See Prime Minister Lee’s remarks here. 

https://www.whitehouse.gov/briefing-room/statements-releases/2022/11/18/vice-president-harriss-meeting-with-president-phuc-of-vietnam/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/11/19/readout-of-vice-president-harriss-meeting-with-prime-minister-prayut-of-thailand/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/11/19/readout-of-vice-president-harriss-meeting-with-prime-minister-prayut-of-thailand/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/11/21/readout-of-vice-president-harriss-meeting-with-president-marcos-of-the-philippines/
https://ustr.gov/about-us/policy-offices/press-office/press-releases/2022/november/readout-ambassador-katherine-tais-meeting-thailand-minister-commerce-jurin-laksanawisit
https://ustr.gov/about-us/policy-offices/press-office/press-releases/2022/november/readout-ambassador-katherine-tais-meeting-thailand-minister-commerce-jurin-laksanawisit
https://www.whitehouse.gov/briefing-room/statements-releases/2022/06/08/fact-sheet-president-biden-announces-the-americas-partnership-for-economic-prosperity/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/06/08/fact-sheet-president-biden-announces-the-americas-partnership-for-economic-prosperity/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/06/08/fact-sheet-president-biden-announces-the-americas-partnership-for-economic-prosperity/
https://insidetrade.com/daily-news/state-department-official-apep-countries-eyeing-%E2%80%98declaration%E2%80%99-december
https://insidetrade.com/daily-news/state-department-official-apep-countries-eyeing-%E2%80%98declaration%E2%80%99-december
https://www.whitehouse.gov/briefing-room/statements-releases/2022/11/12/asean-u-s-leaders-statement-on-the-establishment-of-the-asean-u-s-comprehensive-strategic-partnership/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/11/12/asean-u-s-leaders-statement-on-the-establishment-of-the-asean-u-s-comprehensive-strategic-partnership/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/11/12/asean-u-s-leaders-statement-on-the-establishment-of-the-asean-u-s-comprehensive-strategic-partnership/
https://www.minrel.gob.cl/noticias-anteriores/copia-de-plantilla-de-comunicado-de-prensa
https://www.piie.com/research/piie-charts/which-countries-are-cptpp-and-rcep-trade-agreements-and-which-want
https://www.piie.com/research/piie-charts/which-countries-are-cptpp-and-rcep-trade-agreements-and-which-want
https://www.piie.com/research/piie-charts/which-countries-are-cptpp-and-rcep-trade-agreements-and-which-want
https://www.piie.com/research/piie-charts/which-countries-are-cptpp-and-rcep-trade-agreements-and-which-want
https://www.mfat.govt.nz/en/trade/free-trade-agreements/free-trade-agreements-in-force/cptpp/cptpp-accession/
https://www.mfat.govt.nz/en/trade/free-trade-agreements/free-trade-agreements-in-force/cptpp/cptpp-accession/
https://www.straitstimes.com/asia/pm-lee-urges-asean-to-stay-united-amid-escalating-geopolitical-tensions
https://www.mfa.gov.sg/Newsroom/Press-Statements-Transcripts-and-Photos/2022/11/20221114-cptpp
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Finally, the Asia Society has launched a process to assess what types of changes and enhancements to 
the CPTPP could facilitate the reentry of the United States into the Agreement. The Asia Society’s Report 
can be found here. The 12 recommendations focus heavily on addressing concerns from a wide array of 
US stakeholders. They also include modernizing rules to reflect advancements in digital trade and promote 
digital inclusiveness. 
 
 

G. G7 
 
G7 – 2023 Japan Host Year / Data Free Flow with Trust (DFFT) Workstream: Japan will host the G7 in 
2023, and it is planning to advance the Data Free Flow with Trust concept that Japan launched in 2019 during 
its G20 Host Year. In advance of the G7 summit 2023, Japan is planning to propose the establishment of an 
institutional arrangement for operationalization of DFFT, which will host joint public-private sector projects, 
dialogues, and other forms of partnerships to achieve outcomes such as regulatory cooperation, 
standardization, technology certification, etc.  Though the proposal is still a ‘work in progress’, the current 
plan includes: Launching an 'international registry’ to enhance regulatory transparency on data transfer 
restrictions; exploring the use of technology for privacy protection (Privacy Enhancing Technologies/PETs) 
and enhancing regulatory process (Regulatory Technology), and enhancing interoperability through 
regulatory and technical sandboxes.  The initiative intends to provide an opportunity for private sector to 
advise governments on trade, privacy, security and technologies through members consisting of business, 
academia, and experts.   
 
G7 – 2022 Germany Host Year: On October 5, the G7 issued a report (commissioned from the OECD 
Secretariat) entitled, Cross-Border Data Flows: Taking Stock of Key Policies and Initiatives – Background 
Report for the G7 Digital and Technology Track. This Report will likely also provide a foundation for Japan’s 
2023 DFFT Workstream. The Report’s conclusions include the following:   
 

Data and their flow across borders is critical to realising the potential of digital 
technologies for thriving digital economies and societies, enabling the development of 
new and innovative business models and enhancing traditional ones that depend on 
moving and aggregating data around the world. In this context, maintaining a high 
degree of trust in cross-border data flows for businesses, citizens and societies is key 
to realising the benefits of digital transformation for our global economy while upholding 
high data protection standards. The stocktaking of key policies and initiatives seeking 
to promote trusted cross-border data flows provided in this report aims to offer a basis 
for G7 countries to continue advancing on this policy priority in a coordinated and 
coherent manner.  
 
This report identifies key efforts at the unilateral, inter-governmental and technological 
and organisational level that are underway to help advance the cross-border data flows 
agenda. These efforts have: supported a better understanding of the current policy 
landscape; started to develop an architecture for trusted cross-border data flows 
including through common standards, mechanisms and provisions where possible; 
and consistently called for governments to step up their cooperation efforts to promote 
cross-border data sharing in a trusted manner. In this sense, these efforts are largely 
complementary to one another. 

 
 
 
 

H. G20 
 
G20 – 2023 India Host Year: India’s leadership of the 2023 G20 annual cycle officially commenced. Please 
see the official G20 website for more details on upcoming meetings of the development, financial inclusion, 
infrastructure, and health working groups. Additionally, the Confederation of Indian Industry (CII) has been 
appointed as the official secretariat for B20 India, which will include separate workstreams on Digital 

https://asiasociety.org/sites/default/files/2022-12/ASPI_CPTPP3_rev.pdf
https://groupofnations.com/summits/g7-japan-hiroshima-summit-2023/
https://www.weforum.org/whitepapers/the-next-generation-of-data-sharing-in-financial-services-using-privacy-enhancing-techniques-to-unlock-new-value/
https://www.weforum.org/whitepapers/regulatory-technology-for-the-21st-century
https://www.oecd-ilibrary.org/docserver/5031dd97-en.pdf?expires=1672765593&id=id&accname=guest&checksum=1EA917D2E3DEE2C6C5F10A1B29737DD7
https://www.oecd-ilibrary.org/docserver/5031dd97-en.pdf?expires=1672765593&id=id&accname=guest&checksum=1EA917D2E3DEE2C6C5F10A1B29737DD7
https://www.g20.org/en/
https://www.b20india2023.org/
https://www.b20india2023.org/
https://www.b20india2023.org/PrioritiesTabFour
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Transformation, Workforce, R&D/Innovation, Financial Inclusion, Inclusive Global Value Chains, and Climate 
and Sustainability, among other topics. CII will host the B20 India Inception Meeting on January 22-24, 
2023 at The Leela, Gandhinagar, Gujarat – with a public session scheduled for January 23. Registration link 
here:  https://b20india2023.org/eventregistration/6 
  
On December 25, Amitabh Kant, who will play a coordinating leadership role in India’s G20 host year, 
published an op ed (reflecting his personal views) entitled, India Will Set New Data Standards in G20 Stint. 
The article described, “data [as] … the bedrock on which today’s knowledge pyramid rises towards 
awareness, understanding and finally, wisdom, which is essential for nuanced and effective policymaking. 
For this wisdom to be democratically accessible, affordable, and available for nation-states across the world, 
the G20 presidency of India will be pivotal.” The article also highlighted the importance of overcoming 
challenges to making government data to citizens across all G20 economies, and highlighted India as a 
relevant case study:  
 

As we enter India’s techade, data must be accessible to all citizens. We must adopt a 
multisectoral approach to collecting, integrating and interpreting data. This will strengthen 
service delivery by governments at all levels. Even as terabytes of data flow through the 
government’s data pipeline involving collection, cleaning, processing, analysis, modelling 
and visualisation, the pipeline is constrained with structural plaque. This plaque comes from 
databases being inaccessible and siloed, and data platforms being cluttered with 
complexity without any flexibility to innovate. [One model to address this challenge is to 
ensure that] … datasets are converted from PDFs into machine-readable formats, 
standardised into a common schema, given the optionality to merge and interoperate 
across datasets, which is a very efficient tool for users. [This can] … make government 
datasets accessible, interoperable and interactive, … [so] that developing nations need to 
tap into the power of data for development to leapfrog into an era of progress. … India’s 
G20 Presidency is an opportune time to set a new gold standard for data. A gold standard 
which emphasises nations to invest in self-evaluation of their data governance architecture, 
calls for modernisation of national data systems to incorporate citizen voice and 
preferences regularly, advances principles of transparency for data governance and finally 
brings to the forefront the need for strategic leadership on data for sustainable 
development. 

 
 
G20 – 2022 Indonesia Host Year: On November 15-16, Indonesia hosted the G20 Leaders’ Summit. The 
G20 Bali Leaders’ Declaration highlighted the importance of:  
 

• [I]nclusive international cooperation on digital trade. We recognize the need to promote value 
addition through sustainable and inclusive investment in highly productive sectors such as 
downstream manufacturing, digital trade, and services, and to foster linkages between foreign 
investors and local enterprises particularly MSMEs. We note the initiative from the Indonesian 
Presidency to hold discussions on policy coherence between trade, investment and industry, 
and to continue addressing industry-related issues in the broader G20 process, as appropriate. 
…  

• [P]olicies to create an enabling, inclusive, open, fair and non-discriminatory digital economy 
that fosters the application of new technologies, allows businesses and entrepreneurs to 
thrive, and protects and empowers consumers, while addressing the challenges, related to 
digital divides, privacy, data protection, intellectual property rights, and online safety. We 
acknowledge the importance to counter disinformation campaigns, cyber threats, online abuse, 
and ensuring security in connectivity infrastructure. We remain committed to further enable 
data free flow with trust and promote cross-border data flows. We will advance a more 
inclusive, human-centric, empowering, and sustainable digital transformation. We also reaffirm 
the role of data for development, economic growth and social well-being. 

 
 

I. Joint Declaration on Privacy and the Protection of Personal Data 
 

https://www.b20india2023.org/PrioritiesTabFour
https://www.b20india2023.org/PrioritiesTabSecond
https://www.b20india2023.org/PrioritiesTabSix
https://www.b20india2023.org/PrioritiesTabSeven
https://www.b20india2023.org/PrioritiesTabFirst
https://www.b20india2023.org/PrioritiesTabFirst
https://www.b20india2023.org/PrioritiesTabFirst
https://www.b20india2023.org/eventregistration/6
https://nam02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fb20india2023.org%2Feventregistration%2F6&data=05%7C01%7Cjosephw%40bsa.org%7C8aab48eefb25486ce56708daecbe4453%7Ce85c1ade99da4673bcf92fb4b5005777%7C1%7C1%7C638082599227358113%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=HLNExXW1ZxYaJ3q1ElNAoNjyR28GpNaAk%2F6qY3OpvHs%3D&reserved=0
https://www.msn.com/en-in/news/opinion/india-will-set-new-data-standards-in-g20-stint/ar-AA15Feeg
https://www.whitehouse.gov/briefing-room/statements-releases/2022/11/16/g20-bali-leaders-declaration/
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Joint Declaration on Privacy and the Protection of Personal Data: On October 1, it was announced that 
Taiwan, Thailand, and the Philippines endorsed the EU-led Joint Declaration on privacy and the protection 
of personal data, which was originally signed on by the EU, Australia, Comoros, India, Japan, Mauritius, New 
Zealand, the Republic of Korea, Singapore, and Sri Lanka at the at the Forum for Cooperation in the Indo-
Pacific held in Paris on February 22. The Joint Declaration states in relevant part:  
 

To foster data free flow with trust – which, as also acknowledged by the G20 Rome Leaders’ 
Declaration, is key to harness the opportunities of the digital economy – it is vital to ensure, 
as guaranteed by our respective legal frameworks, respect for individuals’ right to privacy 
and the protection of personal data as a core value and fundamental freedom. ... To achieve 
this goal, we intend to foster international cooperation to promote high data protection and 
privacy standards based on certain core elements increasingly shared across the Indo-
Pacific region, Europe and beyond, such as: 
 
• Comprehensive legal frameworks and policies covering both the private and public 

sectors; 
• Core principles such as lawfulness, fairness, transparency, purpose limitation, data 

minimisation, limited data retention, data security and accountability; 
• Enforceable rights of individuals, such as access, rectification, deletion, and safeguards 

with respect to automated decision-making such as transparency and the possibility to 
challenge the outcome; 

• Safeguards for international transfers to enable cross-border data flows by ensuring 
that the protection travels with the data; 

• Independent oversight by a dedicated supervisory authority and effective redress. 
 
We commit to foster and further develop international policy discussions and cooperation 
regarding data protection and cross-border data flows with trust, both bilaterally and 
multilaterally, in order to promote this shared vision and increase convergence amongst 
our data protection frameworks. 

 
 

J. IPEF 
 
Indo-Pacific Economic Framework: From December 10-15, representatives of the 14 negotiating parties 
met in Brisbane, Australia, according to a readout issued on Thursday by USTR and Commerce. USTR 
reportedly shared texts with partners on several areas in the trade pillar, including trade facilitation, 
agriculture, services domestic regulation, and transparency and good regulatory practices, according to the 
readout. In addition, Commerce shared text on the supply chain and fair economy pillars as well as a “concept 
paper” on the clean economy pillar. As regards cross-border data transfers, data localization, and other digital 
trade priorities, the negotiating parties reportedly discussed conceptual priorities, according to an article in 
InsideTrade.   
 
 

K. OECD 
 
During Q4 2022, the OECD advanced work on a range of policy priorities that implicate cross-border data 
transfers and cross-border access to knowledge, information, and technology. These include:  
 
OECD – Declaration on a Trusted, Sustainable and Inclusive Digital Future: On December 15, the 
OECD released the Declaration on a Trusted, Sustainable and Inclusive Digital Future. Among other things, 
the Declaration reflects OECD members' commitment cross-border data access necessary “to working 
together and with all stakeholders to pursue: values and rights in the digital age, technology governance, 
connectivity, markets and the economy, technology supply chains, digital divides, mis- and disinformation, 
online safety, children in the digital environment, consumers, digital security, privacy, data governance, data 
free flow with trust, and digitalisation for environment sustainability.”  

https://twitter.com/VivianeRedingEU/status/1576298962646364160?s=20&t=c7lBDwAKqXW-W7I_Th2I5w
https://www.eeas.europa.eu/eeas/joint-declaration-privacy-and-protection-personal-data_en
https://www.eeas.europa.eu/eeas/joint-declaration-privacy-and-protection-personal-data_en
https://ustr.gov/about-us/policy-offices/press-office/press-releases/2022/december/joint-ustr-and-department-commerce-readout-first-indo-pacific-economic-framework-negotiating-round
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0488
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OECD – Declaration on Government Access to Personal Data Held by Private Sector Entities: On 
December 14, the OECD published on a Declaration adopting seven principles on government access to 
personal data held by the private sector. The core principles are intended to describe common values and 
practices of OECD member countries and to distinguish OECD members from non-democratic countries that 
lack the same commitment to the rule of law. These will help support cross-border digital trust conducive to 
an environment supportive of data transfers. The seven principles address:   
 

• Legal basis. Under this principle, government access to personal data held by private sector entities 
is provided for and regulated by the country’s legal framework.  

• Legitimate aims. This principle recognizes that government access is to support the pursuit of 
specified and legitimate aims, and is carried out in a manner that is not excessive in relation to those 
aims.  

• Approvals. Under this principle, prior approval requirements for government access are established 
in the legal framework, to ensure that access is conducted in accordance with applicable standards, 
rules, and processes.  

• Data handling. This principle recognizes that personal data acquired through government access 
can be processed and handled only by authorized personnel, and will be subject to internal controls.  

• Transparency. This principle recognizes that a legal framework for government access is clear and 
easily accessible to the public, and that mechanisms exist for providing transparency about 
government access to personal data. Those mechanisms include public reporting by oversight 
bodies, as well as individual notification where applicable. The principles specifically recognize that 
private sector entities are allowed to issue aggregate statistical reports regarding access requests, 
in conformity with the legal framework. 

• Oversight. This principle recognizes that mechanisms exist for effective and impartial oversight.  
• Redress. This principle recognizes that the legal framework provides individuals with effective judicial 

and non-judicial redress to identify and remedy violations. These may include, subject to applicable 
conditions, terminating access, deleting improperly access or retained data, restoring the integrity of 
data, and the cessation of unlawful processing, as well as compensation for damages suffered by 
an individual depending on the circumstances.  

 
More broadly, the OECD’s Declaration states that where a government’s legal framework requires that 
transborder data flows are “subject to safeguards,” OECD members “take into account a destination country’s 
effective implementation of the principles as a positive contribution towards facilitating transborder data flows 
in the application of those rules.” The Declaration also recognizes a call for additional work by the OECD on 
identifying safeguards and protecting privacy in the context of purchasing commercially available personal 
data, in accessing publicly available personal data, and in receiving voluntary disclosures of personal data 
by law enforcement and national security authorities.  BSA statement. OECD statement. 
 

OECD – Declaration on Building Trust and Reinforcing Democracy: On November 18, the OECD 
released the Declaration on Building Trust and Reinforcing Democracy. Among other things, the Declaration 
underscore the importance of cross-border data access and transfers in order to “[m]aintain open government 
as a core element of our democratic systems, while continuing our ongoing and open dialogue on public 
governance with non-OECD Members, with a view to maintaining peace, stability and free flows of goods, 
services as well as data and information flows”; and to “[c]ollect data, regularly take stock of progress and 
undertake comparative analyses of the experiences and good practices of countries (at national, regional 
and local level) in strengthening participation representation and openness.”   

 

OECD – Declaration on Transformative Solutions for Sustainable Agriculture and Food Systems:  On 
November 4, the OECD released the Declaration on Transformative Solutions for Sustainable Agriculture 
and Food Systems. The Declaration underlines the key role of developing transformative and innovative 
policies towards more sustainable and resilient agriculture and food systems. To this end, it calls on 
Adherents to inter alia enhance research collaboration and knowledge sharing, and strengthen international 
cooperation, while also measuring sustainable agricultural productivity growth, developing metrics to 

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0487
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0487
https://www.bsa.org/news-events/news/bsa-applauds-oecd-principles-on-government-access-to-data-supports-ongoing-efforts-to-build-trust-in-international-data-transfers
https://www.oecd.org/newsroom/landmark-agreement-adopted-on-safeguarding-privacy-in-law-enforcement-and-national-security-data-access.htm
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0484
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0483
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0483
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measure climate change mitigation and adaptation, and measuring trade’s contribution to sustainable 
transformation of agriculture and food systems. Many of the Declaration’s objectives are premised on the 
ability to access and transfer technology, knowledge, and information across borders, as outlined in the 
GDA’s overview of Cross-Border Data Transfers & Sustainable Agriculture.  

 
L. Trade & Technology Council 

 
US-EU Trade & Technology Council: The Fourth Ministerial Meeting of the US-EU Trade & Technology 
Council (TTC) is planned for Spring or early Summer in Sweden. Additionally, the Trade & Technology 
Dialogue is hosting a TTC stakeholder event on January 31 at 9:00 ET / 15:00 CET. Additional details here; 
Registration link here.    
 
On December 5, the US and the EU held the Third Ministerial Meeting in College Park, Maryland.  The 
meetings were led by European Commission Executive Vice Presidents Vestager and Dombrovskis, as well 
as Secretary of State Blinken, Secretary of Commerce Raimondo, US Trade Representative Tai. Key 
outcomes included:  
 

• A Joint AI Roadmap (link here) 
• A Report on the Impact on AI on US and EU Workforces (link here) 
• Efforts to advance democratic values online 
• Pilot projects/Task Forces on: (a) privacy enhancing technologies; (b) AI & workforce issues; (c) 

quantum computing; (d) transatlantic trade in dual-use export-controlled items; (e) shared priorities 
in standards development; and (f) Chinese non-market practices that impact US and EU exports of 
medical devices and other products 

 
See here for the TTC Joint Statement and the White House Fact Sheet 
 
 
 

M. World Trade Organization 
 
WTO – JSI E-Commerce Negotiations: The next WTO Trade Ministerial will be held in the United Arab 
Emirates the week of February 26, 2024. The following Ministerial will be hosted by Cameroon. 
 
During the fourth quarter of 2022, WTO members engaged in the WTO Joint Statement Initiative (JSI) 
Negotiations on E-Commerce (JSI e-commerce negotiations) accelerated discussions of several priority 
areas – privacy, data transfers, and data flows. Participants have set a goal to issue a revised consolidated 
text by the end of 2022.   
 
GDA made submissions to JSI negotiators on its priorities relating to the JSI e-commerce negotiations and 
the Moratorium on Customs Duties on Electronic Transmissions (E-commerce Moratorium).  GDA provided 
comments to Australia, Barbados, Colombia, Costa Rica, EU, Japan, Mexico, New Zealand, Singapore, 
Switzerland, and the United States.  
 
The GDA has recommended that WTO negotiators agree to commitments relating to inter alia: 

 
• Cross-Border Transfer of Information by Electronic Means: Across all sectors, Parties shall not 

prohibit or restrict the cross-border transfer of information, including personal information, by 
electronic means if this activity is for the conduct of a business. 

• Location of Computing Facilities: Across all sectors, Parties shall not impose requirements to use or 
locate computing facilities in their own territory as a condition for conducting business. 

 
These commitments focus on the impact that data regulations may have on trade among WTO members, 
and do not prevent governments from enacting rules to promote legitimate public policy purposes, such as 
privacy or cybersecurity. This is because the commitments focus on the cross-border impacts of data 
regulations – rather than their substantive privacy, cybersecurity, or other legal aspects. 

https://globaldataalliance.org/sectors/agriculture/
https://www.ceps.eu/ceps-news/the-trade-and-technology-dialogue-carrying-out-research-providing-insights-and-engaging-with-stakeholder-in-support-of-the-eu-u-s-ttc/
https://www.ceps.eu/ceps-news/the-trade-and-technology-dialogue-carrying-out-research-providing-insights-and-engaging-with-stakeholder-in-support-of-the-eu-u-s-ttc/
https://futurium.ec.europa.eu/en/EU-US-TTC/events/ttc-stakeholder-assembly
https://futurium.ec.europa.eu/en/EU-US-TTC/events/ttc-stakeholder-assembly
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To address the cross-border impacts of any data regulations that involve incidental restrictions on data 
transfers, we urge WTO digital trade negotiators to clarify that such data regulations: 

• Be necessary to achieve a legitimate public policy objective; 
• Not be applied in a manner that would result in arbitrary or unjustifiable discrimination or a disguised 

restriction on trade; 
• Not impose restrictions on transfers that are greater than necessary; 
• Not improperly discriminate among different economic sectors; 
• Not discriminate against other WTO member entities by modifying conditions of competition through 

the imposition of less favorable treatment on cross-border data transfers relative to domestic ones; 
• Be designed to be interoperable with other WTO members’ legal frameworks to the greatest extent 

possible; and 
• Be developed in a transparent and accountable manner. 

 
The bulleted list above reflects longstanding tenets of international law and practice, namely: (1) the freedom 
to pursue necessary public policy objectives; (2) the renunciation of discrimination against non-national 
persons, products, services, or technologies; (3) the commitment to minimize trade-restrictive effects; and 
(4) due consideration for trading partner laws. 
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