
Dr. Rajendra Kumar, 
Additional Secretary, 
Ministry of Electronics and Information Technology, 
Government of India 
Email: as@meity.gov.in, ooas@meity.gov.in 

January 26, 2022 

Dear Sir, 

Subject: GDA Comments on the Joint Parliamentary Committee Report on the Personal Data 
Protection Bill, 2019  

The Global Data Alliance1 (GDA) welcomes this opportunity to provide comments on the report (Report) 
submitted by the Joint Parliamentary Committee (Committee) on the Personal Data Protection Bill (PDP 
Bill). We commend the Committee for its consultative review of the PDP Bill, on which GDA previously 
provided comments (See Annexure I).2  

The GDA supports policies that protect and enable data to move securely and responsibly across 
transnational IT networks. Therefore, our comments on the Report and its recommendations on the PDP 
Bill focus on the cross-border data policy implications of the Bill. Specifically, the GDA recommends that 
the PDP Bill: 

• avoid mandatory data localisation and undue restrictions on cross-border data transfers

• continue to recognise the role of private contractual arrangements, internationally recognised 
certification mechanisms, and other transfer mechanisms for conducting cross-border data 
transfers

• not adopt Recommendations 11, 52 – 55 on the transfers of Sensitive Personal Data and Critical 
Personal Data

The GDA remains gravely concerned with the PDP Bill’s proposed data localisation requirements and 
data transfer restrictions (hereinafter “the Bill’s proposed cross-border data restrictions”), which would 
fundamentally impair the Bill’s data protection and economic objectives. The Report cites national 
security, privacy, and boosting India’s domestic data economy as the reasons to have an “an extensive 
policy on data localisation”. However, a broad range of international organisations and economic analysts 

1 The Global Data Alliance (globaldataalliance.org) is a cross-industry coalition of companies that are committed to high standards of 
data responsibility and that rely on the ability to transfer data around the world to innovate and create jobs. Alliance members are 
headquartered across the globe and are active in the advanced manufacturing, aerospace, automotive, consumer goods, 
electronics, financial services, health, media and publishing, natural resources, supply chain, and telecommunications sectors, 
among others. BSA | The Software Alliance administers the Global Data Alliance. 
2 At https://globaldataalliance.org/wp-content/uploads/2021/07/02252020IndiaGDAcmtsPDP2019.pdf 
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https://globaldataalliance.org/wp-content/uploads/2021/07/02252020IndiaGDAcmtsPDP2019.pdf


share the view that cross-border data restrictions and mandatory data localisation often undermine data 
protection and can cause significant harm to economic development and other policy objectives. As 
explained below, the global economy depends on the ability to transfer data across transnational IT 
networks — and those transfers benefit Indian consumers, workers, and enterprises in all industry 
sectors, including micro-, small-, and medium-sized enterprises (MSMEs).  

I. Economic Value of Data Transfers

International organisations and think tanks have underscored that data transfers support global supply 
chains,3 innovation,4 productivity,5 and economic development6 in every sector of the economy,7 for 
companies of all sizes, including MSMEs. For example: 

• The World Bank’s 2020 World Development Report finds that “restrictions on data flows have
large negative consequences on the productivity of local companies using digital technologies...
Countries would gain on average about 4.5 percent in productivity if they removed their restrictive
data policies, whereas the benefits of reducing data restrictions on trade in services would on
average be about 5 percent.”8 The World Bank’s 2021 World Development Report concludes that
measures that “restrict cross-border data flows ... [may] materially affect a country’s competitive
edge in the burgeoning trade of data-enabled services.”9

• The OECD’s 2020 Report on Mapping Approaches to Data and Data Flows concludes that,
“cross-border data flows are especially important for micro, small and medium-sized enterprises
(MSMEs)… Better and faster access to critical knowledge and information also helps MSMEs
overcome informational disadvantages, notably with respect to larger firms, reducing barriers to
engaging in international trade and allowing them more readily to compete with larger firms.”10

• The Indian Council For Research On International Economic Relations (ICRIER) issued a 2019
Report on the Regulatory Burden on Micro- Small- and Medium Businesses Due to Data
Localisation Policies. The report notes that, "MSMEs have been drivers of growth in the Indian
economy. There are approximately 64 million MSMEs in India. The sector is the second largest
creator of jobs in the country [contributing] ... 29 percent of India’s GDP and over 30 percent of
Gross Value added (GVA) [, and] over 120 million [jobs]." The ICRIER Report includes findings

3 GDA Cross-Border Data Transfers & Supply Chain Management at https://globaldataalliance.org/wp-
content/uploads/2021/07/02252020IndiaGDAcmtsPDP2019.pdf 
4 GDA Cross-Border Data Transfers & Innovation at https://globaldataalliance.org/wp-
content/uploads/2021/07/04012021cbdtinnovation.pdf 
5 GDA Cross-Border Data Transfers & Remote Work at https://globaldataalliance.org/wp-
content/uploads/2021/07/10052020cbdtremotework.pdf 
6 GDA Cross-Border Data Transfers & Economic Development at https://globaldataalliance.org/wp-
content/uploads/2021/07/05062021econdevelopments1.pdf 
7 GDA The Cross-Border Movement of Data: Creating Jobs and Trust Across Borders in Every Sector at 
https://globaldataalliance.org/wp-content/uploads/2021/07/GDAeverysector.pdf 
8 World Bank, World Development Report (2020), at https://www.worldbank.org/en/publication/wdr2020 
9 World Bank, World Development Report – Data For Better Lives (2021), at   
https://openknowledge.worldbank.org/bitstream/handle/10986/35218/9781464816000.pdf 
10 OECD, Mapping Approaches to Data and Data Flows (2020), at http://www.oecd.org/trade/documents/mapping-approaches-to-
data-and-data-flows.pdf 
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that "for a micro enterprise... additional costs from data localisation could render the business 
unviable…”11  

• A 2020 World Economic Forum study finds that, “approximately half of cross-border [services]
trade is enabled by digital connectivity[, which]… has allowed developing countries and …
MSMEs to export through greater visibility, easier market access and less costly distribution. …
Developing countries ... accounted for 29.7% of services exports in 2019.”12 Another study
estimates that digital tools, often accessed across transnational IT networks, helped MSMEs
reduce export costs by 82 percent and transaction times by 29 percent.13

II. Impacts of the Bill’s Proposed Data Transfer Restrictions and Data Localisation
Mandates

The Report takes the view that data localisation mandates would provide a “great boost” to the Indian 
economy via the creation of new data centres. However, as highlighted in the earlier section, there is 
extensive contradictory economic analysis. While these proposals potentially would enable a small subset 
of technology companies to charge higher prices for cloud and other IT services, they would produce 
unintended consequences for a much larger group of Indian stakeholders - Indian consumers, Indian 
workers, and Indian enterprises across all other industry sectors. Indeed, Indian MSMEs would likely face 
the greatest disruptions, for some of whom the “additional costs from data localisation could render the 
business unviable.”14   

In addition, broader operational, economic, and policy impacts (beyond increased costs for IT services) 
will likely result in more significant dynamic burdens for India over the medium- to long-term. We highlight 
two priority issues below (see Annexure II for a more detailed discussion).   

1. Reduced Access to Global Markets

The Bill’s proposed data localisation mandates and transfer restrictions could effectively limit 
cross-border opportunities for Indian enterprises that exchange personal information with foreign 
enterprises to engage in mutually beneficial international transactions. For example, many Indian-
based ICT service providers and call centre personnel depend upon the ability to communicate and 
exchange personal data with foreign customers via transnational IT networks. The Bill’s proposed cross-
border data restrictions would likely create operational challenges for these businesses. As a result of the 
Bill’s proposed cross-border data restrictions, ICT service providers and call centre employers could find 
advantage in shifting operations to other less operationally challenging jurisdictions in Southeast Asia, the 
European Union, or North and Central America.15  

11 Indian Council For Research On International Economic Relations (ICRIER), Regulatory Burden on Micro- Small- and Medium 
Businesses Due to Data Localisation Policies (2019), at http://icrier.org/pdf/Regulatory-Burden.pdf 
12 World Economic Forum, Paths Towards Free and Trusted Data Flows (2020), at 
https://www.jmfrri.gr.jp/content/files/Open/Related Information /WEF_May2020.pdf 
13 Micro-Revolution: The New Stakeholders of Trade in APAC, Alphabeta, 2019. Likewise, the Asia Development Bank Institute 
estimates that electronic commerce platforms, which operate on the basis of cross-border data transfers, have helped some local 
firms reduce the cost of distance in trade by 60%. Asia Development Bank Institute, The Development Dimension of E-Commerce in 
Asia: Opportunities and Challenges (2016), at https://www.adb.org/sites/default/files/publication/185050/adbi-pb2016-2.pdf 
14 ICRIER, op. cit. 
15 Site Selection Group, Top 20 Countries for Foreign Direct Investment by Call Center and Back Office Operations (2021), at 
https://info.siteselectiongroup.com/blog/top-20-countries-for-foreign-direct-investment-by-call-center-and-back-office-operations 
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2. Reduced Access to the Global Innovation Ecosystem

The ability to transfer personal data securely across transnational IT networks also supports 
innovation and transnational research and development (R&D) at Indian universities, laboratories, and 
other scientific research organizations. Scientific and technological progress require the exchange of 
information and ideas across borders: As the WTO has stated, “for data to flourish as an input to 
innovation, it benefits from flowing as freely as possible, given necessary privacy protection 
policies.”16  

III. Transfers of Sensitive Personal Data and Critical Personal Data

The Report supports imposing restrictions in the PDP Bill that limit the ability of companies to transfer 
both sensitive personal information (SPD) and critical personal data (CPD). However, in practice, data 
protection goals are better served by focusing on how personal data is secured — rather than where the 
data is stored. Organisations that transfer data globally should implement procedures to ensure that the 
data is protected even when transferred outside of the country. Data transfer restrictions, in contrast, 
disrupt companies’ operations and would make it costlier to use global services in India, even if that is not 
the intent. This would effectively deprive end-users in India of access to global services and put them at 
an economic disadvantage vis-à-vis end users located in other countries.  

We are concerned with both the overall approach in the PDP Bill to limiting the transfer of SPD and CPD 
as well as the Report’s recommendations to add to those restrictions by requiring either the approval of or 
close consultation with the Central Government for such transfers. For example, Recommendation 52 
proposes to require the Data Protection Authority (DPA) to consult with the Central Government before 
approving any transfer of SPD through an intra-group scheme or contract and would disallow transfers 
against “public policy or State policy”; Recommendation 54 would prohibit sharing sensitive personal data 
with a foreign government or agency without approval of the Central Government. In addition, 
Recommendation 11 would require companies to bring into India copies of SPD and CPD already in their 
possession.  

Our concerns over the treatment of SPD and CPD are compounded by the broad and uncertain 
definitions of SPD and CPD in the PDP Bill, including the absence of any clear criteria for the 
classification of CPD. In practice, such vague and broad definitions mean that it may not be possible to 
separate SPD and CPD from other types of data – and companies may accordingly have to localise 
nearly all types of data. This approach not only imposes new burdens for the Central Government and 
DPA but would severely impact the ease of providing companies in India with access to global products, 
services, and customers.  

IV. Consolidated Recommendations

For the reasons stated above, the GDA recommends that the PDP Bill: 

• avoid mandatory data localisation and undue restrictions on cross-border data transfers 
especially in light of broad and uncertain definitions of SPD and CPD

• continue to recognise the role of private contractual arrangements, internationally recognised 
certification mechanisms, and other transfer mechanisms for conducting cross-border data 
transfers under Clause 34

16 WTO, Government Policies to Promote Innovation in the Digital Age, 2020 World Trade Report (2020), at: 
https://www.wto.org/english/res_e/booksp_e/wtr20_e/wtr20-0_e.pdf 

https://www.wto.org/english/res_e/booksp_e/wtr20_e/wtr20-0_e.pdf


• not adopt Recommendations 52 – 55, which would require the approval and consultation of the
Central Government for transfers of SPD under Clause 34

• not adopt Recommendation 11, which would require companies to bring back copies of CPD and
SPD currently abroad and deny the transfer of CPD where it is prejudicial to national
interest/public policy

V. Further Consultations

This submission does not address Global Data Alliance members’ other concerns with the Report and the 
PDP Bill, which go beyond the data localisation and cross-border data transfer aspects of the Bill. We 
urge the Government of India also to consider industry feedback received from other associations in 
respect of the Report.  

We further request the Government of India to allow additional consultations on the updated version of 
the PDP Bill before it is resubmitted to Parliament. Considerable time has elapsed since the last public 
version of the Bill. An additional round of consultation would not only reduce uncertainty regarding new 
provisions of the Bill, it would also ensure that the latest global policy developments on privacy laws may 
be assessed and incorporated into the Bill. 

VI. Conclusion

We appreciate the opportunity to share these recommendations. GDA remains committed to working with 
the Government of India to create a robust data governance environment that allows for responsible 
stewardship of data that benefits the citizens of India and helps achieve Prime Minister Modi's vision of a 
USD $1 trillion digital economy by 2025. 

Yours sincerely, 

Eunice Lim 

Senior Manager, APAC-Policy 

Annexure I: Global Data Alliance submission on the Personal Data Protection Bill 2019 

Annexure II: Impact of the Bill’s Data Localisation and Data Transfer Restrictions on India’s Economic and 
Policy Goals  



 

 

The Global Data Alliance1 welcomes the opportunity to share its views on the Personal Data Protection 
Bill 2019 with the Joint Parliamentary Committee on the Personal Data Protection Bill, 2019. The Alliance 
is a cross-industry coalition of companies, headquartered in different regions of the world, that are 
committed to high standards of data privacy and security. Alliance companies rely on the ability to transfer 
data responsibly around the world to create jobs and make local industries more competitive. Cross-
border data transfers power innovation and growth across the globe and all sectors of the economy — 
from manufacturing and farming to local start-ups and service providers. Data transfers enable the digital 
tools and insights that are critical to enabling entrepreneurs and companies of all sizes, in every country, 
to create new kinds of jobs, boost efficiency, drive quality, and improve output.   

Global Data Alliance members share a deep and long-standing commitment to protecting personal data 
across technologies and business models, as they recognize that today’s cross-border economy 
depends on the trust of consumers and the general public. The Alliance, therefore, supports policies that 
protect personal data while enabling data to move across borders.  

Although some aspects of the Bill would lay a strong foundation for a robust personal data protection 
framework in India, requirements of the Bill impeding or restricting data flows would pose substantial 
challenges to companies that operate internationally.  Those challenges fall not only on global companies 
like Global Data Alliance members, but also on small and medium-sized enterprises based in India that 
use technology to serve customers across national borders.  These restrictions on data flows create 
barriers that are disproportionate to the objectives of the Bill, which is to protect the data of Indian 
citizens.  

Restrictions on the cross-border transfer of personal data in the form of data localization requirements do 
not advance personal data protection goals and trigger unintended consequences.  They disrupt 
companies’ operations and make it costlier to provide services in India, even if that was not their intent, 
effectively depriving end-users in India from the benefits of an outward-looking personal data protection 
framework and putting them at an economic disadvantage vis-à-vis end-users located in other countries. . 
The Bill imposes data localization requirements for two types of data: critical personal data and sensitive 
personal data. We urge these requirements be reconsidered. 

CRITICAL PERSONAL DATA 

According to Clause 33 of the Bill, critical personal data may not be transferred outside India. The bill 
does not define critical personal data and rather allows the Central Government to designate categories 
of personal data as critical without specifying any criteria for such designation. The absence of any clear 
criteria for classification of “critical personal data” creates more uncertainty for businesses and negative 

 
1 The Global Data Alliance is a cross-industry coalition of companies that are committed to high standards of data 
responsibility and that rely on the ability to transfer data around the world to innovate and create jobs. The Alliance 
supports policies that help instill trust in the digital economy while safeguarding the ability to transfer data across 
borders and refraining from imposing data localization requirements that restrict trade.  Alliance members include 
BSA members and American Express, Amgen, AT&T, Mastercard, Panasonic, United Airlines, Verizon, Visa, and 
WD-40 Company. BSA | The Software Alliance administers the Global Data Alliance.  
 



 

consequences for commercial operations, R&D, and continued investment. In addition, each time the 
Central Government were to designate certain types of personal data as critical, companies would have 
to go through an additional process to separate the newly classified critical personal data from other types 
of data, which would be extremely costly and sometimes unfeasible. This would lead to additional costs 
and would severely impact the ease of doing business in India, which contradicts Prime Minister Modi’s 
Digital India vision to promote innovation and investments in India.   

The Bill appears to contemplate transfers of critical personal data only after case-by-case 
determinations are made by the Central Government. This creates considerable uncertainty for 
businesses across a range of industries, because they have little ability to know in advance if the data 
they handle is considered critical – yet they would be prohibited from transferring the data altogether if 
it is deemed critical.   

We recommend against imposing this restriction. 

SENSITIVE DATA 

Sensitive personal data may be transferred outside India as long as a copy of the data is kept in the 
country, according to Clause 33 of the Bill. Sensitive personal data is defined broadly and, in many 
cases, could not be separated from other types of data. As a result, the practical effect of the Bill is that 
nearly all types of data may be required to be stored in India. This would severely disrupt operations of 
both data fiduciaries (“DFs”) and data processors (“DPs”), including limiting services available to DFs2. 
Moreover, the Bill would allow the Government to add new categories of “sensitive personal data,” 
increasing regulatory uncertainty for businesses. 

This requirement does not increase personal data protection.  Nor does the separate restriction 
prohibiting transferring sensitive personal data outside India for the purpose of processing.  That 
restriction would only allow sensitive data to be transferred outside India when both: (1) explicit consent is 
given by the data principal and (2) the transfer is made based on other safeguards per Section 34 of the 
Bill.  Requiring companies to meet both requirements before transferring data outside India is duplicative, 
costly, and deviates from international best practices without increasing data protection. For example, 
according to Article 49 of the EU’s General Data Protection Regulation (GDPR), explicit consent alone is 
a basis for transferring data to other countries, regardless of whether those countries have received an 
adequacy designation. Other appropriate safeguards are also sufficient basis for transferring data abroad. 

We urge two changes to these provisions.  First, when sensitive personal data is transferred outside India 
the Bill should not require a copy of the data be kept in India.  Second, consent should not be required 
when the transfer of data is based on a legal ground such as an adequacy decision or, in its absence, in 
appropriate safeguards such as corporate binding rule or standard contractual clauses.  

 

We appreciate the opportunity to share these recommendations and we hope they will be helpful as the 
Committee considers amendments to the Bill that would create a robust personal data protection 
environment in India, while allowing responsible stewardship of data to continue benefiting the citizens of 
India and the Indian economy.  

 
2 For instance, a company that has employees based in India and has its payroll functions centralized in another 
country would need to meet duplicative and costly requirements to be able process its payroll as the bill classifies 
financial data as sensitive personal information. This could harm Indian employees as they might not receive optimal 
payroll services offered to employees in other countries.    
 



 
Annexure II 

 
Potential Impacts of Increasing Data Localization and Data Transfer Restrictions in India  

 

The Joint Parliamentary Committee’s Report of the Joint Committee on the Data Protection Bill, 2019 
asserts that data localization will support: (1) national security and law enforcement; (2) privacy; (3) 
employment generation; and (4) bargaining power vis-à-vis other countries for encouraging data-based 
innovation.1 On this basis, the Report supports data localization of sensitive and critical personal data.  
 
Noting that “it is impossible to distinguish between personal data and non-personal data when mass data 
is collected or transported,” the Report also implies that data localization mandates or data transfer 
restrictions could be imposed on certain non-personal data.    
 
The JPC Report describes such mandates and restrictions as beneficial. However, as UNCTAD notes in 
its 2021 Digital Economy Report, “data localization does not automatically result in domestic data value 
addition. The link between the location of data storage and value creation is not obvious – there are costs 
as well as benefits to consider.” 2   This Annexure seeks to fill that analytical gap with a preliminary 
assessment of various potential impacts.  
 
In general terms, data localization mandates and data transfer restrictions often have unforeseen and 
unintended impacts across economies and stakeholders. Such measures have far-reaching impacts 
because they tend to limit a country’s own cross-border access to knowledge, information, and digital tools 
needed to participate in international trade and the cross-border exchange of information.  

This is in part because these measures, by design, impede the ability to exchange information or engage 
in commerce across transnational IT networks. It is also because, as noted by the World Economic Forum:  
 

Countries that impose local data storage and retention requirements to secure better 
[data] access for themselves can expect multinational businesses to stay away and 
other countries to retaliate. Similarly, countries that regulate data processing too rigidly 
and with specific restrictions on cross-border data transfers provoke reciprocal 
restrictions by other countries, resulting in reduced access to global data and 
technology, pressures for compromises in bilateral trade negotiations, and 
accumulating complexities. Cross-border data transfers require give and take.3  

 
As UNCTAD has explained, data localization and other forms of divergent ‘data nationalism’ “will be 
especially inimical to the interests of developing countries.”4 
 
This Annexure queries how data localization mandates and data transfer restrictions on personal or non-
personal data would affect India in relation to:  

 
• Cross-border trade in services 
• Foreign direct investment 
• Innovation 
• Micro-, Small-, and Medium-sized 

Enterprises (MSMEs) 

• Privacy and Cybersecurity 
• Digital and Financial Inclusion 
• Other Sectors

 
The Global Data Alliance appreciates the opportunity to share this analysis and is committed to working 
with the Government of India to create a robust data governance environment that allows for responsible 
stewardship of data that benefits the citizens of India and helps achieve Prime Minister Modi's vision of a 
USD $1 trillion digital economy by 2025.  
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A. Impact on India’s Ability to Compete in the Cross-Border Service Economy 

Millions of Indian citizens are employed in the cross-border provision of services over transnational IT 
networks. As one of the most deeply integrated service export economies, India derives significant benefits 
from the cross-border transfer of data and enjoys a large services trade surplus.5 According to the World 
Trade Organization (WTO), services account for around 54% of India's GDP and almost 70% of India's 
GDP growth.6 Computer, information and telecommunications services account for 45.1% of all Indian 
services exports.7 These services exports take place over transnational IT networks – with personal and 
nonpersonal data being exchanged across borders in millions of daily transactions.  The JPC Report itself 
notes that, “India’s information technology (IT) sector is highly integrated in global data flows. … IT and IT-
enabled services (IT/ITeS) account for 40% of India’s exports, 65% of IT/ITeS produced in India are for 
global clients, and another 15% are delivered through commercial presence of our IT firms in other 
countries.”8  
 
A decision to restrict data transfers and mandate data localization would bring considerable risk given 
India’s deep economic integration within the global data economy and its dependence on economic activity 
that occurs over transnational IT networks.  
 
The World Bank 2021 World Development Report has noted that measures that “restrict cross-border data 
flows ... [may] materially affect a country’s competitive edge in the burgeoning trade of data-enabled 
services.”9 A 2020 World Economic Forum study found that, “approximately half of cross‑border [services] 
trade is enabled by digital connectivity[, which]… has allowed developing countries and micro, small and 
medium‑sized enterprises (MSMEs) to export through greater visibility, easier market access and less 
costly distribution. … Developing countries ...  accounted for 29.7% of services exports in 2019.”10 More 
generally, the World Bank’s 2020 World Development Report found that, “restrictions on data flows have 
large negative consequences on the productivity of local companies using digital technologies... Countries 
would gain on average about 4.5 percent in productivity if they removed their restrictive data policies, 
whereas the benefits of reducing data restrictions on trade in services would on average be about 5 
percent.”11   
 
“To enhance India’s participation in the global economy,” the OECD recommends that India “further reduce 
restrictions to services trade.” 12  However, proposed data localization mandates and data transfer 
restrictions will have the opposite effect: By exacerbating and adding to such restrictions, India risks putting 
its own service exporters at a considerable disadvantage itself relative to exporters based in other 
competitive economies.  
 
 

B. Impact on Investment Climate and Foreign Direct Investment (FDI) 

Each year, India receives billions of dollars of FDI, primarily in services and computer-related software 
development. FDI inflows into India reached $36.8 billion in 2019/20, with the services sector representing 
the most important sector (17.7% of total FDI), following by FDI in computer software and hardware (17.0% 
of total FDI).13 India’s standing in the annual World Bank “Doing Business” investment climate report has 
also improved, with India achieving a recent overall score of 71 and a ranking of 63 out of 190 countries 
reviewed.14 Nevertheless, the OECD reports that India’s “[r]eviving investment is key to sustaining strong 
growth,” and that India should “further streamline restrictions to FDI.”15 
 
Unfortunately, greater economic challenges may emerge if India inadvertently imperils these FDI flows by 
instituting data localization mandates or data transfer restrictions that make it impossible or very difficult for 
foreign investors to access data and information about their Indian operations, personnel, or other activities. 
If these data restrictions are allowed to impair the viability of foreign investment in India, the consequences 
could be far-reaching. For example, if foreign – or even Indian – companies are unable or unwilling to deal 
with the operational challenges resulting from such data restrictions, they may ultimately move operations 
out of India or otherwise deprioritize the Indian market. The risk of such a shift in sentiment and operational 
focus ought not be underestimated.   
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C. Impact on Innovation 

With a focus on cross-border innovation, technology transfer, and the exchange of knowledge, India’s 
national IPR Policy underscores that, “[t]he 21st century belongs to the knowledge era and is driven by the 
knowledge economy.” 16  Likewise, the G20 has underscored that the “[c]ross-border flow of data, 
information, ideas and knowledge generates … greater innovation,” 17  and the WTO has similarly 
emphasized that, “for data to flourish as an input to innovation, it benefits from flowing as freely as possible, 
given necessary privacy protection policies.”18 These statements apply broadly and to India specifically.  
 
The World Intellectual Property Organization (WIPO) ranks India as “lead[ing] the world in the ICT services 
exports indicator (1st),” while noting India’s success “in developing sophisticated services that are 
technologically dynamic and can be traded internationally.” 19  The Federation of Indian Chambers of 
Commerce & Industry has also underscored the importance of cross-border collaboration and sharing of 
information for India's innovation and business ecosystem, underscoring "that India-US cooperation was 
now broad-based and multi-sectoral, including in key areas e.g., defense & security, science & technology... 
and [for] economic recovery and growth."20 As explained by the Confederation of Indian Industries (CII), 
“India is well known for its close relationship with innovation.”21 CII highlights Indian innovation in “innovative 
health-care solutions, … remote working, distance learning, e-commerce and mobility solutions.”22 
 
Innovative and business activity in many – if not all – of the above-referenced sectors depends upon the 
ability to transmit personal and non-personal data across transnational IT networks. Restricting this ability 
would likely constrain the future of Indian innovation.  
 
By their nature, data localization mandates and data transfer restrictions would tend to impede Indian 
innovators from engaging in cross-border exchange of knowledge, technical know-how, laboratory analysis, 
scientific research, and other information.23 As UNCTAD explains, such restrictions reduce “opportunities 
for digital innovation, including various missed opportunities for inclusive development that can be facilitated 
by engaging in data-sharing through strong international cooperation.”24 
 
Adopting such data restrictions would also frustrate many specific objectives in India’s National IPR 
Policy,25 as well as more recent Indian parliamentary recommendations to: (1) foster “collaborative 
efforts with other countries and international organisations”; (2) engage in the “exchange of crucial 
information”; (3) encourage Indian enterprises to “register… for IPRs in foreign countries”; and (4) improve 
cross-border access to information.26 Such restrictions could also: (5) impede Indian researchers’ access 
to global scientific and technical research databases; (6) effectively disqualify Indian enterprises from 
engaging in international research consortia or from cross-border research and development (R&D);27 or 
(7) undermine cooperative scientific and R&D activity under international frameworks like the India-
US Science & Technology Agreement or the Indo-US Science and Technology Forum (which 
supports some 15,000 scientific project beneficiaries).28 
 
In sum, careful policy deliberation is warranted before adopting restrictive measures that could frustrate 
future Indian innovation and the fulfilment of India’s national IPR priorities.  
 
 

D. Impact on MSMEs 

The Indian Council For Research On International Economic Relations (ICRIER) issued a 2019 Report that 
notes that, “MSMEs have been drivers of growth in the Indian economy. There are approximately 64 million 
MSMEs in India. The sector is the second largest creator of jobs in the country [contributing] ... 29 percent 
of India’s GDP and over 30 percent of Gross Value added (GVA) [, and] over 120 million [jobs]." The ICRIER 
Report includes findings that "for a micro enterprise... additional costs from data localisation could render 
the business unviable…” and cites studies indicating that "local companies would have to pay 30 – 60 
percent more for their computing needs, in the event of a forced data localisation legislation.”29  
 
Data localization mandates and related data transfer restrictions also impede the ability of MSMEs to 
access global markets. Cross-border access to e-commerce platforms, purchasers, suppliers, and other 
commercial partners allows local MSMEs facilitates international transactions and job creation.30 As the 
OECD has explained, “cross-border data flows are especially important for … MSMEs… Better and faster 
access to critical knowledge and information also helps MSMEs overcome informational disadvantages, 

https://globaldataalliance.org/wp-content/uploads/2021/09/09092021cbdtbiopharma.pdf
https://2001-2009.state.gov/r/pa/prs/ps/2005/55198.htm#:%7E:text=The%20United%20States%20signed%20an%20umbrella%20Science%20%26,Technology%20Minister%20Kapil%20Sibal%20to%20the%20United%20States.
https://2001-2009.state.gov/r/pa/prs/ps/2005/55198.htm#:%7E:text=The%20United%20States%20signed%20an%20umbrella%20Science%20%26,Technology%20Minister%20Kapil%20Sibal%20to%20the%20United%20States.
https://www.iusstf.org/
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notably with respect to larger firms, reducing barriers to engaging in international trade and allowing them 
more readily to compete with larger firms.”31  
 
Data transfers are also critical to reducing the costs for MSMEs of reaching markets abroad.32 One recent 
study estimates that digital tools helped MSMEs across Asia reduce export costs by 82 percent and 
transaction times by 29 percent. 33  Requiring data localization and impeding transfers will have the 
oppositve effect, exacerbating the “transport bottlenecks [that] weigh on competitiveness” in India.34  
 
Data localization and transfer restrictions make it harder to achieve these benefits,35 in part because they 
“impair trade that contributes to economic growth.”36 Such measures produce “a fragmented Internet [that] 
reduces market opportunities for domestic MSMEs to reach worldwide markets, which may instead be 
confined to some local or regional markets.”37  
 
 

E. Impact on Cybersecurity and Privacy 

The JPC Report asserts that India-specific data localization mandates will be help ensure “better 
informational privacy” and promote digital security more broadly. However, how data is protected is more 
important to security than where it is stored, and transfer restrictions often result in weaker, not stronger, 
cybersecurity. Cross-border data transfers help improve cybersecurity because these transfers allow for 
cybersecurity tools to monitor traffic patterns, identify anomalies, and divert potential threats in ways that 
depend on global access to real-time data. Mandating data localization and restricting the ability to transfer 
and analyze data in real time creates unintended vulnerabilities.38  
 
Similarly, data localization mandates and data transfer restrictions do little – if anything – to protect privacy. 
In fact, how organizations protect personal information is more important to privacy than where the 
information is stored. Organizations with operations abroad typically implement procedures to ensure that 
personal information is protected even when transferred outside of the country. To that end, organizations 
often rely on internationally recognized privacy best practices and an array of approved data transfer 
mechanisms.39 Furthermore, cross-border data policies support stronger privacy through cross-border 
access to privacy-enhancing technologies, support for more interoperable privacy frameworks across 
jurisdictions, and development of new transnational codes of conduct and certification mechanisms.  
 
Data localization mandates and unnecessary data restrictions are often at odds with cybersecurity and 
privacy objectives, in part because they undermine the value of cybersecurity tools, privacy-enhancing 
technologies, and interoperable privacy frameworks. In sum, such measures “will result in suboptimal 
domestic regulations…  resulting in adverse consequences for privacy and security, and prejudicing the 
interests of domestic Internet users.”40 
 

 
F. Impact on Digital and Financial Inclusion  

Numerous organizations have underscored the importance of access to information and digital tools, among 
other digital policy measures, to address inclusiveness challenges. 41  
 
Financial inclusion challenges illustrate the point: There remain over 2.5 billion unbanked people worldwide, 
many living in remote locations lacking physical banking infrastructure.42 Technologies that leverage data 
transfers are powerful tools to increase access – particularly as 95% of the world’s population is already 
covered by mobile broadband networks.43  It has been estimated that, by enabling digital financial services, 
the GDP of emerging economies could increase by more than $3.5 trillion, or 6 percent, by 2025, and that 
e-commerce could increase international trade by up to $2.1 trillion by 2030.44  
 
Similarly, from a gender perspective, UN Sustainable Development Goal No. 5.b sets a goal of 
“enhance[ing] the use of enabling technology, in particular information and communications technology, to 
promote the empowerment of women.”45 According to the World Economic Forum, “despite having less 
access to technology, women use digital platforms to their advantage… [F]our out of five small businesses 
engaged in cross-border e-commerce are women-owned, while just one in five firms engaged in offline 
trade is headed by women.” 46 Data localization mandates and cross-border data transfer restrictions 
undermine these economic opportunities.  
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G. Impact on Other Sectors 

The JPC report identifies Indian and foreign IT companies as the primary private sector stakeholders likely 
to be affected by proposed data localization mandates. In fact, data localization mandates and transfer 
restrictions affect every sector of the economy. An illustrative discussion follows for Semiconductor 
Manufacturing, Agriculture, and Healthcare/Pharmaceuticals.  

 
1. Semiconductor Manufacturing 

Cross-border data policies will also impact India’s ability to become a global hub for semiconductor 
manufacturing following the Union Cabinet’s approval of a Rs 76,000-crore investment in the sector.47 
Semiconductor manufacturing depends upon a globally interdependent design and fabrication processes, 
which rely on the seamless and unimpeded flow of semiconductor research, designs, software, chemical 
formulations, manufacturing information, and other data across transnational IT networks and multiple 
borders every day. Countries that adopt strict data localization mandates and other data restrictions isolate 
themselves, impairing their ability to participate in the semiconductor supply chain.48 

 
2. Agriculture  

Reports from the World Bank, the Inter-American Development Bank, and other sources highlight the 
implications of cross-border data policies for the agricultural sector, which accounts for up to 25 percent of 
GDP and 65 percent of the lower income population in some countries. 49  Cross-border access to 
information and digital tools help small-scale agricultural producers improve crop yields; mitigate crop risks 
(including losses from pests, disease, and weather-related events); reduce arbitrage by middlemen (up to 
70 percent of smallholder production value is captured by intermediaries); and promote sustainability 
(agriculture accounts for 70 percent of water use, while one third of global food production is either lost or 
wasted).50 Self-imposed restrictions on the ability to exchange and access such information and digital tools 
would tend to undermine these potential gains. 
 

3. Healthcare and Pharmaceuticals  

India is widely recognized for its strength in the healthcare and pharmaceutical fields. Careful scrutiny is 
advisable of the potential impacts in this sector from proposed personal and non-personal data localization 
mandates and transfer restrictions.  
 
Reports from the World Health Organization and other sources underscore the importance of cross-border 
data transfers to healthcare delivery and pharmaceutical manufacturing.  In the case of healthcare delivery, 
data transfers aid in the delivery of remote and on-premises health services (especially for medically 
underserved populations). Cross-border access to data and cloud-enabled technologies enable online 
healthcare education efforts and cross-border humanitarian assistance;51 cross-border access to clinical 
testing to address not only globally prevalent, but also rare and neglected diseases; and consultations 
between remote providers in one country with specialists located at research facilities abroad. Cross-border 
consolidation of anonymized data sets from around the world also allows for real-time statistical tracking, 
analytics, and monitoring of aggregated anonymized data—resulting in a better grasp and more rapid 
response to emerging epidemics or localized disease outbreaks.52 Similarly, cross-border data transfers 
are critical across the knowledge-intensive pharmaceutical sector.53  

 
H. Conclusion 

The foregoing discussion underscores that “data localization does not automatically result in domestic data 
value addition. The link between the location of data storage and value creation is not obvious.”54 Among 
other things, self-isolating data localization mandates and data transfer restrictions can hinder economic 
development, reduce productivity, deprive local enterprises of data sharing and commercial opportunities, 
and depress export competitiveness in all sectors.55 We recommend careful and cautious review of all 
consequences – intended or unintended – that may result from the adoption of new cross-border data 
restrictions and data localization mandates. 
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https://globalinnovationforum.com/wp-content/uploads/2020/06/2020-06-19-Power-of-a-Global-Network-Final-reduced-size-for-web.pdf
https://globalinnovationforum.com/wp-content/uploads/2020/06/2020-06-19-Power-of-a-Global-Network-Final-reduced-size-for-web.pdf
https://www.usaid.gov/digital-development/digital-finance
https://www.usaid.gov/digital-development/digital-finance
https://www.ericsson.com/en/mobility-report/reports/november-2019
https://www.ericsson.com/en/mobility-report/reports/november-2019
https://globaldataalliance.org/downloads/05062021econdevelopments1.pdf
https://sdgs.un.org/goals
https://www.weforum.org/agenda/2020/01/e-commerce-sme-globalization-equality-women/
https://www.jmfrri.gr.jp/content/files/Open/Related%20Information%20/WEF_May2020.pdf
https://www.gsma.com/publicpolicy/wp-content/uploads/2021/01/Cross_border_data_flows_the_impact_of_data_localisation_on_IoT_Full_Report.pdf
https://www.gsma.com/publicpolicy/wp-content/uploads/2021/01/Cross_border_data_flows_the_impact_of_data_localisation_on_IoT_Full_Report.pdf
https://www.gsma.com/publicpolicy/wp-content/uploads/2021/01/Cross_border_data_flows_the_impact_of_data_localisation_on_IoT_Full_Report.pdf
https://www.gsma.com/publicpolicy/wp-content/uploads/2021/01/Cross_border_data_flows_the_impact_of_data_localisation_on_IoT_Full_Report.pdf
https://www.worldbank.org/en/topic/agriculture/overview
https://ficci.in/spdocument/23542/agri_report.pdf
https://globaldataalliance.org/wp-content/uploads/2021/07/05062021econdevelopments1.pdf
https://globaldataalliance.org/wp-content/uploads/2021/07/05062021econdevelopments1.pdf
https://software.org/wp-content/uploads/Every_Sector_Software_Agriculture.pdf
https://www.worldbank.org/en/topic/agriculture/overview
http://www.iadb.org/document.cfm?id=EZSHARE-1914875107-52
http://www.iadb.org/document.cfm?id=EZSHARE-1914875107-52
https://www.who.int/bulletin/volumes/90/5/11-099143.pdf
https://globaldataalliance.org/downloads/04012021cbdtinnovation.pdf
https://globaldataalliance.org/downloads/09152020cbdtremotehealth.pdf
https://globaldataalliance.org/wp-content/uploads/2021/09/09092021cbdtbiopharma.pdf
https://globaldataalliance.org/wp-content/uploads/2021/09/09092021cbdtbiopharma.pdf
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53 See Cross-Border Data Transfers & Biopharmaceutical R&D (2021), at https://globaldataalliance.org/wp-
content/uploads/2021/09/09092021cbdtbiopharma.pdf 
54 UNCTAD Digital Economy Report 2021, supra note 2. 
55 See e.g., Ferracane et al., The Costs of Data Protectionism, VOX (2018); Ferracane et al., Do Data Policy 
Restrictions Impact the Productivity Performance of Firms and Industries? ECIPE Digital Trade Estimates Working 
Paper No. 1 (2019); Lund et al., Defending Digital Globalization, McKinsey Global Institute (2017). Access to foreign 
markets, innovation, education, and economic growth are all jeopardized by governmental measures that: (1) block 
cross-border access to information; (2) interfere with the circulation of technology, knowledge, and commercial data; 
(3) restrict connectivity to the Internet; (4) deny MSMEs and other local enterprises or citizens opportunities to 
engage with the technologies they need to engage with the economy. See https://hbr.org/2017/07/60-countries-
digital-competitiveness-indexed  
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https://globaldataalliance.org/wp-content/uploads/2021/09/09092021cbdtbiopharma.pdf
https://voxeu.org/article/cost-data-protectionism
https://ecipe.org/wp-content/uploads/2018/10/Do-Data-Policy-Restrictions-Impact-the-Productivity-Performance-of-Firms-and-Industries-final.pdf
https://ecipe.org/wp-content/uploads/2018/10/Do-Data-Policy-Restrictions-Impact-the-Productivity-Performance-of-Firms-and-Industries-final.pdf
https://www.mckinsey.com/mgi/overview/in-the-news/defending-digital-globalization
https://hbr.org/2017/07/60-countries-digital-competitiveness-indexed
https://hbr.org/2017/07/60-countries-digital-competitiveness-indexed
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