
 
March 18, 2022 

Dawn Shackleford 
Assistant US Trade Representative  
Office of Southeast Asia and the Pacific 
600 17th Street, NW 
Washington DC, 20508 

 

Dear Assistant USTR Shackleford: 

On behalf of the Global Data Alliance,i we write to congratulate the United States on the 2022 US-Indonesia Trade and 
Investment Framework Agreement (TIFA) negotiations. We encourage the United States to use the TIFA discussions to 
strengthen the US-Indonesia commercial relationship in the digital environment. Measures for discussion would include:  

• Government Regulation 71 (PP 71/2019) on the Operation of Electronic Systems and Transactions. This regulation 
stipulates that all public sector data must be managed, stored, and processed in Indonesia. GR71 has also left room 
for specific Indonesian ministries to impose data localization requirements in other circumstances. For example, 
financial sector regulators (Bank Indonesia and OJK) are imposing localization mandates with regards to private 
sector financial institutions under OJK’sRegulation 13 (POJK 13/2020) and 4 (POJK 4/2021).  

• The draft Personal Data Protection (PDP) Bill. This Bill would prohibit the transfer of personal data outside of 
Indonesia unless certain conditions are met, such as applying to a relevant authority for personal data to be 
transferred from an Indonesian entity to an overseas entity.  

• Government Regulation 80 (GR 80/2019) on e-commerce. This regulation imposes local presence and registration 
requirements, as well as provisions that prohibit the transfer of personal data unless strict conditions are met.  

• Ministry of Finance Regulation 17 (PMK 17/2018). This regulation imposes customs restrictions on cross-border 
digital transmissions over IT networks, by adding a new Chapter 99 to Indonesia’s Harmonized Schedule (HS). 

Broadly speaking, Government Regulations 71, 80, and the draft PDP Bill contain elements that are incompatible with 
prevailing global or regional cross-border data policy frameworks. Specifically, these rules involve: (1) unnecessary data 
localization requirements; and/or (2) unduly restrictive data transfer provisions that do not account for internationally-
recognized transfer mechanisms, including transfer pursuant to the APEC CBPR system, or according to standard 
contractual clauses, binding corporate rules, certifications, marks, or other approaches. In the case of MOF Regulation 
No. 17, Indonesia’s unprecedented application of customs restrictions to cross-border digital transmissions over IT 
networks is in tension with international trading rules and best practices.  

Customs and other cross-border restrictions that interrupt access of transnational IT networks to knowledge and digital 
tools harm the US-Indonesia trading relationship across all sectors of the economy and undermine the exchange of 
information on scientific, educational, health, commercial, and security matters.  

For all of these reasons, we urge the United States to use the TIFA process to support cross-border data rules that 
improve legal certainty in the US-Indonesia bilateral context. This could include a joint commitment to: (1) reflect the 
international understanding in favor of the responsible international movement of data; and (2) refrain from the imposition 
of data localization mandates or data transfer restrictions that are unnecessary, discriminatory, unduly restrictive, or 
incompatible with other countries’ legal frameworks or cross-border data transfer mechanisms. ii 

We thank you and your staff for your dedication to working to achieve a successful and meaningful outcome in the 
forthcoming US-Indonesia TIFA negotiations.   

 
Sincerely yours,  
 
Joseph P. Whitlock 
 
Joseph Whitlock 
Executive Director, Global Data Alliance  



 
i The Global Data Alliance (globaldataalliance.org) is a cross-industry coalition of companies that are committed to high standards of 
data responsibility and that rely on the ability to transfer data around the world to innovate and create jobs. Alliance members are 
headquartered across the globe and are active in the advanced manufacturing, aerospace, automotive, consumer goods, electronics, 
financial services, health, media and publishing, natural resources, supply chain, and telecommunications sectors, among others. 
ii See generally, Global Data Alliance, Cross-Border Data Policy Principles (2021), at: https://globaldataalliance.org/wp-
content/uploads/2021/07/03022021gdacrossborderdatapolicyprinciples.pdf  
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