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Comments on Legislative Review of Freedom of Information and Protection of Privacy Act 
 
The Global Data Alliance1 (GDA) is grateful for the opportunity to provide comments in connection with the 
Special Committee’s Review of the Freedom of Information and Protection of Privacy Act (FOIPPA).2 The 
GDA commends British Columbia (BC) on its removal of restrictions on storage of or access to personal 
data outside Canada through the Bill 22 amendment and its objective of increasing access to technologies, 
including cloud-based services, by BC public bodies.3 The GDA also respectfully makes several 
recommendations to further promote the secure and effective public sector use of cloud-delivered solutions. 
 

I. Introduction 
 
The GDA is a cross-industry coalition of companies that are committed to high standards of data 
responsibility and that rely on the ability to transfer data around the world to innovate and create jobs.  The 
GDA supports policies that help instill trust in the digital economy without imposing undue cross-border 
data restrictions or localization requirements that undermine international data security, innovation, and 
inclusive growth and digital policies that benefit workers and citizens across all communities.   
 
GDA members collectively invest billions of dollars and employ tens of thousands of workers across 
Canada, including in British Columbia. GDA members include partner entities to public bodies in British 
Columbia and across North America. GDA members also offer cloud-delivered services, including in areas 
of educational resources, enterprise software solutions, healthcare delivery, biopharmaceutical R&D, 
finance, and telecommunications.  

II. Comments on Bill 22 Amendment of FOIPPA 
 
The GDA supports the Bill 22 amendment that removed data localization requirements and data transfer 
restrictions from the Act (“the storage and access rule”).  

Removal of the storage and access rule is a critical step for the BC government to achieve its objective of 
bringing British Columbia “in line with other jurisdictions by removing restrictions that prevent access to 
digital tools and technologies”4 as it enhances the ability of public bodies in British Columbia to access 
cloud-delivered services and transfer data securely across transnational digital networks.5 This 
ability supports many governmental policy objectives, including access to educational and scientific 
resources, financial and other fraud prevention, anti-money laundering, and other priorities relating to 
the protection of health, privacy, security, safety, and the environment.6 This ability also can enhance 
the efficient and effective delivery of public services, particularly in the COVID-19 era characterized 
by increasing use of remote work, remote health, and remote learning technologies.7  

Removal of the storage and access rule also enhances cyber- and data security for public bodies in 
British Columbia. This is because how data is protected is more salient to cybersecurity than where data 
is located. Indeed, transfer restrictions often result in weaker, not stronger, cybersecurity. Cross-border 
data transfers are beneficial because they allow for cybersecurity tools to monitor traffic patterns, identify 
anomalies, and divert potential threats in ways that depend on global access to real-time data. Stronger 
cyber- and data security is enabled by cross-border data analytics and an assertive cyber-defense posture 
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coordinated across transnational IT networks.8  Measures that restrict the ability to transfer and analyze 
data in real-time create unintended vulnerabilities.9  

Finally, it bears emphasizing that removal of the storage and access rule does not prejudice privacy 
under the accountability model for international data transfers. This model was originally established by the 
OECD10 and subsequently integrated into Canada’s federal privacy framework.11 The accountability model 
provides an approach to cross-border data governance that effectively protects the privacy and rights of 
individuals and fosters streamlined, robust data transfers by requiring organizations that collect personal 
information to be responsible for its protection no matter where or by whom it is processed.  

The accountability model requires the accountable organization to assess all relevant factors when 
evaluating international data transfers, including whether data will stored at rest, the use of encryption, and 
the use of technologies, systems, and procedures to protect the data.  

 

III. Comments on Information & Privacy Commissioner Guidance  

We provide brief comments on the guidance issued on March 4 by the Information & Privacy Commissioner 
of British Columbia (“the Guidance”).12 The Guidance advises that security assessments should be 
conducted in connection with data transfers outside Canada, stating in relevant part:  
 

At a minimum, any security risk assessment involving disclosure outside Canada must 
include an assessment of the legal framework in the jurisdiction where personal 
information is being disclosed. …  Other factors that should be assessed, depending on 
the circumstances, include: (a) the sensitivity of the personal information in question 
(e.g., personal health information is much more sensitive than contact information); (b) 
the volume of the personal information in question; (c) the foreseeability of an 
unauthorized collection, use, disclosure, or storage of personal information; (d) the 
impact to individuals of an unauthorized collection, use, disclosure, or storage of their 
personal information; (e) whether the personal information is stored by a service 
provider; and (f) whether a reasonable alternative is available within Canada. 

 
As indicated in the passage above, the Guidance mandates an assessment of the legal framework in the 
destination country, but only recommends, and does not mandate, the assessment of other factors.    
 
The Guidance also seemingly favors severe restrictions on data transfers based on the legal framework of 
the destination country, stating that data should not be transferred if a destination country’s privacy laws 
are not considered “adequate.” (The Guidance also advises the same approach in extraordinary cases in 
which a country “does not respect the rule of law [or] has no privacy laws.”)  
 
As regards adequacy determinations, the Guidance states in relevant part that,  
 

[O]nce personal information leaves the country, Canadian laws do not apply and 
contractual or technical protections may not be enough to protect the information 
adequately. … It is unlikely that a public body would be able to meet its obligations 
under s. 30 when information under its control is processed or stored in a jurisdiction 
[where] … laws are inadequate.13  

 
The GDA respectfully submits the following observations.  
 
First, security risk assessments should involve an appropriate evaluation of all relevant factors, rather than 
requiring evaluation of only one factor and imposing what may be viewed as an automatic prohibition on 
transfers to jurisdictions in which the privacy laws have not been found to be adequate. This is particularly 
important given that neither Canada nor British Columbia have adopted the EU’s legal framework for 
determining adequacy.14 Accordingly, no countries outside of Canada have been determined by Canadian 
or BC authorities to have adequate privacy laws, nor is there any legislative framework for making such an 
assessment. As such, an automatic prohibition on transfers on the basis of adequacy alone could lead to 
the conclusion that public bodies may never use cloud services that could involve data transfers. Such an 

https://www.oipc.bc.ca/guidance-documents/3646
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interpretation would not be consistent with BC legislation, as reflected in the Bill 22 amendment, which 
permits use of cloud services and which removes the storage and access rule.  
 
Second, the interests of BC public bodies should be considered, including compliance burdens and costs. 
Especially in the context of transitory data processing, it may not be technically straightforward for a public 
body to pinpoint the location of particular data elements at a particular point in time.15 As the OECD and 
other authorities explain, ICT infrastructure is distributed globally and data often transits multiple locations 
when routed across the Internet via fiberoptic cables or satellite infrastructure: “Data sent through the 
Internet travels in ‘packets’, crossing different countries to reach its destination, making it difficult to identify, 
a priori, the geography of a data flow. The task is further complicated because firms tend to use ‘mirrors’, 
located in different countries, to replicate webpages to increase the speed and reliability of data transfers.”16 
In short, data may be transmitted or processed in a variety of jurisdictions. Thus, a public body in British 
Columbia may face feasibility challenges in determining real-time location data on a transfer-by-transfer 
basis. 
 
Third, the real-time locus of data is typically less dispositive of its protection than the nature, quality, and 
effectiveness of the technical mechanisms and security and privacy controls maintained to protect the data 
in question. Those mechanisms and controls may include encryption controls, data minimization (de-
identification / pseudonymization), cybersecurity controls, use of cybersecurity and antivirus software, up-
to-date patching, privacy-enhancing technologies, contractual obligations, and so forth.17  In short, how 
data is protected is more directly relevant to its security and protection than where it is located.   
 
Fourth, a strict prohibition on use of cloud services or data transfers in the case of countries not deemed to 
have adequate privacy laws would represent a more restrictive approach to data transfers than exists in 
other prevailing international and national legal frameworks, including the OECD Privacy Framework and 
APEC Privacy Guidelines. Such a strict rule also goes well beyond GDPR Article 46, which expressly 
permits data transfers to countries not deemed adequate, provided that other conditions are met.18  
 
Finally, a strict prohibition along the lines above would be in tension with international data transfer norms 
set forth in the Canada-United States-Mexico Agreement (CUSMA),19 the Comprehensive and Progressive 
Trans-Pacific Partnership Agreement (CPTPP)20 and the Digital Economic Partnership Agreement 
(DEPA).21 Although government procurement is often exempted to some degree from these specific trade-
related obligations, such a strict rule could nevertheless raise questions. 
 
 

IV. Recommendations 

For the foregoing reasons, the GDA respectfully recommends that the Committee consider whether 
additional legislative clarifications could bolster the government’s objective of enabling public sector use of 
digital technologies, including cloud-delivered solutions. For example, the Committee could explore 
amendments recognizing that:  

 
(1) Security assessments should be conducted on a case-by-case basis, taking into account all 

relevant circumstances. An ex ante prohibition on data transfers to other jurisdictions on the basis 
of one factor alone would not normally be consistent with the Bill 22 amendment.  
 

(2) A range of factors (especially how data is protected, rather than simply its transitory locus) are 
relevant in security risk assessments.  
 

(3) The distinction between temporary processing of data and storage of data at rest is important to 
such assessments, and should be retained. 
 

(4) The legal framework in the jurisdiction where personal information transits, is processed, or is 
stored is usually not the dispositive factor in assessing data security and protection. Nevertheless, 
as indicated in the Guidance, jurisdictional locus may be relevant in extraordinary circumstances, 
e.g., storage of data at rest in a jurisdiction that does not respect the rule of law or has no privacy 
laws.  
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V. Conclusion 
 
We thank you for the opportunity to share these views. Please do not hesitate to contact us with questions.  
 
    Sincerely yours,  
 
    Joseph Whitlock 
    Joseph P. Whitlock 
    Executive Director, Global Data Alliance  

 
1 The Global Data Alliance is a cross-industry coalition of companies that are committed to high standards of data responsibility and 
that rely on the ability to transfer data around the world to innovate and create jobs. GDA member companies are active in the 
advanced manufacturing, aerospace, automotive, electronics, financial services, health, media, natural resources, supply chain, and 
telecommunications sectors.  For more information on the Global Data Alliance, please see: 
https://www.globaldataalliance.org/downloads/aboutgda.pdf 

2 See Freedom of Information and Protection of Privacy Act, at: 
https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/96165_00  
 
3 Government of B.C. news release (October 18, 2021), Amendments strengthen access to information, protect people’s privacy, at: 
https://news.gov.bc.ca/releases/2021CITZ0048-001990 
4 See id. 
5 See generally, BSA, Moving to the Cloud – A Primer on Cloud Computing (2018), at 
https://www.bsa.org/files/reports/2018BSA_MovingtotheCloud.pdf.   The benefits of access to cloud services are most likely to arise 
in a cross-border context that allows for elastic and scalable delivery of computing resources, rapid load balancing, and ready 
access to best-in-class technology from all over the world.  Using data localization mandates and transfer restrictions to ban cross-
border access to cloud computing infrastructure and technology would deprive local enterprises and users of:  

• Cross-border access to IT resources hosted abroad;  
• Cross-border collaboration and communication with foreign business partners; 
• Foreign transactions and business opportunities; and  
• Improved resiliency resulting from data storage across multiple geographical locations. 

6 The seamless transfer of data across international borders enables the deployment of modern and emerging technologies and 
services that underpin the economy, across all sectors and at the local, national, and international level. This includes technologies 
and services enabled by data transfers, such as AI-related data analytics and machine learning technologies, as well as cloud 
computing, blockchain, and new privacy-enhancing technologies. These technologies and services, which are often accessed in the 
cloud over transnational IT networks, support many important economic activities and priorities, including remote work and virtual 
collaboration, distance education, telemedicine, cybersecurity, fraud monitoring and prevention, anti-money laundering, investigation 
of dangerous counterfeit products, and a broad range of other activities relating to the protection of health, privacy, security, and 
intellectual property.  
7 See id., Global Data Alliance, Cross-Border Data Transfers and Remote Work (2020), at 
https://globaldataalliance.org/downloads/10052020cbdtremotework.pdf; See Global Data Alliance, Cross-Border Data Transfers and 
Remote Health Services (2020), at https://globaldataalliance.org/downloads/09152020cbdtremotehealth.pdf  
Global Data Alliance, Cross-Border Data Transfers and Supply Chain Management (2021), at 
https://globaldataalliance.org/downloads/03182021gdaprimersupplychain.pdf  
8 See BSA, Moving to the Cloud – A Primer on Cloud Computing (2018). Cloud services delivered across-borders provide security 
advantages over alternative IT delivery approaches (on-premises or local cloud services):  

• Physical Security: Certified personnel can carefully monitor servers 24/7 to prevent physical breaches, and can apply 
consistent protocols over a small number of locations.  

• Data Security: CSPs can ensure data integrity through use of state-of-the-art encryption protocols for data at-rest and in-
transit. CSPs can establish redundant backups of data in geographically dispersed data centers, mitigating risk of loss in 
the event of power outages or natural or manmade disasters. 

• Advanced Threat Detection: CSPs leverage state-of-the-art enhanced security intelligence They use regular penetration 
testing to simulate real-world attacks and evaluate security protocols against emerging threats.  

• Automated Patch Deployment: Automated and centralized patch deployment and realtime updates to network security 
protocols work to protect systems from newly identified vulnerabilities.  

• Incident Management and Response: CSPs maintain global teams of incident response professionals to respond and 
mitigate the effects of attacks and malicious activity. 

• Certification: CSPs are typically certified to international security standards, and go through regular audits to maintain their 
certifications. 

9 See id., p. 1.  
10 OECD, The OECD Privacy Framework (2013), at: https://www.oecd.org/sti/ieconomy/oecd_privacy_framework.pdf  
 

https://www.globaldataalliance.org/downloads/aboutgda.pdf
https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/96165_00
https://www.bclaws.gov.bc.ca/civix/document/id/complete/statreg/96165_00
https://www.bsa.org/files/reports/2018BSA_MovingtotheCloud.pdf
https://globaldataalliance.org/downloads/10052020cbdtremotework.pdf
https://globaldataalliance.org/downloads/09152020cbdtremotehealth.pdf
https://globaldataalliance.org/downloads/03182021gdaprimersupplychain.pdf
https://www.oecd.org/sti/ieconomy/oecd_privacy_framework.pdf
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OECD Recommendation of the Council concerning Guidelines Governing the Protection of Privacy and Transborder Flows of 
Personal Data (2013), at: https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0188 (stating that, "[a] data controller 
should: (a) Have in place a privacy management programme that: (i) gives effect to these Guidelines for all personal data under its 
control; (ii) is tailored to the structure, scale, volume and sensitivity of its operations; (iii) provides for appropriate safeguards based 
on privacy risk assessment; (iv) is integrated into its governance structure and establishes internal oversight mechanisms; (v) 
includes plans for responding to inquiries and incidents; and (vi) is updated in light of ongoing monitoring and periodic assessment.”) 
 
11 Office of the Privacy Commissioner of Canada, Processing Personal Data Across Borders (visited 2022), at: 
https://www.priv.gc.ca/media/1992/gl_dab_090127_e.pdf  
 
12 Office of the Information & Privacy Commissioner for British Columbia, Reasonable Security Measures for Personal Information 
Disclosures Outside Canada (March 2022), at: https://www.oipc.bc.ca/guidance-documents/3646  
 
13 Id. The Guidance further states that, “the new discretion to disclose personal information outside Canada demands a very high 
level of rigour and should only be undertaken after a careful assessment. Disclosure outside Canada will always involve risks that 
no administrative, technical and contractual controls can eliminate. Therefore, public bodies should only disclose personal 
information outside of Canada if, objectively, the risks involved are reasonable and, additionally, there are reasonable measures  
in place that adequately mitigate those risks.” 
14 See EU General Data Protection Regulation, Article 45, Transfers on the Basis of Adequacy, at: https://gdpr.eu/article-45-
adequacy-decision-personal-data-transfer/ 
 
15 The Guidance appears to make no distinction between the storage of data at rest and temporary processing of data. If the legal 
framework assessment is a prerequisite to allowing the processing of personal information outside Canada, will the Guidance have 
the effect of undoing the removal of the data storage and access rule implemented by Bill 22? 
 
16 OECD, Trade and Cross-Border Data Flows, TAD/TC/WP(2018)19/FINAL (December 21, 2018), at: https://read.oecd-
ilibrary.org/trade/trade-and-cross-border-data-flows_b2023a47-en#page1  (“The internet is a global network of computers, each with 
its own Internet Protocol (IP) address (an identifier of a device on the Internet). When a file is sent from a computer in Country A to a 
recipient in Country B it is first broken down into different ‘packets’. These are like little parcels of information marked with the IP 
address of the sender, that of the recipient and a code identifying the sequence in which the packets are to be reassembled at 
destination. Once the packets are ready, they leave the origin computer, crossing different networks and taking different routes to 
destination. Routers, the traffic wardens of the Internet, guide the packets across networks, ensuring that, at each step, they take 
the shortest or least congested route. Once the packets arrive at destination, the computer assembles these according to their pre-
specified sequence. If a packet is missing, a signal is sent for that packet to be re-sent. A priori, the routes of packets cannot be 
easily determined, but a posteriori, the path they take to a particular internet destination can be traced (e.g. using the ‘tracert’ 
command in the command prompt) revealing what might be considered as irregular travel patterns. For example, when accessing 
the OECD library from a computer in Paris, packets query a server in the US (figure below), showing how what might be considered 
as a purely domestic information request is in fact a cross-border one. 
 
A few important characteristics of cross-border data flows are worth highlighting. 

• When flowing between two countries, packets take different routes, often crossing different third countries.  
• The ultimate origin and destination of data flows is often a technical issue. For example, firms use mirror sites, which 

replicate webpages in different countries, to increase the speed of data transfers.  
• In some instances, what might seem to be a domestic transfer, involves a cross-border flow.”) 

 
17 Other technical controls cited in the Guidance include “contractual restrictions on further use or disclosure by a service provider, 
contractual duties for service providers to report breaches, cure them,” etc. 
18 See EU General Data Protection Regulation, Article 46, Transfers Subject to Appropriate Safeguards, at: https://gdpr.eu/article-
46-appropriate-safeguards-personal-data-transfers  
19 Global Affairs Canada Website, CUSMA Chapter 19: Digital Trade, at: https://www.international.gc.ca/trade-commerce/trade-
agreements-accords-commerciaux/agr-acc/cusma-aceum/text-texte/19.aspx?lang=eng   CUSMCA Article 19.11 provides that, “[n]o 
Party shall prohibit or restrict the cross-border transfer of information, including personal information, by electronic means if this 
activity is for the conduct of the business of a covered person.” Article 19.11 also states that any derogation from this prohibition 
must:  

• Be necessary to achieve a legitimate public policy objective; 
• Not be applied in a manner that would result in arbitrary or unjustifiable discrimination or a disguised restriction on trade; 
• Not impose transfer restrictions greater than necessary; and  
• Not discriminate against foreign service providers by treating cross-border data transfers less favorably than domestic 

ones. 
CUSMA contains similar prohibitions on requirements to locate computing facilitates within a Party’s territory. 
  
20 See Global Affairs Canada Website, Comprehensive and Progressive Agreement for Trans-Pacific Partnership, Article 14.11: 
Cross-Border Transfer of Information by Electronic Means, at: 
https://www.international.gc.ca/trade-commerce/trade-agreements-accords-commerciaux/agr-acc/tpp-ptp/text-
texte/14.aspx?lang=eng  
21 See Global Affairs Canada Website, Background: Canada’s possible accession to the Digital Economy Partnership Agreement, 
at:  
https://www.international.gc.ca/trade-commerce/consultations/depa-apen/background-information.aspx?lang=eng  
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https://www.priv.gc.ca/media/1992/gl_dab_090127_e.pdf
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https://read.oecd-ilibrary.org/trade/trade-and-cross-border-data-flows_b2023a47-en#page1
https://gdpr.eu/article-46-appropriate-safeguards-personal-data-transfers
https://gdpr.eu/article-46-appropriate-safeguards-personal-data-transfers
https://www.international.gc.ca/trade-commerce/trade-agreements-accords-commerciaux/agr-acc/cusma-aceum/text-texte/19.aspx?lang=eng
https://www.international.gc.ca/trade-commerce/trade-agreements-accords-commerciaux/agr-acc/cusma-aceum/text-texte/19.aspx?lang=eng
https://www.international.gc.ca/trade-commerce/trade-agreements-accords-commerciaux/agr-acc/tpp-ptp/text-texte/14.aspx?lang=eng
https://www.international.gc.ca/trade-commerce/trade-agreements-accords-commerciaux/agr-acc/tpp-ptp/text-texte/14.aspx?lang=eng
https://www.international.gc.ca/trade-commerce/consultations/depa-apen/background-information.aspx?lang=eng

