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T his report helps to illustrate how responsible cross-border data policies help to 
mitigate climate change. Climate change is a defining challenge of our time. Beyond 
its impact on our quality of life and various ecosystems, the effects of climate change 

are expected to reduce global Gross Domestic Product (GDP) by 10 percent—or $23 trillion 
by 2050—barring urgent action to stop rising global temperatures and address the root 
causes of climate change.1 

Meeting this challenge requires globally coordinated action and the kind of digital transformation 
that enables all stakeholders to achieve ambitious climate targets.2 Especially for purposes of carbon 
tracking and predictive climate modeling, the cross-border movement of data, cross-border exchange 
of knowledge, and cross-border access to analytical tools are critical to global efforts to address climate 
change. Restricting the ability to share information across transnational IT networks, and mandating the 
localization of computing resources in particular regions, undermines the ability to analyze and respond 
climate challenges, as discussed below. 

CROSS-BORDER DATA TRANSFERS AND CARBON TRACKING
Addressing climate change requires assessing the carbon profiles associated with organizations, 
processes, and product and service offerings. To perform this assessment, it is necessary to gather data 
across transnational digital networks—transportation logs, meter readings, fuel purchase records, direct 
monitoring, or other methods for acquiring data from specific activities across the international value 
chain.3 

CROSS-BORDER DATA TRANSFERS &  
 ENVIRONMENTAL SUSTAINABILITY 

Restricting the ability to share information across transnational IT networks undermines 
cross-border efforts to analyze and respond to climate challenges.
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Under the Greenhouse Gas Protocol,4 many enterprises now assess carbon-relevant data points across 
three phases of international supply and value chains.5 This analysis requires cross-border access to 
diverse data sets and to cloud computing resources. For example, through Artificial Intelligence-of-Things 
(AIoT) integration, enterprises can more effectively integrate real-time activity level data and global asset 
inventory data, thus improving both data quality and data deployability to address real-world climate 
challenges.6

Similarly, cross-border data transfers and access to cloud resources are critical to improved understanding 
of the carbon profiles of power plants, transportation assets, and other major sources of global emissions. 
In this context, cross-border data analytics allow for the automated analysis of images of power plants and 
nearby infrastructure, accounting data, and other indicia of the carbon intensity of target activities.7

When countries impede the ability to access relevant data across transnational digital networks, they also 
complicate efforts to identify solutions to reduce carbon-intensive processes that contribute to climate 
change. 

CROSS-BORDER DATA TRANSFERS AND PREDICTIVE CLIMATE MODELING 
Cross-border data transfers are also critical to predictive climate modeling, which focuses on a wide array 
of climate risks, including hurricanes, typhoons, wildfires, floods, droughts, and their collateral impacts—
such as property damage and supply chain disruptions.8 Predictive climate modeling improves disaster 
planning and recovery, and also improves predictions of actuarial risk, an area of particular urgency 
given the estimated $171 billion gap in climate insurance globally.9 

Cross-border predictive climate modeling requires the real-time application of data analytics to diverse 
climate-relevant data sets.10 Relevant multi-regional data includes satellite data, weather station data, 
topographical data, and various other data from sensors in the field.11 

The World Bank’s Global Facility for Disaster Reduction and Recovery (GFDRR), which leverages cross-
border data in the cloud to bolster resilience in developing countries, offers one case study in predictive 
climate modeling. In Bangladesh, the GFPRR helped make datasets available across international and 
national organizations to map vulnerable areas and improve preparation for cyclones and floods in the 
Bay of Bengal. Using data sources and models gathered from thousands of global sources, Bangladesh 
authorities produced cyclone risk maps to guide investment plans for cyclone shelters across the country. 
Further, authorities assessed 35,000 schools for overall resilience and survivability during a natural 
disaster.12 

A second case study involves the use of cloud-based digital twins. One well-known example is 
“Destination Earth,” which will use cross-border observational data to create a twin model of the Earth 
that will serve as a digital test bed for climate change mitigation and sustainability plans.13

Predictive climate modeling, an inherently cross-border data intensive process, is critical to anticipating 
and slowing and mitigating the effects of climate change.14 Without the ability to access and transfer 
relevant data across borders, this promising area of data science will not reach its full potential, 
undermining collective efforts to combat climate change. 

Cross-border predictive 
climate modeling requires 
the real-time application 
of data analytics to diverse 
climate-relevant data sets. 
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CROSS-BORDER DATA TRANSFERS AND SUSTAINABLE CLOUD COMPUTING
Carbon tracking and climate modeling depend upon cross-border access to cloud-based computing 
resources. Cross-border access to regionally centralized cloud computing infrastructure has greatly 
reduced the need for individual businesses to maintain onsite data centers that would otherwise require 
millions of servers and computing resources 

Cross-border access to data and software in the cloud has been estimated to allow enterprises to shrink 
their computing energy footprints by 87 percent, saving 23 billion kilowatt-hours annually—enough to 
power the city of Los Angeles.15 In some cases, cloud services accessed across borders can be up to 93 
percent more energy efficient than local on-premise enterprise datacenters, and 98 percent more carbon 
efficient.16

Nevertheless, more can be done to build upon the carbon-beneficial shift from on-premises to cloud-
based computing environments. 

First, policymakers should not mandate the unnecessary construction of cloud computing infrastructure. 
Requirements to build redundant computing infrastructure in local jurisdictions would undo much 
of the progress seen in the shift to the cloud, as countries would force service providers to build and 
run duplicative data centers in numerous jurisdictions—an inherently emissions- and carbon-intensive 
process. 

Second, despite the broader sustainability benefits of the shift to the cloud, emissions from data 
centers can also be reduced. Emissions produced by all buildings—including residential housing, 
office buildings, factories, data centers, and other structures—collectively account for up to 20 percent 
all emissions.17 To help reduce their contribution to overall building-related emissions, cloud service 
providers are working to develop “green” data centers with reduced carbon footprints, including by 
powering data centers with renewable hydro, wind, or solar energy; feeding excess heat produced 
back into local heating networks; installing more energy-efficient computing hardware; and deploying 
Building and Information Modeling (“BIM”) software solutions to optimize cooling systems and improve 
the sustainability of construction.18 For both data centers and other types of structures, BIM software 
solutions are particularly promising based on estimates that many buildings’ carbon footprints can 
be reduced by nearly 90% through retrofit strategies.19 Another area of promise is the development 
of sustainable coding and computing protocols and best practices that are less taxing on computing 
resources.20 

CONCLUSION
Powerful analytical tools for combating climate change—including carbon emissions tracking and 
predictive climate modeling—depend on the ability to freely access cross-border data transfers. When 
countries restrict the ability to share knowledge, information, and data across transnational IT networks—
and restrict the ability to track emissions and model climate change scenarios—they undermine 
coordinated international efforts to address this urgent global challenge.

Cross-border access to data 
and software in the cloud 
has been estimated to 
allow enterprises to shrink 
their computing energy 
footprints by 87 percent, 
saving 23 billion kilowatt-
hours annually—enough 
to power the city of Los 
Angeles.
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About the Global Data Alliance
The Global Data Alliance (globaldataalliance.org) is a cross-industry coalition of companies that are committed to high standards of data responsibility and 
that rely on the ability to transfer data around the world to innovate and create jobs. The Alliance supports policies that help instill trust in the digital economy 
while safeguarding the ability to transfer data across borders and refraining from imposing data localization requirements that restrict trade. Alliance members 
are headquartered across the globe and are active in the advanced manufacturing, aerospace, automotive, electronics, energy, financial and payment services, 
health, consumer goods, supply chain, and telecommunications sectors, among others. BSA | The Software Alliance administers the Global Data Alliance.
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 Artificial Intelligence—and the training and implementation of data analytics and 
machine learning models—can be a particularly carbon-intensive process, leading to 
calls for “researchers to plot energy costs against performance gains when training 
models. Explicitly quantifying this tradeoff will prompt researchers to make more 
informed, balanced decisions about resource allocation in light of diminishing returns”; 
to use “more efficient hyperparameter search methods, reducing the number of 
unnecessary experiments during training, employing more energy-efficient hardware”; 
and developing new computer science disciplines focused on the discovery of more 
efficient “efficient ways to model intelligence in machines.”
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