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GDA Comments on Draft “Act Defining and Institutionalizing Philippine Data
Sovereignty and Residency Policy” and on PSAC Workplan

The Global Data Alliance (“GDA”)' welcomes the opportunity to offer the following
comments to the Republic of the Philippines (“the Philippines”) on: (1) The draft “Act
Defining and Institutionalizing Philippine Data Sovereignty and Residency Policy”
(hereinafter “the Bill”); and (2) The PSAC “Workplan for Data Sovereignty and Data
Localization for Data Governance” (hereinafter “the PSAC Workplan”).

The GDA is a cross-industry coalition of companies, headquartered in different regions of
the world, that are committed to high standards of data privacy and cybersecurity. The GDA
supports policies that help instill trust in the digital economy without imposing undue cross-
border data restrictions or localization requirements that undermine cybersecurity,
innovation, economic development, and international trade.

GDA members support millions of dollars of investment and thousands of jobs in the
Philippines. GDA members are also longstanding supporters of digital transformation and
economic development in the Philippines powered by cross-border access to best-in-class
technology, information, and know-how from around the world. The GDA has engaged with
the Philippine government to promote these objectives through GDA submissions made in
March 2025, September 2024, April 2024, December 2023, September 2023, and
September 2022. An executive summary of today’s submission follows on page 2. The full
discussion begins on page 4.

The GDA respectfully urges the Philippines not to advance the undue data transfer
restrictions and data / infrastructure localization mandates (hereinafter referred to as
“data localization mandates”) outlined in the Bill and the PSAC Workplan.

The Global Data Alliance stands ready to assist and consult with Philippine policymakers on
any and all of the issues discussed in this submission. Please feel free to contact us with
any questions or comments.

Sincerely yours,
Joseph P. Whitlock

Executive Director
Global Data Alliance


https://globaldataalliance.org/wp-content/uploads/2025/03/03192025gdaphils2699h6.pdf
https://globaldataalliance.org/wp-content/uploads/2024/10/09272024gdaphwtocustoms.pdf
https://globaldataalliance.org/wp-content/uploads/2024/04/04112024gdaphaseandefa.pdf
https://globaldataalliance.org/wp-content/uploads/2024/01/ph12202023crossborderinfo.pdf
https://globaldataalliance.org/wp-content/uploads/2023/09/09262023gsadatalocalcloud.pdf
https://globaldataalliance.org/wp-content/uploads/2022/09/09142022gdaphpostipef.pdf
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EXECUTIVE SUMMARY
The GDA raises four areas of concern with the Bill's proposed data localization mandates:
(1) Impact on the Philippines’ national security, cybersecurity, and data security;

(2) Impact on the Philippines’ public policies relating to health, innovation, safety, security,
science, technology, and economic development; and

(3) Impact on the Philippines’ economic growth, development, and security..

The GDA calls for the Philippines’ to strengthen its commitment to international best practices for
data policies and enhance its attractiveness to foreign direct investments, and closely engage with
industry through open consultations to create a framework that balances sovereignty needs and
collaboration, providing Philippines business access to best-in-class solutions.

Apart from the cross-border data aspects of the Bill, GDA members also have other concerns.?
Given GDA'’s focus on cross-border data regulation, we focus the comments below in that way.

Impact on National Security, Cybersecurity, and Data Security

First, we are concerned that the data localization mandates in the Bill and the PSAC Workplan
would not secure the Philippines’ digital sovereignty, and could instead undermine the Philippines’
national security, data security and cybersecurity in unanticipated ways.

Section 4 of the draft Bill states that keeping data in country would reduce risks of espionage,
cyberattacks, or unauthorized access by foreign actors.

However, it is widely accepted that data security is dependent on security controls, such as access
control management, encryption of data, and others. These controls apply regardless of the location
of the data. By definition, data localization mandates restrict the range of storage options available
to businesses. Such measures may inadvertently exclude access to more advanced and secure
infrastructure solely on the basis of its location outside the country.

Data localization mandates impede visibility of data- and cyber-security risks, not only at the intra-
and inter-organizational levels, but also at the national and international levels. If network defenders
cannot access threat indicators or other cybersecurity data collected in one jurisdiction in real time,
it becomes harder to prevent and address malicious activity or privacy breaches in other
jurisdictions. Collectively, these factors would leave the Philippines’ cybersecurity defense at greater
risk of compromise.

Finally, we observe that the Bill's data localization mandates could lead to greater control of
Philippine government data by cloud service providers based in countries with laws having
significant extraterritorial application.

In this first area, we urge the Philippines to carefully consider whether the Bill’s data localization
mandates could undermine its national security, cybersecurity, and data security posture.

Impact on Public Policies relating to Health, Innovation, Safety, and Other Priorities

Second, data localization mandates — such as those set forth in the Bill and the PSAC Workplan —
would impose significant unintended costs on the functioning of the Philippine government and the
attainment of its core policy objectives. This is because many government policy priorities depend
upon cross-border movement of data and cross-border access to best-in-class technology from
around the world. Indeed, as the World Bank and United Nations have established, restrictive cross-
border data policies hurt developing countries and small businesses; impede financial equity and
inclusion; undermine data security and cybersecurity; threaten human rights; slow science and
innovation; and impair various health and safety, environmental, and other regulatory compliance
priorities.

In this second area, we urge the Philippines to assess the impact of the Bill’s data localization
mandates on core Philippine government policy priorities.


https://globaldataalliance.org/issues/privacy/
https://globaldataalliance.org/issues/cybersecurity/
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Impact on the Philippines’ Economic Security, Growth, and Development

Third, the Bill's data localization mandates would hurt the Philippines economically. The PSAC
Workplan substantially underestimates this risk. As demonstrated in studies published by the World
Bank, the Asian Development Bank, the World Trade Organization, the United Nations, the OECD,
and other international organizations, data localization mandates undermine economic
development, deter foreign direct investment, reduce productivity, deprive local enterprises of
commercial opportunities, and depress export competitiveness. Data localization mandates
undermine access to ICT and digital infrastructure. These issues are discussed in the GDA’s Cross-
Border Policy Index. The Philippines has historically been a relatively “open” digital economy,
ranking in the top category of forward-looking countries that are well positioned to benefit from
cross-border digital transformation. The Bill’s proposed data localization mandates would undermine
this positioning.

In this third area, we urge the Philippines to quantify the Bill’'s economic cost to the Philippines’
economy — in terms of reduced foreign direct investment, lower productivity, decreased international
competitiveness, fewer export opportunities, and greater trade frictions.

Strengthen Philippines’ Commitment to International Best Practices for Data Policies and
Enhance its Attractiveness to Foreign Direct Investments

The Philippines has put in great effort to enable cross-border data flows and promote the digital
economy through ASEAN, APEC, and WTO forums?®, and we encourage the Philippines to continue
to enhance ease of doing business and position itself as an attractive destination for foreign direct
investments. Instead of mandatory localization, the Philippines may explore less costly and risky
approaches to more effectively advance the Philippines’ sovereign interests. This includes:

¢ Risk-Based Regulation — Apply proportionate safeguards and functional cyber- and data
security protections without imposing blanket storage mandates that undermine cyber- and
data security.

e Strong Privacy and Security Laws — Fully implement Philippines’ data protection laws, align
with international privacy frameworks, and strengthen enforcement.

e Public-Private Collaboration — Promote voluntary partnerships with global cloud providers to
ensure security standards and redundancy across jurisdictions.

¢ International Cooperation — Engage actively in regional and global data governance
initiatives to enhance resilience and interoperability.

e Balancing ‘data anywhere’ and ‘data localization’- instead of requiring all data to be located
in the Philippines, limit to military or national security-level classified government data and
allow it to be located in both the Philippines and in trusted allied partners.

This approach balances sovereignty with openness, ensuring that Philippine digital sovereignty is
protected while enabling economic growth and innovation. We elaborate on these points in the more
detailed discussion below.

In this fourth area, we urge the Philippines to fully and comprehensively assess the impact of the Bill
on its attractiveness as a destination for foreign investment.


https://globaldataalliance.org/resource/cross-border-data-policy-index/
https://globaldataalliance.org/resource/cross-border-data-policy-index/
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ANNEX: DISCUSSION

A. The Data Localization Mandates in the Bill and PSAC Workplan Raise Serious National
Security, Cybersecurity, and Data Security Concerns for the Philippines

Far from securing the Philippines’ digital sovereignty, the data localization mandates in the Bill and the PSAC
Workplan could lead to results that would directly threaten the national security, cybersecurity, and data
security of the Philippines, as discussed below.

The Bill's proponents suggest that forcing data to be stored locally will inherently increase its security.
However, this view overlooks the sophisticated, globally distributed security architectures of leading cloud
providers. For instance, major software-as-a-service providers operate on a "shared responsibility model".
They invest billions in securing the core infrastructure—far more than any single in-country data center could
afford—while the customer manages user access and data configuration. Mandating localization could force
Philippine government agencies off these highly secure global platforms and onto smaller, less-resourced
local infrastructures, which ironically creates a more attractive and vulnerable target for cyberattacks than a
resilient, global cloud architecture. This approach inadvertently centralizes critical data into national
"honeypots" without the benefit of the global threat intelligence networks that major providers use to defend
their platforms.

¢ Impact on Cybersecurity in the Philippines: The Bill and the PSAC Workplan raise broad cybersecurity
concerns because data localization mandates tend to impede data visibility and responsiveness in a
cybersecurity context. Cross-border movement of data is critical to cybersecurity because it allows
cybersecurity tools to monitor traffic patterns, identify anomalies, and divert potential threats in ways that
depend on global access to real-time data. Additionally, companies may choose to store data at
geographically diverse locations to obscure the location of data and reduce risk of physical attacks, to
enable companies to reduce network latency, and to maintain redundancy and resilience for critical data
in the wake of physical damage to a storage location. Conversely, when governments mandate
localization or restrict the ability to transfer and analyze data in real-time, they create unintended
vulnerabilities.*

e Impact on National Security: The PSAC Workplan and the Bill state that the proposed data localization
mandates will increase Philippine data sovereignty. However, as discussed in the Digital Silk Road
literature, the experience of neighboring countries in Southeast Asia shows that such localization
mandates can create unintended consequences when classified or military government data is stored on
certain suppliers’ infrastructure in ways that increase access for foreign government-connected entities.®

In fact, at present, such cloud service providers are among the primary entities that meet the Bill’'s
“Philippine-only” data localization mandates,® creating the possibility of indirect foreign government
access and control over Philippine government data, which includes “all [Philippine] national government
agencies (NGAs) and their regional and provincial offices, government-owned or -controlled corporations
(GOCCs), government financial institutions (GFls), state universities and colleges (SUCs), local
government units (LGUs), and other government instrumentalities.””

The experiences of neighboring economies — including Cambodia and Vietham — counsel in favor of a
more cautious and deliberate approach. For example, it has been widely reported that Cambodia’s data
localization mandates effectively concentrated power and tilted procurement to a few large vendors,
whose dominance was aided by government financing under the Digital Silk Road. Cambodia has now
recognized this risk with the government expressing concerns regarding the risk of foreign government
espionage.® This pattern has replicated itself to some extent in other economies that mandate data
localization, including Vietnam.® The United States has warned repeatedly that such outcomes could limit
future intelligence and data sharing with allies.

B. The Data Localization Mandates in the Bill and PSAC Workplan Conflict with Other Philippine
Governmental Policy Objectives, Undermining the Work of Other Philippine Governmental
Ministries

Broad data or infrastructure localization mandates — such as those set forth in the Bill and the PSAC Workplan
— impose widespread and unintended harms on the functioning of governments and the attainment of core
governmental policy objectives. In this regard, we humbly commend to your attention the GDA Cross-Border
Data Policy Index, 1% the GDA Sector Studies, ' and the GDA Issue Briefs, 12 which underscore the importance



https://globaldataalliance.org/resource/cross-border-data-policy-index/
https://globaldataalliance.org/resource/cross-border-data-policy-index/
https://globaldataalliance.org/sectors/
https://globaldataalliance.org/issues/
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of cross-border data to both economic and other governmental policy objectives: Not only do restrictive cross-
border polices fail to protect privacy and personal data,® but they also hurt developing countries ' and small
businesses; % impede financial equity and inclusion;'® undermine data security and cybersecurity;'” threaten
human rights;'® slow science and innovation;'® and impair various health and safety,2° environmental,?' and
other requlatory compliance priorities.?? Data transfers are critical to the health of economies across alll
sectors?® and at every stage of the value chain.?*

To highlight a single sectoral example, core operations of financial institutions include payments and
remittance services that require the use of fraud prevention tools as part of transactions processing. To build
effective fraud prevention tools, transactions need to be analyzed instantaneously in centralized locations to
identify and block potentially fraudulent activity. Such fraud models are built on global data sets as fraud
patterns are not limited by national boundaries. Requiring the localization of such data and infrastructure will
result in less effective fraud models and make it more challenging for financial institutions to combat fraud. An
increase in fraud may have an adverse impact on spending patterns, the adoption of electronic payments, and
trust and confidence in the digital economy. These same principles also apply with respect to a range of
financial regulatory compliance matters, including anti-money laundering, anti-terrorist financing, anti-
corruption, and other important priorities.

Consider the impact on creating a "single source of truth" for government services, a key goal of digitalization. A
core value of modern platforms, such as a Customer Relationship Management (CRM) system, is to provide a
unified, 360-degree view of a citizen or business. Data localization mandates fundamentally break this model by
creating data silos. This operational fragmentation means a government agency in one region cannot get a
complete picture of a citizen's interactions with an agency in another, leading to inefficient service delivery and
poor citizen experiences. Forcing a multi-instance strategy, where separate databases must be maintained for
different regions, directly increases software licensing and administrative costs and degrades the strategic value
of the technology the government is investing in.

C. The Data Localization Mandates in the Bill and PSAC Workplan Would Impose Broad Economic
Costs on the Philippines

The Bill and the PSAC Workplan promise significant economic benefits from their proposed data localization
mandates. These promises are misplaced. In fact, economies benefit from an increase — not a decrease —
in connectivity.?® Self-isolating data localization mandates hurt economic development, reduce productivity,
deprive local enterprises of commercial opportunities, and depress export competitiveness. It is estimated that
such measures reduce GDP by up to 1.7 percent in implementing countries.2¢ If the Philippines enforces the
Bill and PSAC Workplan’s proposed data localization mandates, the Philippines’ GDP (over $400 billion) could
shrink by $2.8-$4.4 billion annually. We elaborate on these issues below:

¢ Impact on the Philippines’ Broader Economic Goals: According to global development banks and
other international organizations, data localization mandates impose significant costs on those countries
that implement them. For example, the World Bank’s 2020 World Development Report found that,
“restrictions on data flows have large negative consequences on the productivity of local companies using
digital technologies... Countries would gain on average about 4.5 percent in productivity if they removed
their restrictive data policies, whereas the benefits of reducing data restrictions on trade in services would
on average be about 5 percent.”?” Indeed, it has been estimated that 75% of the value of data transfers
accrues to industries like logistics, agriculture and manufacturing.28

The World Bank 2021 World Development Report has noted that measures that “restrict cross-border
data flows ... [may] materially affect a country’s competitive edge in the burgeoning trade of data-enabled
services.”?® A 2020 World Economic Forum study found that, “approximately half of cross-border
[services] trade is enabled by digital connectivity[, which] ... has allowed developing countries and micro,
small and medium-sized enterprises (MSMESs) to export through greater visibility, easier market access
and less costly distribution. ... Developing countries ... accounted for 29.7% of services exports in
2019.73%0

e Impact on Philippine IT-BPM Industry: The Philippines is currently a leader in offering cloud-based
information technology, financial services, software, call center, and other services across the globe.
Implementing data localization mandates in the Philippines could have significant economic implications
for the Information Technology and Business Process Management (IT-BPM) sector, which relies on
enabling inbound and outbound flows of all types of data (including personal data).

While precise dollar figures specific to the Philippines are not readily available, studies from other regions
suggest that data localization mandates can lead to increased operational costs, reduced productivity,
and hindered economic growth.


https://globaldataalliance.org/wp-content/uploads/2021/07/gdafactsandfigures.pdf
https://globaldataalliance.org/issues/
https://globaldataalliance.org/issues/privacy/
https://globaldataalliance.org/issues/economic-development/
https://globaldataalliance.org/issues/small-businesses/
https://globaldataalliance.org/issues/small-businesses/
https://globaldataalliance.org/sectors/finance/
https://globaldataalliance.org/issues/cybersecurity/
https://freedomhouse.org/report/freedom-net/2022/countering-authoritarian-overhaul-internet
https://globaldataalliance.org/issues/innovation/
https://globaldataalliance.org/sectors/healthcare/
https://globaldataalliance.org/issues/environmental-sustainability/
https://globaldataalliance.org/issues/regulatory-compliance/
https://globaldataalliance.org/wp-content/uploads/2021/07/GDAeverysector.pdf
https://globaldataalliance.org/wp-content/uploads/2021/07/GDAeverysector.pdf
https://globaldataalliance.org/wp-content/uploads/2021/07/infographicgda.pdf
https://globaldataalliance.org/sectors/finance/
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The IT-BPM industry is a cornerstone of the Philippine economy, contributing approximately 9.4% (or $35
billion) to the nation's GDP in 2022. The sector is projected to grow by 7% in 2024, potentially reaching
revenues of $38 billion and employing around 1.82 million individuals. Imposing data localization
requirements could disrupt this growth trajectory by increasing data management costs and reducing the
competitiveness of Philippine firms in the global market.

Global companies operating in the Philippines would face significant architectural and financial burdens to
comply. Instead of leveraging a single, global instance of a platform, they would be forced into a costly
and complex "multi-org" strategy, maintaining separate, isolated systems for the Philippines. Alternatively,
they would need to invest in premium, specialized solutions to navigate these rules. For example, some
companies offer "EU Operating Zone" at a premium to provide stricter data handling controls within the
EU, demonstrating that heightened data residency comes at a literal cost. Forcing such models through
legislation acts as a direct tax on innovation and efficiency, making the Philippines a more expensive and
complex market to operate in.

The Philippines risks losing its IT-BPM industry leadership position if it cuts itself off from the larger cloud-
based digital ecosystem by mandating data localization. Countries that have adopted such mandates
have languished in the cross-border data and services ecosystem. While such restrictive measures may
be suitable to the political needs of very large authoritarian countries that wish to isolate themselves from
foreign ideas and influence, these measures are affirmatively harmful to open societies that wish to
engage and trade with other countries.

In summary, while exact dollar impacts are challenging to quantify, evidence indicates that data
localization mandates in the Philippines could lead to increased operational costs, hindered growth in the
IT-BPM sector, and broader economic inefficiencies, potentially stalling the country's digital economy
ambitions.

e Impact on Foreign Direct Investment in the Philippines: The PSAC Workplan asserts (without
support) that the proposed data localization mandates will attract foreign investment in domestic data
centers. Empirical evidence from other countries demonstrates the opposite: mandatory localization often
discourages investment because it signals regulatory unpredictability and creates compliance burdens.
The Philippines’ digital economy, which already contributes over 8% of GDP, depends heavily on
international cloud services, e-commerce platforms, and global financial systems. Restricting data mobility
risks deterring multinational companies from locating operations in the Philippines, as they may prefer
jurisdictions with interoperable and open data regimes.

¢ Impact on Philippine GDP and Exports: Philippine global services exports exceed $30 billion, with
services exports to the United States (alone) totaling over $5 billion.3' These services exports were
concentrated in professional and management services, telecommunications, computer, and information
services, and travel sector — all areas that are heavily dependent on cross-border access to technology
and data transfers.32 Measures that impede the ability to exchange information on a cross-border basis
will undermine this trade. Furthermore, as noted above, the United States would rightly regard the
imposition of these Philippine data localization mandates as a significant escalation in trade tensions,
which could cause the Trump Administration to further increase the tariff levels imposed on the
Philippines beyond the 19% tariff rates that were imposed on July 31, 2025. This is a risk that is not to be
underestimated.

¢ Impact on Digital Inclusion and Access in the Philippines: Micro, Small, and Medium Enterprises
(MSMEs)—the backbone of the Philippine economy—would be disproportionately harmed by the
proposed data localization mandates outlined in the Bill and the PSAC Workplan. MSMEs rely on cost-
effective global SaaS platforms, online marketplaces, and payment processors that depend on cross-
border data flows. Localization would raise costs, reduce service quality, and limit access to global
markets for Philippine MSMEs.

The 2020 World Bank’s World Development Report notes that restrictions on data flows have significant
negative consequences on digital inclusion and access. This study and others have shown that MSMEs,
start-ups, and gig-workers will suffer the biggest negative impacts of data localization given that these
businesses typically have limited resources and are unable to heavily invest in building in-house IT
infrastructure. Data localization also translates to higher compliance costs, which may force many of
these businesses to close shop — effectively leaving the Philippine market with only those large
enterprises that can afford to keep themselves afloat notwithstanding the additional costs. Finally, data
localization mandates would act as a "tax" on Philippine consumers and workers, leading to higher prices

6


https://documents1.worldbank.org/curated/en/310211570690546749/pdf/World-Development-Report-2020-Trading-for-Development-in-the-Age-of-Global-Value-Chains.pdf
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and disproportionately affecting low-income populations. Rather than enabling digital inclusion,
localization risks widening the digital divide between large corporations that can absorb compliance costs
and small businesses that cannot.

e Impact on Philippine Enterprise Productivity: Local enterprises rely on data flows to increase
productivity, drive quality, and improve output in other ways.3® Among other things, cross-border data
restrictions impede access to tailored data-enhanced analytics and insights that help these firms
compete.3* There is massive opportunity in helping Philippine businesses online to engage in digital trade.
Localization policies that only impede and limit these opportunities. This opportunity cost is especially
critical for the Philippines where the gross market value of the e-commerce industry in the Philippines was
US$9.8B (500.9B PHP)3 in 2022 and protected to reach US$252.3B (14.3T PHP) or 26% of GDP by
2030.3% Indeed, even the PSAC Workplan acknowledges that building and maintaining domestic-only
cloud infrastructure is very costly. Governments and businesses worldwide have found that economies of
scale provided by global cloud providers reduce costs and increase resiliency. Localization eliminates
these efficiencies by forcing reliance on smaller, fragmented, and often less advanced domestic
infrastructure.

e Impact on Consumers in the Philippines: Data localization may reduce consumers’ access to
services, by preventing companies from leveraging economies of scale from deploying global/regional
tools. Requiring companies to use local instances or local only deployments will likely increase business
costs, which will have to be passed on to the consumer, making such services less accessible.?”
Additionally, the costs associated with data localization might discourage local businesses from
launching new business ventures or foreign businesses from entering the Philippine market, resulting in
less choice for consumers.

¢ Impact on Government Procurement: Mandating data localization in government procurement is
neither necessary, nor advisable — given that it forces governments to adopt digital solutions that are
often not secure, let alone best-in-class. Indeed, in the US FedRAMP (Federal Risk and Authorization
Management Program) framework that applies to procurement of ICT and cloud services by certain US
government agencies, the decisive procurement criteria focus on the functional and technical
requirements for cloud cybersecurity without imposing data localization mandates, except for very limited
“high-impact” circumstances. In the context of government information stored in the cloud, it is typically
more secure to protect such sensitive information via a distributed cloud architecture bolstered by the
strongest possible security protocols. For example, the decision of Ukraine to adopt such a distributed
and strengthened security posture protected it from cyberattacks directed at Ukraine before and after the
February 2022 invasion.

e Impact on the Philippines’ loT Deployment: A 2021 GSMA study conducted in three developing
regions (in South America, South-East Asia and Africa) indicates that data localization measures on loT
applications and M2M data could result in:

o Loss of 59-68% of their productivity and revenue gains;
o Investment losses ranging from $4-5 billion;
o Job losses ranging from 182,000-372,000 jobs.38

¢ Impact on the Philippine Access to the Global Al Ecosystem: Frontier Al capacity is concentrated
outside the Philippines—mandating the localization of data in the Philippines and restricting data
transfers will undermine the Philippines’ access to global Al technologies. Notably, the United States is
the global hub for Al capital and compute: US private Al investment reached $109.1B in 2024, ~12x
China and 24x the UK.3% This is where most frontier models, tooling, and specialized data-center
capacity are being built. If Philippine data cannot move to where these models are hosted and trained,
Philippine users and firms will be last in line. Major Al platforms don’t offer Philippines-only residency—
so “in-country-only” rules would wall off best-in-class tools.

¢ Impact on Al Innovation and Competitiveness: The future of business productivity and government
efficiency is tied to Artificial Intelligence. Major enterprise platforms are deeply integrating generative Al
to transform how organizations operate. These advanced Al tools require access to large, diverse, and
global datasets for training and grounding to be effective and unbiased. Data localization laws will starve
these innovative systems of the information they need, preventing Philippine businesses and
government agencies from leveraging the most powerful Al capabilities. This would create a significant
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competitive and technological disadvantage, isolating the Philippines from the next wave of global
innovation.
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" For more information on the Global Data Alliance, please see: https://www.globaldataalliance.org/

2 For example, GDA members have raised concerns regarding the Bill's proposal to mandate the classification
of data under categories that do not appear to be based on any well accepted or standard classification
system or category. The Bill also includes unique monthly reporting requirements for public and private firms,
but does not include any assessment of the feasibility, costs, or trade-offs associated with such mandates.
Additionally, GDA members have raised concerns regarding the requirements for “strict regulatory oversight”
of backup data restoration from offshore locations, as these restrictions could serve to stall any disaster
recovery and undermine effective business responses in cases involving ransomware attacks or recovery
from natural or other disasters.

3 ASEAN: The Philippines is a member of the ASEAN Economic Community. ASEAN has developed the
ASEAN Digital Data Governance Framework, which seeks to build trust in data sharing between organizations
and between countries. This in turn is intended to promote growth of trade and flow of data among member
states. The Philippines National Privacy Commission has also in 2021 promoted the adoption and use of the
ASEAN Model Contractual Clauses and ASEAN Data Management Framework. Likewise, on Sept. 5, 2023,
the ASEAN member states agreed to work on the development of the ASEAN Digital Economy Framework
Agreement (DEFA) towards an ASEAN Digital Economy, which will cover topics such as digital trade, cross-
border e-commerce and digital ID which will all rely on the flow of data.

APEC: The Philippines has also joined the APEC Cross-Border Privacy Rules (CBPR) System in 2020 with
the goal of “paving the way for Filipino businesses to enter larger markets within the Asia-Pacific by
minimizing dataflow barriers and adopting data privacy standards consistent with other jurisdictions.” The
Philippines has also shown support for the Global CBPR Forum which encourages the flow of data across
borders.

WTO: The sixth pillar in the draft Philippines National Cybersecurity Plan 2023 — 2028 recognizes the need to
enhance international cooperation, and cites the work in the WTO to reduce, if not totally remove, national
legislation on data localization and data sovereignty to allow easier trade of ICT goods globally. More
broadly, data localization mandates raise legal concerns regarding the Philippines’ compliance with its
obligations: (1) to permit the cross-border provision of computer-related services under the WTO General
Agreement on Trade in Services, and (2) to permit the provision such services under the WTO Government
Procurement Agreement.?

4 Global Data Alliance, Cross-Border Data Transfers & Cybersecurity (2023). Data localization harms
cybersecurity in the following ways.

e Data Transfers & Integrated Cybersecurity Planning. Data transfer restrictions and localization
requirements force organizations to adopt a siloed approach to data, often restricting the locus of certain
data, but not others. This differentiation creates unnecessary technical complexity without any
corresponding benefit to security. Simply put: artificial requirements to store data within borders strain the
people, processes, and technologies an organization needs to manage its cybersecurity risk.

e Data Transfers & Cybersecurity Awareness. Data transfer restrictions and localization requirements
impede visibility of cybersecurity risks, not only at the intra- and inter-organizational levels, but also at
national and international levels. If cyber defenders cannot access threat indicators or other cybersecurity
data collected in one jurisdiction, it becomes harder to address malicious cyber activity in other
jurisdictions.

o Data Transfers & Cybersecurity Collaboration. Data transfer restrictions and localization requirements can
impede cross-border collaboration, information sharing, and other coordinated network defense. When
such restrictions and requirements isolate network defenders from each other, they cannot adopt a unified
and coordinated defensive posture against malicious actors that do not respect national borders. In short,
data transfer restrictions can give malicious actors that do not respect local legal requirements a lasting
structural advantage over cyber defenders that do.

o Data Transfers & Third-Party Cybersecurity Services. Many organizations amplify their own cybersecurity
risk management through third-party cybersecurity service providers. Best-in-class services depend on
access to cyber data from around the globe. Without this access, these services and their users become
more vulnerable to compromise.


https://www.globaldataalliance.org/
https://www.wto.org/english/tratop_e/serv_e/gatsintr_e.htm
https://www.wto.org/english/tratop_e/serv_e/gatsintr_e.htm
https://www.wto.org/english/tratop_e/gproc_e/gp_gpa_e.htm
https://www.wto.org/english/tratop_e/gproc_e/gp_gpa_e.htm
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e Data Transfers & Cybersecurity Resiliency. Whether a particular geographic area is at high risk for a
natural disaster or in a potential future war zone, having data efficiently distributed is a crucial component
of resiliency. The misconception that keeping data only within national boundaries will increase its security
can actually create significantly more risk.
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Restrictions Impact the Productivity Performance of Firms and Industries? ECIPE Digital Trade Estimates
Working Paper No. 1 (2019); Lund et al., Defending Digital Globalization, McKinsey Global Institute (2017).
Access to foreign markets, innovation, education, and economic growth are all jeopardized by governmental
measures that: (1) block cross-border access to information; (2) interfere with the circulation of technology,
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Artificial Intelligence in Every Sector (2019), at:
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