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Director for Innovation and Intellectual Property
Office of the United States Trade Representative
600 17th Street, NW

Washington, DC 20508

Dear Ms. Avery-Page,

The Global Data Alliance (GDA)" provides the following information in response to the notice published by the
Office of the US Trade Representative (USTR) seeking comments on the 2026 Special 301 review under Section
182 of the Trade Act of 1974 (Special 301).2 The GDA also hereby requests the opportunity to testify at the
Special 301 hearing.

GDA members rely on intellectual property (IP) — including copyrights and related rights, patents, trademarks,
and trade secrets — and on the ability to transfer data across borders in many aspects of their international
operations. However, GDA members increasingly face market access barriers in the form of unnecessary and
discriminatory data localization mandates and data transfer restrictions that have a direct impact on their ability
to acquire, protect, enforce, and enjoy the benefits of, IP rights. Such data-related trade barriers have
increased by over 800%, with the rate of increase accelerating in recent years.3

Section 182 of the Trade Act of 1974, as amended by the Omnibus Trade and Competitiveness Act of 1988 and
the Uruguay Round Agreements Act of 1994 (19 USC § 2242), requires USTR to identify countries based on
inter alia, policies that deny “fair and equitable market access to United States persons that rely upon
intellectual property protection.” In this submission, we focus on market access barriers that impact IP-intensive
industries by mandating data localization or restricting legitimate data transfers.*

National policies on cross-border data transfers are — alongside standards of IP protection and enforcement —
important determinants of the ability of economies to create, innovate, and generate new IP. They also are
important measures of the openness and fairness of those markets to non-nationals who rely on IP in their
commercial operations.

Innovation and market access-limiting data localization mandates and data transfer restrictions cite “indigenous
innovation” or other priorities, yet they often undermine the very priorities that they purport to support. These
restrictions take many forms: Sometimes the policies expressly require data to stay in-country. Sometimes,
these policies impose unreasonable conditions on sending data abroad or prohibit such transfers outright. In
other cases, the policies require the use of domestic data centers or other equipment, or the need for such data
centers to be operated by local vendors. For example, these measures may:

e Reflect a choice of policy tools that are significantly more trade-restrictive than necessary to achieve the
stated public policy goal;

e Constitute unnecessary, unjustified and/or disguised restrictions on data transfers across borders, or may
be more restrictive of data transfers than necessary; or

e Treat cross-border data transfers less favorably than domestic data transfers.
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Sustained attention to these issues is critical, because in today’s digitized economy, research and development
(R&D), IP generation, and other creative and scientific endeavors are increasingly cross-border in nature.

For example, artificial intelligence (Al) involves the application of analytical techniques to data generated in
various countries, transferred across borders, and consolidated into larger data sets. Al helped fast-track the
COVID-19 vaccine, cutting timelines from years to months, as researchers analyzed data transferred from
around the world to quickly identify potential vaccine treatments.® Trade barriers that impede data transfers
undermine the potential of Al, as they prevent the consolidation of representative data sets necessary to
conduct Al analysis. In this way, these trade barriers directly impede new innovations and creations that could
advance human health and welfare.

Failing to attend to data-related trade barriers also threatens other IP priorities — from engaging in cross-border
R&D, to protecting brands, to investigating IP infringement, to conducting comprehensive prior art searches.
Likewise, with so many patented or copyrighted innovations functionally dependent upon satellite or other
cross-border data communications (e.g., loT software applications in the aerospace, automotive, and
agricultural machinery sectors; music and video streaming services that disseminate licensed film or music
content), cross-border data transfer restrictions make it difficult, if not impossible, for innovators and creators to
sell or provide support to their IP-protected products abroad — interfering with their ability to enjoy the benefits
of their IP rights abroad. In each of the foregoing examples (and many others), innovation and market access-
limiting data localization mandates and data transfer restrictions impact IPR holders in respect of the
availability, acquisition, scope, maintenance, enforcement, and enjoyment of IP rights.

The Global Data Alliance urges USTR to attend to the growing threat to global innovation and IP protection

presented by unfair market access barriers in form of cross-border data transfer restrictions and data
localization mandates. We look forward to your questions and comments.

WWW.GLOBALDATAALLIANGE.ORG
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Submission of Global Data Alliance for
Special 301 Annual Review

This submission responds to USTR’s solicitation of information relevant to the Special 301 Annual Review, and
contains the following major sections:
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A. Cross-Border Data Transfers, Innovation, and Intellectual Property — Overview

Many international organizations recognize the close nexus between cross-border data transfers and innovation.
The G20 has underscored that the “[c]ross-border flow of data, information, ideas and knowledge generates ...
greater innovation,”® and the WTO has similarly emphasized that, “for data to flourish as an input to innovation,
it benefits from flowing as freely as possible, given necessary privacy protection policies.”” Likewise, UNCTAD
has warned that barriers driven by “data nationalism” reduce “opportunities for digital innovation, including various
missed opportunities for inclusive development that can be facilitated by engaging in data-sharing through strong
international cooperation.”®

By their nature, data localization mandates and data transfer restrictions tend to impede the cross-border
exchange of knowledge, technical know-how, laboratory analysis, scientific research, and other information.
Data localization mandates and unnecessary data transfer restrictions hurt local innovation because a country
that limits cross-border data transfers limits its own industries’ access to technologies and data sources that are
integral to innovation and the dissemination of technology. These include: (a) scientific, research, and other
publications; (b) manufacturing data, blueprints, and other operational information; and (c) digital tools for
remote work, laboratory research, and other innovation-related applications.® Faced with higher costs to access
or exchange information and an unpredictable environment for R&D investments, local industries face
increasing innovation challenges. Furthermore, as data restrictions place an undue burden on industries
operating in countries imposing them, they also undermine those countries’ attractiveness as a destination for
R&D.

B. Cross-Border Data Transfers and the Innovation Lifecycle

Cross border data transfers are critical at every stage of the innovation life cycle, and in all facets of IP legal
frameworks. This includes: (1) early stages of innovative and creative processes, including basic R&D, initial
conception, and design; (2) the acquisition and maintenance of IP rights; (3) the enforcement of IP rights and
brand protection activities; and (4) the ongoing enjoyment and commercialization of those IP rights.

The WIPO Global Innovation Index (Gll), which ranks 132 countries against 81 innovation and IP-related
indicators and which aims to help policymakers “discover what works best in producing an ecosystem where
people can achieve their highest potential, innovating and creating to improve lives everywhere,” highlights
these risks.'® The GII does not directly account for countries’ cross-border data restrictions, despite the fact that
several countries that impose such barriers have stated their belief that such barriers advance “indigenous
innovation” goals and despite the close nexus between the cross-border exchange of knowledge, ideas, and
information and cross-border access to technology (on the one hand) and R&D, scientific endeavor, innovation,
creativity, and intellectual property generation (IP) (on the other). Many of the GlI’'s metrics would likely be
directly impacted by new cross-border data restrictive measures in China, India, and Vietnam, etc., including
strict data localization mandates and prohibitions on transfers of “important,” “sensitive,” or “critical” information
(whether “personal” or “non-personal”). These measures — often implemented quickly and with minimal input
from the public — directly impact Gll metrics in the cross-border context, including: (1) legal and operational
stability; (2) regulatory quality; (3) ICT access and use; (4) gross expenditures on R&D; (5) university-industry
R&D collaboration; (6) cross-border knowledge absorption and output; (7) research talent; and (8) High-tech
and ICT services imports. !

WWW.GLOBALDATAALLIANGE.ORG
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1. Data Transfers and Core Innovation

In every sector, cross border data transfers play an integral role in

basic resgarch anq development (R&_D), anc_i other core inqovative Trade barriers that impede data transfers
and creative functions. For example, in semiconductor design as undermine basic research and scientific
well as biopharmaceutical research, basic R&D depends upon activity, as well as the development of
access to globally sourced research materials from laboratories and new treatments and inventions to protect
research institutions from across the world, as well as collaboration, human health and welfare.

joint research, and the exchange of ideas and knowledge among
teams of inventors, designers, authors, and other creators and
innovators in different countries.

This collaborative, multinational approach to technological and creative endeavor integrates and binds together
the international IP legal framework as well as scientific and artistic communities. R&D teams across
universities, commercial labs, and enterprises in different countries collaborate across borders to develop new
products, cures, and other advances protected by patents, trade secrets, copyrights and trademarks. Typically,
such R&D also often requires the use of copyrighted software solutions and research data accessible across
cloud-enabled and networked environments, as well as the application of artificial intelligence (Al)-based
analytical techniques to data transferred across borders and consolidated into larger data sets.'?

As explained by the World Intellectual Property Organization (WIPO),'3 the US Patent & Trademark Office
(USPTO),'* and other IP authorities, > such R&D depends upon the application of Al-related tools to globally
sourced data sets. Data sets consolidated across IT networks and borders can be analyzed (e.g., through
machine learning or data analytical techniques) to identify to meaningful insights, patterns, and connections
that can aid R&D teams in the discovery and development of novel solutions to scientific and technical
challenges.

2. IP Acquisition, Registration, and Maintenance

The ability to transfer data across borders is also critical to the acquisition of IP rights. Applicants must be able
to transfer information across borders in order to apply for patent, copyright, trademark or other rights in a
coordinated manner with IP office authorities in different countries. Access to data from multiple countries —
such as prior art references — is also an integral part of the patent application examination process. They must
also be able to transfer data across borders in order to avail themselves of WIPO-administered international
registration and examination frameworks for IP rights, such as the Patent Cooperation Treaty, the Madrid
Registry for trademarks, or the Hague System for the International Registration of Industrial Designs.

Data localization mandates and data transfer restrictions that prohibit the transfer of “important,” “critical,” or
“sensitive” data (e.g., under Chinese measures discussed below) create uncertainty regarding the future ability
to transfer information and data necessary to these procedures for the acquisition, registration, and
maintenance of IP rights.

3. IP Enforcement and Brand Protection

In today's global marketplace, IP infringement is increasingly complex and globalized, requiring sophisticated
investigatory tools. No IP enforcement program can be effective without the ability to trace — on a cross-border
basis — counterfeiting, commercial scale piracy, and other illicit activities with insights and information derived
from foreign source countries, distribution hubs and networks, and end-user markets. Data localization
measures and unnecessary data transfer restrictions directly interfere with the ability to investigate and
counteract transnational IP infringing activities.

Cross-border data transfers are critical to many aspects of IP enforcement - from monitoring marketplaces, to
gathering evidence of infringement in multiple locations, to researching details of illicit networks, to using
administrative or judicial tools in multiple jurisdictions to preserve evidence and secure recourse. The ability to
track and trace infringing activities across IT networks and borders is particularly important as many infringing
acts involve an online element, whether via the offer and sale of infringing articles online; the cross-border
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exfiltration of source code, trade secrets or other proprietary data; the circumvention of technological protection
measures; or the unauthorized and unlicensed use of copyrighted software or trademarks in an online
environment.

Cross border access to information is frequently necessary for IP infringement investigations
(e.g., obscuring patterns and trends in counterfeiting and piracy and making it more difficult for
investigators to obtain forensic data to identify criminal enterprises engaged in counterfeiting,
piracy, and other IP infringement)

4. |P Commercialization

Cross-border data transfers are also critical to the ability of enterprises to commercialize and enjoy the benefits
of their IP rights. When a country mandates data localization or restricts data transfers, it can easily frustrate
the ability to enjoy the benefits of any IP right granted. With so many patented or copyrighted innovations
functionally dependent upon satellite or other cross-border data communications (e.g., loT software
applications in the aerospace, automotive, and agricultural machinery sectors; music and video streaming
services that disseminate licensed film or music content), cross-border data transfer restrictions make it
difficult, if not impossible, for innovators and creators to sell or provide support to their IP-protected products or
in foreign markets — interfering with their ability to secure a commercial return on, or otherwise enjoy the
benefits of, their IP rights abroad.

C. Data-Related Market Access Barriers that Impact Innovation and IP

As further detailed in the GDA’'s National Trade Estimate submission, some trading partners are erecting unfair
market access barriers that affect GDA members who rely on IP in their commercial operations. The GDA
does not provide specific country listing recommendations (as between Priority Watch List or Watch List) for
these trading partners, but requests that the US government include the information submitted in its qualitative
overall review of the referenced countries. Below is a brief preview of several measures described in greater
detail in the Appendix.

D. Conclusion

The Global Data Alliance welcomes the opportunity to provide this submission and looks forward to working
with USTR to achieve meaningful progress in addressing the cross-border data policy concerns identified in
this submission.

" The Global Data Alliance (globaldataalliance.org) is a cross-industry coalition of companies that are committed to high
standards of data responsibility and that rely on the ability to transfer data around the world to innovate and create jobs.
The Alliance supports policies that help instill trust in the digital economy while safeguarding the ability to transfer data
across borders and refraining from imposing data localization requirements that restrict trade. Alliance members are
headquartered across the globe and are active in the advanced manufacturing, aerospace, automotive, consumer
goods, electronics, energy, financial services, health, supply chain, and telecommunications sectors, among others. The
Business Software Alliance administers the Global Data Alliance. See Global Data Alliance, About the Global Data
Alliance (2020), at: https://www.globaldataalliance.org/downloads/aboutgda.pdf

2 USTR, Request for Comments and Notice of a Public Hearing Regarding the 2026 Special 301 Review (Dec. 11, 2025), at:
https://lwww.federalregister.gov/documents/2025/12/11/2025-2257 1/request-for-comments-and-notice-of-a-public-hearing-
regarding-the-2026-special-301-review

3 https://ecipe.org/wp-content/uploads/2017/11/Restrictions-on-cross-border-data-flows-a-taxonomy-final1.pdf

4 We do not address the first statutory element under section 182 of the Trade Act of 1974 relating to the adequacy and
effectiveness of IP protections because the GDA is organizationally focused on issues relating directly to cross-border data
policies. However, GDA members own extensive portfolios of trademarks, copyrights, patents, trade secrets, and other IP
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rights, and rely on other trade associations to represent their specific perspectives on substantive matters of IP protection and
enforcement.

5 See e.g., Ganes Kesari, Why Covid Will Make Al Go Mainstream In 2021, Forbes (Dec. 2020),
https://www.forbes.com/sites/ganeskesari/2020/12/21/why-covid-will-make-ai-go-mainstream-in-2021-top-3-trends-for-
enterprises/?sh=1d83a3f6797a; Arshadi et al., Artificial Intelligence for COVID-19 Drug Discovery and Vaccine Development,
Front. Artif. Intell. (Aug. 2020), https://www.frontiersin.org/articles/10.3389/frai.2020.00065/full ; Ungaro, et al., Accelerating
vaccine research for COVID-19 with high-performance computing and artificial intelligence, HP Enterprise (2020),
https://www.hpe.com/us/en/newsroom/blog-post/2020/04/accelerating-vaccine-research-for-covid-19-with-high-performance-
computing-and-artificial-intelligence.html; IEEE, Can Al and Automation Deliver a COVID-19 Antiviral While It Still Matters?
IEEE Spectrum (2020),_https://spectrum.ieee.org/artificial-intelligence/medical-ai/can-ai-and-automation-deliver-a-covid19-
antiviral-while-it-still-matters

6 G20, Ministerial Statement on Trade and Digital Economy (2019), http://www.g20.utoronto.ca/2019/2019-g20-trade.html
7 See Trade Policy Review of India, Secretariat Report, supra note 5.
8 UNCTAD Digital Economy Report 2021, supra note 2.

9 See Global Data Alliance, Cross-Border Data Transfers and Remote Work (Oct. 2020),
https://globaldataalliance.org/downloads/10052020chdtremotework.pdf; See Global Data Alliance, Cross-Border Data
Transfers and Remote Health Services (Sept. 2020) https://globaldataalliance.org/downloads/09152020cbdtremotehealth.pdf

10 World Intellectual Property Organization, WIPO Global Innovation Index (Sept. 2021), at:
https://www.wipo.int/global_innovation_index/en/2021/index.html

" Global Data Alliance, Cross-Border Data Transfers & Innovation (2021), at: https://globaldataalliance.org/wp-
content/uploads/2021/07/04012021cbdtinnovation.pdf; Global Data Alliance, Cross-Border Data Transfers &
Biopharmaceutical R&D (2021), at: https://globaldataalliance.org/wp-content/uploads/2021/09/09092021cbdtbiopharma.pdf;
Global Data Alliance, Cross-Border Data Transfers & Economic Development (2021), at: https://globaldataalliance.org/wp-
content/uploads/2021/07/05062021econdevelopments1.pdf

2 See Joshua Meltzer, The impact of artificial intelligence on international trade, Brookings Institution (2018), at:
https://www.brookings.edu/research/the-impact-of-artificial-intelligence-on-international-trade/

13 See e.g., WIPO, WIPO Technology Trends 2019, Artificial Intelligence (2019),
https://www.wipo.int/edocs/pubdocs/en/wipo_pub_1055.pdf; WIPO, Frequently Asked Questions: Al and IP Policy (2021),
https://www.wipo.int/about-ip/en/artificial_intelligence/fag.html; WIPO, Artificial Intelligence and Intellectual Property Policy
(2020), https://www.wipo.int/about-ip/en/artificial_intelligence/policy.html

4 USPTO, Artificial Intelligence Webpage (2021), https://www.uspto.gov/initiatives/artificial-intelligence; USPTO, Public Views
on Artificial Intelligence and Intellectual Property Policy (2020),
https://www.uspto.gov/sites/default/files/documents/USPTO_Al-Report 2020-10-07.pdf; USPTO, Inventing Al - Tracing the
Diffusion of Atrtificial Intelligence with US Patents (Oct. 2020), https://www.uspto.gov/sites/default/files/documents/OCE-DH-

Al.pdf.

5 See e.g., Canadian Intellectual Property Office, Processing Artificial Intelligence: Highlighting the Canadian Patent
Landscape (2020), https://www.ic.gc.ca/eic/site/cipointernet-

internetopic.nsf/vwapj/Al_Report ENG.pdf/$FILE/Al_Report ENG.pdf; Japan Patent Office, Recent Trends in Al-Related
Inventions (2019), https://www.jpo.go.jp/e/system/patent/gaiyo/ai/document/ai_shutsugan_chosa/report-2019.pdf; IP Australia,
Machine Learning Innovation — A Patent Analytics Report (2019),

https://www.ipaustralia.gov.au/sites/default/files/reports publications/patent_analytics report on _machine learning _innovatio
n.pdf; UKIPO, Atrtificial Intelligence - A worldwide overview of Al patents and patenting by the UK Al sector (2019), at
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment data/file/817610/Artificial Intelligenc
e - A worldwide overview of Al patents.pdf ; European Patent Office, Patents and the Fourth Industrial Revolution (2017),
documents.epo.org/projects/babylon/eponet.nsf/0/17FDB5538E87B4B9C12581EF0045762F/%24File/fourth _industrial revolut
ion 2017 _en.pdf.
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