
 

 
 
 

SUBMISSION ON REVIEW OF KOREA’S DATA 
PROTECTION REGIME  
TO THE PERSONAL INFORMATION PROTECTION COMMISSION  

August 2026 
 

The Global Data Alliance (GDA)1 appreciates the opportunity to provide recommendations in response to the 

Personal Information Protection Commission’s (PIPC) comprehensive review of Korea’s data protection regime.  

 

About the Global Data Alliance 

The GDA is a cross-industry coalition of companies, headquartered in different regions of the world, that are 
committed to high standards of data responsibility. The GDA supports policies that help instill trust in the digital 
economy without imposing undue cross-border data restrictions or localization requirements that undermine 
artificial intelligence (AI), data security, cybersecurity, innovation, economic development, and international trade.  
Our members operate in every major sector of the economy, including agriculture, automotive, aviation, 
biopharmaceutical R&D, consumer goods, energy, financial services, healthcare, manufacturing, supply chain and 
logistics, telecommunications, and enterprise software.  Given the GDA's focus on cross-border data, we comment 
specifically on the cross-border data aspects of Korea’s data protection regime. 
 
In 2024, the Government of Korea announced its plans for Korea to become a “top three AI global power by 

2027”.2 Meeting this goal requires an open data environment. In that context, we are encouraged to see that the 

PIPC is examining if the current consent-focused data protection regime remain best suited for the AI era. We 

agree with the PIPC’s observation that the current regime may no longer be fit-for-purpose. In today's 

environment, consent obtained at the point of collection often provides less protection while placing significant 

constraints on responsible data use. Individuals face a growing volume of consent requests, which weakens the 

meaningfulness of their choices, and organizations are left without practical legal bases for beneficial, lo w-risk 

processing. We therefore welcome the PIPC's decision to reassess the regime.   

Recommendations  

A. Broaden the Legitimate Interest Basis for Data Processing  
 

Current Status & 
Situation (Problem 

Case) 

The Personal Information Protection Act (PIPA) is a consent-focused law. Generally, a 
company must obtain the data subject's consent before collecting or processing 
personal information. However, companies collect and process personal information 
regularly for purposes where obtaining consent is impractical and provides little 
meaningful protection. Such purposes include detecting and preventing fraud, 
monitoring networks for cybersecurity threats, and updating products and services to 
ensure accuracy and reliability. 
 
Article 15(1)6 of the PIPA allows processing for the legitimate interest of a personal 
information controller, but only where that interest is "manifestly superior" to the rights 

 
1 For more information on the Global Data Alliance, please see www.globaldataalliance.org  
2 S. Korea vows all-out efforts to become global AI powerhouse”, Yonhap News Agency, September 2024, 
https://en.yna.co.kr/view/AEN20240926002600315  

https://en.yna.co.kr/view/AEN20240926002600315
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of the data subject. The language in the PIPA is vague but also suggests that a very 
high threshold must be met for a company to rely on the legitimate interest basis.  
 
Article 15(1)6 of the PIPA allows processing for the legitimate interest of a personal 
information controller, but only where that interest is "manifestly superior" to the rights 
of the data subject. The language in the PIPA is vague but also suggests that a very 
high threshold must be met for a company to rely on the legitimate interest basis.  

Relevant Regime & 
Standards 

PIPA, Article 15(1)6. 

Issues 

• The "manifestly superior" threshold means that the legitimate interest basis in 
the PIPA is significantly narrower and less flexible than data protection 
frameworks in other leading jurisdictions. For example, Article 6(1)(f) of the EU 
General Data Protection Regulation (GDPR) permits processing necessary for the 
legitimate interests of the controller except where those interests are “overridden by 
the interests or fundamental rights and freedoms of the data subject”.  Similarly, 
under Singapore’s Personal Data Protection Act (PDPA), an organisation may 
collect, use, or disclose personal data without consent where the “legitimate 
interests of the organisation or another person outweigh any adverse effect on the 
individual”. Consequently, not only can companies can more easily rely on the 
legitimate interest basis in markets such as EU and Singapore, but companies are 
also clearly incentivized to improve their practices to mitigate any privacy harms. In 
contrast, as a result of the “manifestly superior” threshold, companies in Korea are 
subject to a stricter and less predictable standard. 
 

• Relatedly, because companies cannot assess in advance whether their 
interests would be considered "manifestly superior", they tend to over-rely on 
consent for all processing activities. This burdens individuals with a growing 
volume of requests, produces consent fatigue, and devalues consent in the 
situations where it is genuinely meaningful. Consent should be reserved for high-
impact processing, involving sensitive data or secondary uses genuinely outside an 
individual’s reasonable expectations. The over-reliance on consent also chills 
processing that protects the very individuals whose data is involved. Fraud detection 
and prevention, cybersecurity and network monitoring, and updating products and 
services to ensure accuracy and reliability all benefit data subjects directly.3 A legal 
framework that makes companies hesitate before conducting this processing does 
not improve privacy outcomes. It creates risk for the people the law is meant to 
protect. 

 

• Over-reliance on consent could also hinder responsible AI development. 
Consent requirements can discourage AI-model training or AI-development by 
companies with lawfully collected personal data where consent is not feasible to 
obtain, such as research drawing on large or historical datasets where data subjects 
cannot practicably be reached . This can also distort training datasets where certain 
groups are more likely to withhold consent, leading to sampling bias and ultimately 
resulting in AI systems that perform poorly for underrepresented groups. Access to 
diverse and representative data, including Korean-specific data, is essential for 
building AI systems that are accurate and fair for Korean users. 

Recommendation(s)  

Broaden Article 15(1)6 of the PIPA to align it with the legitimate interest bases in 
other global data protection laws, and treat it as a legal ground equal to 
consent. Processing on this basis should be permitted under a balancing test that 
assesses purpose legitimacy, necessity, reasonable expectations, potential impact, 

 
3 The EU GDPR expressly recognizes such processing as legitimate interests, per Recitals 47-49.  
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and the presence of safeguards, and in which privacy risks are mitigated. Processing 
should be permitted where it does not adversely affect the rights and interests of data 
subjects, rather than requiring the controller's interest to be manifestly superior to 
those rights. This revised legitimate interest basis should operate as an equal legal 
ground alongside consent, rather than as an exception to consent.   

 

 

B. Facilitate Cross-Border Data Transfers  

Current Status & 
Situation (Problem 

Case) 

The PIPA regulates the transfer of personal information out of Korea through Article 
28-8. Cross-border transfers are prohibited unless one of five legal bases applies: 1) 
the data subject gives separate consent to the transfer; 2) the transfer is authorized by 
statute, treaty, or international convention; 3) the transfer is necessary to conclude and 
perform a contract with the data subject and prescribed matters are disclosed in the 
privacy policy or notified to the data subject; 4) the overseas recipient holds a 
certification determined and publicly notified by the PIPC and takes required protective 
measures; or 5) the destination country or international organization is recognized by 
the PIPC as providing a level of protection substantially equal to the PIPA. 
 
In practice, cross-border data transfers out of Korea remain difficult for various 
reasons (see “Issues” section below). This is especially problematic given that 
companies delivering global service increasingly rely on cross-border data transfers 
for AI development and training purposes.   

Relevant Regime & 
Standards 

PIPA, Article 28-8  
  

Issues 

• The consent basis is impractical and does little to protect data subjects. 
Where a transfer rests on consent, the controller must obtain "separate consent" 
specific to the transfer, even where the transfer is needed to fulfil the very purpose 
for which the personal information was collected and the data subject has already 
consented to that processing. Before obtaining consent, the controller must also 
inform the data subject of a prescribed list of items under Article 28-8(2), including 
the particulars of the personal information, the destination country, the transfer date 
and method, the name of the recipient, and other such information. Much of this 
information, such as the transfer date, is not meaningful to a data subject in 
understanding how the transfer affects their personal information. It is also not 
practical for the name and contact person of the recipient corporation to be set out 
in the privacy notice as those details may change and may not be readily available. 
The combined effect is to inundate individuals with consent requests and detail, 
which compounds consent fatigue while adding little protection. This also increases 
operational costs.  
 

• The alternative transfer mechanisms are narrow compared with international 
practice. Standalone contract-based transfer instruments concluded between the 
transferring company and the overseas recipient, such as standard contractual 
clauses (SCCs), are not recognized as a basis for transfer. Consequently, 
companies that have built global compliance programs around these instruments 
cannot use them for Korea, and must consider other options, such as only 
transferring the data to overseas recipients who have obtained Korea-specific 
certifications e.g., the Information Security and Personal Information Protection 
Management System (ISMS-P) Certification.   
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• The equivalence route is slow and lacks a predictable process. The recognition 
of the European Union in September 2025 was the PIPC's first equivalence decision 
under Article 28-8(1)5, and it remains the only one. There is no stated timeline for 
assessing other countries, no published methodology for how countries are 
prioritized, and no mechanism for industry to provide input on which destinations 
matter most to Korea's economy. The assessment approach also risks 
disadvantaging countries that protect personal information effectively but through a 
different legislative structure, such as the United States which regulates the 
commercial collection and use of personal information through a combination of 
state privacy laws and sectoral federal rules rather than one omnibus statute. An 
assessment that turns on the presence or absence of an overarching law, rather 
than on the totality of relevant laws and regulations, would leave transfers to such 
countries without an equivalence pathway indefinitely.  
 

• Cumulatively, the above concerns with the cross-border data transfer 
landscape in Korea create significant costs and burdens for any business 
delivering global services. These concerns carry particular weight in the AI era, 
where the development and training of AI systems depend on the ability to move 
data, including personal information, across borders at scale. 

Recommendation(s)  

• Adjust “separate consent” requirement. Where the cross-border transfer of 
personal information is needed to fulfil the purpose for which the information was 
collected, the original consent for processing should suffice to support the transfer, 
and "separate consent" under Article 28-8(1)1 should not be required. This would 
align the provision with the approach taken under the EU GDPR.  
 

• Recognize additional transfer mechanisms through the certification route in 
Article 28-8(1)4. The PIPC should recognize internationally accepted transfer 
instruments, such as the EU SCCs, the UK International Data Transfer Agreements, 
the Global and APEC Cross-Border Privacy Rules (CBPR), the ASEAN Model 
Contractual Clauses, and ISO/IEC 27701. Many global companies have adopted 
these instruments to protect personal information as it moves between countries, 
and they share substantial common ground with what the PIPA requires of overseas 
recipients. Recognizing them would allow businesses to transfer and receive 
personal information from Korea without obtaining separate consent or a Korea-
specific certification. Enabling personal information controllers to choose among 
recognized mechanisms gives businesses the flexibility to determine the 
arrangement most suitable for their operations. It would also provide greater legal 
certainty, reduce compliance burdens for both Korean and non-Korean businesses 
delivering global services, and align Korea with the multi-mechanism approach of 
other global data protection frameworks.    

 

• Make the equivalence route under Article 28-8(1)5 predictable. The PIPC should 
stipulate timelines for assessing the protection level of other countries, publish its 
methodology for prioritizing countries for assessment, and seek input from industry 
on which destinations to prioritize. In conducting assessments for equivalence, the 
PIPC should look beyond the presence or absence of a single overarching privacy 
law and consider the totality of relevant laws and regulations that protect personal 
information in the destination country, so that countries which protect personal 
information through state privacy laws and sectoral federal rules are not left without 
an equivalence pathway.   
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Conclusion 

 
We thank PIPC for the opportunity to contribute to this comprehensive review of Korea's data protection regime. 
We support the PIPC's efforts to ensure that the regime continues to protect personal information effectively 
while enabling responsible data use. We would welcome the opportunity to discuss any of them further and 
remain available as a resource to the PIPC throughout this process. Please do not hesitate to contact me if you 
have any questions regarding this submission or if I can be of further assistance. 
 
Yours sincerely, 

 
Tham Shen Hong  
Director, Policy – APAC 


